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ProxesslQ™ Software & Proxess Sync™ Mobile App Configuration



Equipment & Network Needs

In preparation for the system software download and hardware installation & configuration:

Here are the Computer & other required system components:

* Minimum Computer Spec (for each ProxesslQ™ server and client), Windows 10+ Pro, Intel 12t Gen
2GHz, 1 USB input, 8MB RAM, 256GB hard drive, 40GB free disk space.

* For Larger Systems; 12 Generation Intel Core i7, 16MB RAM, 512GB HD, .NET 4.8.

* [tis strongly recommended to pre-install Microsoft SQL Express 2022 on the Server PC prior to downloading
the ProxessIQ™ software. Consult Proxess for very large systems.

* Network or Internet connection for the PC, depending on the Proxess Sync™ connection method

* Common WiFi connection to ProxesslQ™, or mobile plan with connection to the ProxesslQ™ network

* ProxesslQ™ software Download link: www.proxess.com/downloads

* USB Enrollment Reader

* Apple or Android Smart Phone

* Proxess Sync™ Download link

* Router for DNS comms to controllers, or switches for static IP & WiFi comms

* USB-to-Serial cable for custom controller configuration

Ports to be opened for client and IP controller communications:

* TCP 8008-8011 (client-to-server software comms), TCP 8031 (controller comms to the software) & UDP
8032 (controller beaconing)

* Note: The IP Controllers/Gateways may be configured to communicate over ethernet and/or WiFi

Website URLs to be white-listed:

* Bi-directional communications for Mobile Keys: Outbound for initialization and changes and Inbound for
audits and events: https://[pmcs.proxess.com

* "Dumb"” remote synchronization app, which can be enabled & disabled with a click in the software
anytime that it is to be used: https://proxyi.proxess.com

* The back-up: https://proxy2.proxess.com

Email to be white-listed, for Mobile Key receipt:
DoNotReply@email.Proxess.com



http://www.proxess.com/downloads
https://pmcs.proxess.com/
https://proxy1.proxess.com/
https://proxy2.proxess.com/
mailto:DoNotReply@email.Proxess.com

Firewall Settings

Please prepare/enable your firewall to accept the following.
This is a summary of the firewall rules that the Proxess software installer attempts to create:

<fire:FirewallException Id="ProxessControllerCommunication"
Name="Proxess Controller Communication"
Protocol="tcp"
Port="8031"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException Id="ProxessControllerBeacon"
Name="Proxess Controller Beacon"
Protocol="udp"
Port="8032"
Scope="localSubnet"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException |d="ProxessServerSecureCommunication"
Name="Proxess Server Secure Communication"
Protocol="tcp"
Port="8009"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException Id="ProxessServerOpenCommunication"
Name="Proxess Server Open Communication"
Protocol="tcp"
Port="8011"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException |d="ProxessldentityServer"
Name="Proxess Identity Server"
Protocol="tcp"
Port="8008"
Scope="any"
IgnoreFailure="yes"
Profile="all" />




Quick Start Guide (Page 1 of 2)

I » Software Installation: Instructions for downloading and installing the
&= ProxesslQ™ software; both server & clients.

* Licensing: Add and upgrade licenses for ProxesslQ software and Mobile
Credentials/Keys.

» System Operator Roles: Define the grouping for view\edit\delete rights for each

software module.

1 B System Operators: Add operators into an Operator Role. Modify\personalize their role.

O Mobile Devices: Add mobile phones which will operate the Proxess Sync simple
w configuration App.

3 1Q Mobile / Proxess Sync™: Sign in and enable the Proxess Sync™ simple configuration
a2 App on your Apple or Android Mobile Phone.

» Time Schedules: Create the days and times that locks and doors will operate with
credentials and remain locked or unlocked.

» Door Groups: Create groups of Doors, for more easily assigning access rights to users.

* Doors: Adding, programming & editing wireless locks and online doors.

o Doors & Door Groups: Mass-Adding\Modifying\Deleting Doors & Door Groups
using a .csv spreadsheet

Door Groups

* Doors: Controlling Online & Bridged doors.

* Access Profiles: Create groupings combining Time Schedules with Doors and Door
Groups.

* Controllers: Define online\checkpoint doors\readers.



Quick Start Guide (Page 2 of 2)

* Users: Add\Modify\Delete credential holders and their PHYSICAL credentials (cards,
keychain fobs, stickers, watches), including custom Advanced Searches.

* Users: Add\Modify\Delete credential holders and their MOBILE credentials (Apple &
Android phones).

* Users: Mass-Adding\Modifying\Deleting Users & Credential using a .csv spreadsheet

* Encoding & Deleting: Using the ProxesslQ Software to Encode & Delete credentials

* Encoding & Deleting: Using the Proxess Sync phone app to Encode & Delete credentials

* Calendars: Schedule Holidays and special events, years in advance.

* Credentials: Simpler management utility for credentials, after a User is created in Users
menu, including custom Advanced Searches

* Notifications: Set Email alerts based on virtually any system event.

* Mobile Credentials: Administrative management of Mobile Credentials (Issuance
typically occurs in the Users menu).

* Cloud Settings: Communications management between ProxesslQ server and the
Mobile Credential Cloud.

* Settings: Define system and operational attributes, including for door, reader, LED and
credential operations.

* Logs: All User & Door event logs are available here and may be searched using multiple
custom Boolean rules, with custom Advanced Searches.

* User Interface: Arrange and hide Module icons and Ul color schemes.
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Which software do | download for a Basic system?

From the links provided at www.Proxess.com/Downloads if your system is described on this
page, then on the computer that will be your primary (the “server”) you will download and
install “"Proxess-Server-Installer-LocalDB-Bundle.exe”. On all other computers (unlimited),
you will only install “Proxess-Installer-Client.msi"”

Follow the instructions in this section if this describes your system.

There will be only 1 (one) computer There is 1 (one) main computer (laptop or desktop)
(laptop or desktop) used for QR used for data entry and one (1) or more additional
configuration and data entry. computers may be used for configuration and data

entry, either now or in the future.
PC SPEC (minimum):
Intel Core i5, 2GHz

8MB Cache
8GB RAM
256GB Hard Drive
[ ]

Primary computer (“Server”):
Install “Proxess-Server-Installer-LocalDB-Bundle.exe”.

X

Additional computers (“Clients”):
Install “Proxess-Installer-Client.msi”

B



http://www.proxess.com/Download

Locate the download link provided at www.Proxess.com/Downloads or which has been emailed or otherwise provided to you by the
Proxess support staff or sales team.

For basic and small-to-medium sized systems that choose to use the Proxess built-in “LocalDB” database (a Microsoft database
product), you will install the file from the top section (in the version depicted below, 1.5.2.1)
“ProxesslQ_Server_Installer_LocalDB_Bundle.exe”.

This file will install both the server and client (system programming user-interface) applications onto the computer. This “bundle” can
only be installed on one computer per system, but the Client download files can be loaded onto several other computers, which will be
used as administration workstations.

Click on “Proxess-Server-Installer-LocalDB-Bundle.exe” and, if prompted, click on “Download” on the screen that opens.

—— —
« C (& proess.com/d T

ProxessIQ™ Downloads

1521 Release www.Proxess.com/Downloads

ProxessIQ™ Client Installer

ProxessIQ™ Client Installer

Download: ProxesslQ Installer Client msi

o with LecalDl — Download: ProxessIQ).Installer Client.ms1 Note on Upgrading Versions:
1l 560 o lustalles LocalDB Bundle exc >)

== — Server Bundle with LocalDB When upgrading the version of your

pm—— ProxesslQ™ software, be certain to upgrade
= the server as well as all the clients to the
S N Server Only same version, or there could be functions
I';n;.;;lq"‘( TRe—— \ Download: ProxessIQ Installer Server.msi that do not Operate properly.

Dowaload: Py

Dowm.((ia': ProxessI() Server Installer T ocalDB Bundle,a:}éj)‘:

0l Installer Clisntmsi

Server Bundle with LocalDRl

Download: Proxessl0 Servec lnstallee LocalDByffundle exe
Server Only

Dowaload: ProxesslQ lnstaller Secver gl

. a7 ‘

=

Note: 1.4 versions are for
support of Legacy systems
Only

Alternatively, for systems where the server computer will Not be used as an administrative terminal, click on the 1.5.x Server file
(instead of the Bundle). All the subsequent administrative workstations will have the Client file installed, as discussed above.


http://www.proxess.com/Support/Software

Can't scan file for viruses

v

Per the previous page, click on “Proxess-Server-Installer-LocalDB-Bundle.exe” to begin the file download.

There are 3 automated wizards that will guide you through each the download bundle, the server installation and the client
installations. At the completion of all 3, the Server program, ProxesslQ™ Control Center will launch.

This is the Download Bundle installation wizard:

Follow the windows that open and prompts
that appear on this page. Depending on your
computer’s settings, some of these windows
may not appear and can be ignored.

What do you want to do with Proxess.Server Installer.LocalDB.Bundle.exe =T —
" | Save )> Save as

From: doc-0s-44-docs.googleusercontent.com

|

and could harm your device.

Proxess.Server.Installer.LocalDB.Bundle.exe is not commonly downloaded

Delete View downloads

Windows protected your PC

Windows protected your PC

gnized app from

User Account Control

changes to your device?

s

lisher: Proxess LL(

gin. 1 drive on this

compute

Do you want to allow this app to make

=)
'1—1 Proxess ACS Server (LocalDB Bundle

- . ﬁ] ProxesslQ Bundle Setup - X ﬁ ProxessiQ Bundle Setup - X
The icon below [
may blink in @ ProxesslQ Bundle @ ProxesslQ Bundle
your computer’s

Proxess® ~ Proxess® ~
taskbar. If so, 7 7
. g End User License Agreement End User License Agreement
clickonitto
proceed. THE TERMS OF THIS END USER LICENSE AGREEMENT THE TERMS OF THIS END USER LICENSE AGREEMENT
(“FUILA" _ GOVFRN _YOUR __UISF_OF ANY PROXFSS® ¥ (‘FULAMY  GOVFRN _YOUR IISF_QF ANY PROXFSS® ¥
[J1 9 gree to the license terms and conditions [ agree to the license terms and conditions
Ginstal Close | —— @!nstall/ ) Close




E Proxess Access Control Server Setup - X

Welcome to the Proxess Access Control
Server Setup Wizard

The Setup Wizard will install Proxess Access Control Server
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

E Proxess Access Control Server Setup - X

End-User License Agreement

Please read the following license agreement carefully

End User License Agreement (the “EULA” or
“Agreement”)

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO

NOT AGREE TO ALL TERMS, DO NOT CLICK “I
ACCEPT” AND YOU WILL NOT BE PERMITTED TO
ACCFSS AND LISF Proxess™ PRODLICTS )

Back \ Cancel > Print Back N
Continue following the windows that open
and the prompts that appear on this page.
ﬁ Proxess Access Control Server Setup X . E Proxess Access Control Server Setup X
Proxess ACS Proxess ACS

Please select an instal option

Choose new install if you are installing the product for the first time \nand
need to configure your system.

i [ New Instal )) |

Choose existing install if you already have a backed up configuration file and
an existing database. This will skip all other configuration steps.

Note: Only click “Existing”
if you are upgrading the
version of your
ProxesslQ™ system.

Back Cancel

Database Configuration: Using SQL Server 2016 EXpress or greater is reco...

Set Database Path (ex:PRODSQLISQL2012):

[oEsKkToP-QU7CBG NS QLENR! [Pruxgss.ncs

User Id:

Password:

Back Cancel

Cancel —p

v

This is the Server Installation installation wizard:

ﬁ Proxess Access Cantrol Server Setup - X

End User License Agreement (the “EULA” or
“Agreement”)

End-User License Agreement

Please read the folowing license agreement carefully

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO
NOTAGREE TO ALL TERMS, DO NOT CLICK “I
/ACCEPT” AND YOU WILL NOTBE PERMITTED TO
ACCFSS AND LISF Proxess™ PRODLICTS ~

[ accept the terms in the License Agreement!

Print Back : Cancel
—

v
It

Click “New Install”. Only click “Existing
Install” if you are upgrading the current
version of your system.

Check the box to Use LocalDB and do not
change the path that appears.

Only set a different path if you have already

installed SQL Express and will take
responsibility for its maintenance.

ﬁ Proxess Access Control Server Setup X
Proxess ACS
Database Configuration: Using SQL Server 2016 Express or greater is reco. @

Milse )
Set Database Path (ex:PRODSQL\SQL2012):

ProxessACS

(LocalDb) \MSSQLLocalDB

P —




E Proxess Access Control Server Setup X

Proxess ACS
Network Configuration @

Server Host Address (ex: 10.10.10.5,
server . localdomain. com):

-SKTOP-QU7CBG.

Use Proxess Proxy for Mobile Programming Device
communication. Keeping this checked is highly
recommended

[ use Proxy

»
»

@ Proxess Access Control Server Setup

Proxess ACS
Advanced: Autentication Configuration. Leaving defaults is recommended

anet.com:5008):

#5 Proxess Access Control Server Setup - X
Choose Setup Type
Choose the setup type that best suits your needs @
Typical

e most common program features, Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Next Cancel

Do not change the default server address or name, unless you are prepared take
responsibility for the resulting network connectivity.

Leave “Use Proxy” checked.

ﬁ Proxess Access Control Server Setup - X

Ready to install Proxess Access Control Server

Click Install to begin the installation. Click Back to review or change any of your
instalation settings. Click Cance! to exit the wizard.

s [CE) | e

) Proxess ACS Server (LocalDB Bundle) Setup - X

§ Proxess ACS Server (LocalDB

P Bundle)

Installation Successfully Completed

E Proxess Access Control Server Setup -

Installing Proxess Access Control Server

Please wait while the Setup Wizard installs Proxess Access Control Server,

Status:

Cancel

Select “Typical”, unless otherwise
discussed with Proxess.

E Proxess Access Control Server Setup - X

Completed the Proxess Access Control
Server Setup Wizard

Click the Finish button to exit the Setup Wizard.




Initializing the Server

Server Version:

User Account Control y PROXESSIQ™ CONTROL CENTER
Do you want to allow this app to make Server Status
Recently added changes to your device?
© Stop Proxess Service
ProxessIQ B Prox Configuration Manager Server Status: Running

Client Configuration

‘ Sl ProxesslQ Control Center

ﬁ L ffype here to search

Both the “Server” and “Client” portions of the software have now been installed Creste ocat Database Backup | | Bacul sever Contg
on your computer.

It is good practice to follow the steps on this page, which will assure that the
essential Server services are running on this computer.

Get Client Configuration File | || Includ} Root Certificate Export

Backup Utilities

Logs

View Server Logs Export Server Logs

Additional Details

Press the Windows™ icon on the keyboard or click on the Windows™ icon on oo

the left side of the Taskbar on the bottom of your screen. Locate and click on S ___

the “ProxesslQ™ Control Center”, which will be in both the “Recently Added”

section of the pop-up list of programs, as well as under the “P” section down The above screen will open. If the Server Status is shown as
below. If prompted with the window requesting to make changes to your “Stopped” then click on “Start Proxess Services"”.

computer, click “Yes".

PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service

Server Slalu

Server Version: 15.2.101

Client Configuration

Get Client Configuration File | | | Include Root Certificate Export

Backup Utilities

Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

Server Location: C\Program Files (x86)\Proxess\Server\
Database Server: (L( Db)\MSSQL LocalDB
Datbese Name

Usually within several seconds (and upwards of about a minute) after
clicking “Start Proxess Services” the Server Status will change to “"Running”.
We will now proceed to initiate the software.
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PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service
Server Status: Runniny
9 = Pictures ~ O Name
Server Version: 1.5.2.101 Network Harbor i
i
Nigeria <64
Client Configuration o
roXess x86
Proxess PPT ] App.config.install
["] Include Root Certificate Export P> Proxess.AxessiQClient
& OneDrive
| Proxess AxesslQClient.exe
v = This PC I Proxess.AxesslQ.CloudClientexe
| Proxess.AxesslQLocalClient.exe
XML Document

Backup Utilities
Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

QL

Server Location:
Database Server:

Database Name:

Click the “Get Client Configuration File” button.
On the “Save As” screen, navigate to the following (preferable) folder

-

Ma -
Home  Share View
> ThisPC > Windows (C) > Program Files (x86) > Proxess > Client
Date modified

+ | Client
e

v

| Proxess. AxesslQOrigClient.exe

» 3D Objects
] Proxess ProxessACSRx.exe

= Desktop
| ProxessClientConfig

2 Documents.
# ProxessRootCertificate

Security Certificate

& Downloads

) Music
[T T EEProxessClientConfig)

Save as type: | Xml documents (xml)

~ Hide Folders

Cancel

PROXESS CONFIGURATION MANAGER
Server Status

Start Proxess Service

Client Configuration

Get Chent Configuration File

Backup Utilities

Create Local Database Backup

location to save the file in:
“This PC\ Windows (C) \ Program Files (x86) \ Proxess \ Client”.

Additional Details

=
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Click the “Save"” button.
Click on the “x” on the top right of the ProxessIQ™ Control Center

window to close the application.

Note: It isimportant to keep the Proxess Services Running at all times
and especially to enable it to automatically start-up upon a restart of

the computer.
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Do you want to allow this app from an
unknown publisher to make changes to your

Initializing the Client

device?

Life at a glance
C:\Users\robsc\AppData\Local\Packages
Microsoft.MicrosoftEdge_8wekyb3d8bbwe

TempState\Downloads
)

Recently added
N Proxess|Q Tiiesd
uesday
q Proxess.Installer.Client.msi
sblisher: Unknowr
File origin: Hard drive on this computer

ProxessIQ Control Center
g
\\—‘fi =i —
X

Il O [Type here to search
Click the “"Windows" icon on your computer and select the “Proxess|Q"”
= | Client . o

program and allow the app to make changes to your device.
This PC Windows (C) Program Files (x86)

\

t
~ 0

= Pictures

P Prosess Access Control System
Netwark Harbor .
Nigeria 64
Proxess %86
Prowess PPT App.config.instal
B Proxess AxessiQ Client
& OneDrive
| Proxess.AxessiQ Client.exe
v = TnisPC ) Prowess AxessiQCloudClient exe
» 3D Objects | Proxess.AxessiQLocalClientexe
 Desktop ) Proxess AxessiQ OrigClient exe
o Acsfyere
niConfig

2 Documents

+ Downloads
wenicate

b Music

= Pictures

NOTE: Other than as stated here, do not make any changes to these screens. Click the “Load Client Configuration” button on the first
screen. If you have not yet pasted it into the Client folder, you will be asked to search for the Configuration file, which may be found in the

file folder you saved it in. Click on it.
On the next screen (below), click the “Apply Client Configuration” button.
The Login screen will open. Enter “administrator” and “proxess”.

B® Proess Access Control System

P Provess Access Control System
Proxess Log In

Load Client Configuration

Defaults:
User Name: administrator

Password: proxess



You will now be prompted to change your password, which is strongly recommended, but not required.
One option is to get familiar with the software and configure it and get a second administrator trained before changing the default
password.

Please do not take either of these options lightly and be certain to SAVE YOUR PASSWORD !!
The ProxesslQ™ software will now open.

Set Password

[*1 &

Doors Time Schedules

Gt
e

Mobile

Controllers Credentials

After installing the ProxesslQ™ software, you may add the icon
to your taskbar and\or desktop.

The following section will guide you through adding a License Key for ProxesslQ and for Mobile Credentials/Keys.



Assuring Software Clients Connect to the Server

Resolving Local Host Names

When using the computer name for a server’s host name, any client trying to access the server will need to be able to
resolve that host name. In a local network environment this happens automatically through either local DNS (typically
in a domain environment) or through NetBIOS name resolution. If you are attempting to connect to the server’s host
name outside of your local network environment, these name resolution methods will not be available. The simplest
approach for creating this mapping is to create an entry for the host name in the local host file of the client computer
that is attempting to reach the server.

The Windows Host file is located at c:\Windows\System32\Drivers\etc\hosts. To make edits to this file, you will need to
open the file with a simple text editor (like Notepad) with administrator privileges (Right-Click and select Run as
administrator). The host file does not have an extension (.txt) so you will need to select “All Files (*.*)” in the file Open
dialog. Once the host file is open, you will need to create a new line that contains the routable IP address followed by
the computers host name. Assuming this is outside the internal network, this will need to be the public IP with proper
routing/NAT rules setup. For example, if your public IP is “123.456.0.100” and your server’s host name is
“myservername”, the host file entry should look like this:

123.456.0.1 myserversname

A robust alternative to this is to use a registered domain name with a public DNS record for your server’s host name.

NAT/Port Forwarding

To connect to a server inside a local network from outside of the local network, you will need to set up the appropriate
NAT or Port Forwarding rules on your gateway /firewall. These rules need to provide a path from the public IP
(provided by your ISP) to the internal network IP for all ports required for communication to the AxessIQ server. The
default ports that are used for this communication are 8008, 8009, and 8011. Setting up NAT/Port Forwarding rules will
be specific to your gateway manufacture. Please refer to the manufactures documentation for setting this up.

Example documentation for setting up port forwarding on a Comcast gateway can be found here:
https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway



https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway

Assuring Software Clients Connect to the Server

When the Computer Host Name Changes

When the Host Name is changed (on purpose or accidentally...) you will need to:
Edit all the values in the ProxesslQ Configuration File, changing the old to the new name

Reload the config file, or change it manually in the “Load Client Config File” screen

In ProxesslQ Control Center, change the old to the new Host Name in the Certificate Bindings

When a computer changes from a Wired to a WiFi connection:
* When a computer changes from a wired to a wireless (WiFi) connection, be certain to delete the localhost IP

address listen in C://Windows/System32/drivers/etc/hosts



Software Licenses for:
Proxess|lQ™
&
Mobile Credentials/Keys

N



When prompted to provide a license file in a ProxesslQ™ system and in order to add mobile credentials/keys to your system, a Proxess
employee or authorized dealer will email a license package, as a .zip file.

. LicensPackage_ Customer-ABC_4-19-24_344051f8.zip
i) TKB

The following instructions will show you how to download the .zip file and Extract and Save both files within it and note that location.

The first file we will address is the .lic validation and feature license for the Proxess|Q software.

This file may be added when prompted upon your login to the software, via this notification on the bottom bar of the software:

Fg‘\ Proxess|Q™

AR 2] a7 7 2

Door Groups Credentials Calendars Time Schedules Access Profiles Controllers System Operator

¢] % = I — |
System Operator

Roles Mobile Devices Settings Notifications

Ready | Operator: Administratg_: Error Validating License



Install the license file using the following instructions.

Click on the Menu (“Hamburger”) button in the top bar of the software.

Fh Promessic™ AL ORGANIZATIONS

T Schadules becess Profiles Controllens

g 8

O =
Es

Mabile

Credentals Mo ticnd Organizatsons

Eiady | Opsialon S3minilraio: Error Validating License



In the white menu items that appear, Click on “*About”.

Fb' PromessiQ™ | ALL ORGANIZATIONS

File o Access  Admin Reporting

Click “Licensing” Click "Update License”
(Ina New System) (Updating an Existing System)

-

bud | About Licensing Information

Licensing Information

Admin's HP Laptop

. O R... rob.schomr@

FEATURE VALUE

UserModule unlimited

FEATURE VALUE

Clme

DoorModule unlimited

AdvancedDoorfeatures enabled

OrganizationModule 5

Locate the file location you save the .lic file to and double click on it.

- Extract LicensePackage | Co

Home Share View Compressed Folder Tools

Extri
all

“ v P « Dow... » LicensePa... vy earch LicensePackage_
A [ Name

Proxe<clD CloudToken Text C

# Quick access

;’ Desktop

ProxessIQ_License.lic LIC File
& Downloads

Your ProxesslQ software will now be licensed with the attributes that were purchased
and you can return to the program to continue programming your system.




The second file you extracted from the .zip will provide you information to enable mobile credential operation.

Locate the file location you save the .lic file to and double click on “ProxesslQ_CloudToken".

[ ] =1 Extract LicensePackage_ -Co_:
Home Share View Compressed Folder Toaols

Documents &| Fictures Scanned Documents {

Zip Exe Quotes Proxess Word
e
Imports for ProxesslQ RAS Prezi arl‘l

Extract To
&« v 4 I <« Dow.. » LicensePa.. w Search LicensePackage_ Co_4-
~
A [0 Name Type

3 Quick access
| ProxesslQ_CloudToken Text Document

’ Desktop - _ : .
. Proxessiu_Licenselic LIC File
4+ Downloads -

Allow this file to open in Notepad, or a similar program.

| ProxesslQ_CloudToken - Notepad o )

File Edit Format View Help

pisplay Name: Company ABC

Host: https://pmcs.proxess.com

MC ACS ID: caed3b59-77f9-44da-aac@-6337796a7ead5
Token: eKH20jCC1KUv/Wdy9r2mxjgkH4mbO1lmiWPIkTj7Kc94=

Once the data is entered, as explained below, your system will be provisioned with the number
of mobile credentials your customer has purchased.

Future mobile credential purchases will simply be added by the Proxess support team in the
cloud and applied to your system, without further action by the ProxesslQ™ Operator.



From the ProxesslQ dashboard, click on Cloud Settings .

&

Time Schedules | Access Profiles Contrallers

g =] [

Credentials Notifications Grganizations

Feady | Ogerator: Administrator

F\\ ProxesslQ™ | ALLORGANIZATIONS - |
S Ty Y e T Check the “Enabled” box.
Copy each line of text file (including all the special characters, but not
S any extra spaces) and paste them into the appropriate fields.
Leave the “Forced Online” box checked.
@ Then click “Save and Synchronize” until *Synchronized” is shown.
[Prowss Cusiome G 3 | ProxesslQ_CloudToken - Notepad - O

File Edit Format View Help
Display Name: Company ABC
Host: https://pmcs.proxess.com
MC ACS ID: caed3b59-77f9-44da-aacl-6337796a7ea5
IMWW Token: eKHZojCClKUv/Ndy9r‘2mxjng4mbOlmil~JPJij7Kc94=

Integrator Id

MCACS

[&&O 8Y:G\UP[MIN+PE2PL:

Status:  Synchronized

Ready | Operator: Administrator

You may now click the back arrow or the Home button and resume your system programming.



Begin Programming ProxessiQ™

NOTE: The programming sequence from the Quick Start Guide (pages
3&4) will be the order followed throughout this operator manual.

Each module has dependencies on the previous modules, so attempting
to configure a system out of this order may not be the most efficient, as
it may result in the need to go back to the prescribed order to fill in
various missing data entry fields.



Opening the ProxesslQ Client Administrative Interface

a Photos

rovecs

\

=

N ProxessiQ
\\F Click on the ProxesslQ icon from the
Fﬁ " ProxesslQ Control Center

Windows Program list,
i Publisher Computer Desktop or Task Bar

n

=) - . 12:02 PM
e £ 5/13/2017

F.“\ Proxess Access Control System

Time Schedules Access Profiles.

Proxess Log In —
2 4 = | =
. s

Controllers System Operator | Roles

Notifications

The Login screen will appear after a short background start-up. The Dashboard \ Home Screen will appear. In a later section
ter the default operator credentials you have been given. For we will show how to add the shortcut menu and change the
ity, be sure to immediately delete these credentials and background and icon colors, order and visibility. Click on the
ersonal credentials. Click on Login. Module/Menu (the large icons) you wish to enter.




OPERATOR ROLES




P Proressigm | au orsanzanons

& E | &

Credentials Time Schedules

¢ F 3 = =] &
-d- E2]
Mobile
Controllers System Operator Mobile Devices | Settings Logs Credentials

Notifications

Operator Roles define what Modules (the large icons) Operators
will have access to and what actions they will be able to perform
once in that section. Click “*System Operator Roles”.

F’ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name:
New

Role Description

he following screen will open, for creation of the new Operator

ﬁ\ Proxess Access Control System

OPERATOR ROLES

[ | AcTiONS | USERMAME DESCRIPTION

O # M Customer-Manager Customer's Admin at Manager Level, under Administrator Level
(] Active O # M ProxessAdministrator

] inactive

Delete Selected Advanced Search Reload

Options on this page allow editing and deleting existing Roles and
filtering down a longer list of Roles using the Filter checkboxes for
Active and Inactive Roles, on the left side of the page. Click “Add
New Operator Role” to do so.

@ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name: | Main St. Elementary

New

Role Description | ProxylQ mobile App rights

Enter a descriptive name for the Role, considering all the future
possible names that may be in your system, to avoid future
naming conflicts. You may add any descriptions that may assist
you and the team. Click on the Create button when complete.




a Proxess Access Control System - F’ Proxess Access Control System

MAIN ST. ELEMENTARY > GENERAL MAIN ST. ELEMENTARY > PRIVILEGES

Role Name:  Main 5t. Elementary . Door Module O Manage © None
General i Role Description [ ProxyiQ mobile App rights | General i ) e ® None

anileges : Privi |eg es Credential Module () Manage © None

Access Profile Module O Manage © None
Calendar Module (O Manage ® Nore
Time Schedule Module (O Manage © None
Controller Module (O Manage ® None
Mobile Programming Device Module (O Manage O None

Log Module © None

Settings (O Manage © None

i
Once the new Role has been created, click on the Privileges button For each of the listed Proxess|Q™ software modules, click the
to define their modules and rights access. radio button for the rights this Role will have once an Operator
with this Role logs in. *Manage” allows editing and “Read"” only
allows viewing within each module. Click “Save” when complete.

a Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

[J | ACTIONS | USERNAME DESCRIPTION

O # M Customer- Manager Customer's Admin at Manager Level, under Admfnistrator Level
(] active a M Main St Bementary Proxyl mobile App rights
(] mactive a M ProxessAdministrator

Role Privileges Saved

The role privileges have been saved

Search for an Opérator by
typing the first few letters of
their name. The resulting list
will automatically appear.

Advanced Search Reload

e above screen appears. Click “OK”. To review or edit any Role, click on the above icon. Other options
on this page allow deleting existing Roles and filtering down a
longer list of Roles, using the Filter checkboxes, for Active and
Inactive Roles, on the left side of the page, or searching by name.




F; Proxess Access Control System =EInaS B W -85 x p‘ Proxess Access Control System =ini%B

MAIN ST. ELEMENTARY > GENERAL MAIN ST. ELEMENTARY > PRIVILEGES

Role Name: Main St Elementary Door Module O Manage
General

Role Description | ProxylQ mobile App rights General User Module O Manage

Privi]eges Privileges Credential Module O Manage

Access Profile Module O Manage

Calendar Module O Manage

Time Schedule Module O Manage

Controller Module O Manage

Mobile Programming Device Module O Manage

Log Module

Settings O Manage

P ——

The Role you selected will appear. You may change any notes you For each of the listed ProxesslQ™ software modules, click the

wish. Click on the Privileges label to review those rights. radio button for the rights this Role will have, once an Operator
with this Role logs in. *“Manage” allows editing and “Read"” only
allows viewing within each module. Click “"Save” when complete
and “Operators” to return to the main Operator Roles screen.

@ Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

ACTIONS = USERNAME DESCRIPTION

# M Customer-Manager Customer's Admin at Manager Level, under Administrator Level
(] Active # M MainSLElementary ProxylQ mobile App rights
" mactive # M Proxessadministrator

Delete Selected Advanced Search Reload

The main Operator Roles screen appears. Click on the "Admin” tag You will be returned to your Home Screen \ Dashboard.
eturn to your Home view.




OPERATORS




[@ Proxess Access Control System

OPERATORS

ACTIONS | USERNAME & EMAIL

Administrator
| Active

] inactve

ahass adam@datausa.com
bgrissom

dihunder boomer(@dateusa.com
Jiome

mmalone

rschor

trichardson  tom@datausa.com

tschmidt

0000000000
AR S L Y
s s s

Search for an Operator by
typing the first few letters of
their name. The resulting list
will automatically appear.

Delete Selected Advanced Search Reload | Viewing 9 operators

From the Home Screen (Dashboard) click on the System Click on “Add New Operator” to perform this action. Other

Operators icon, where you will be able to add and modify options on this page allow editing and deleting existing

individual operators\programmers, including assigning them Operators and filtering down a longer list of Operators, using

to one or more Operator Groups. the Filter checkboxes, for Active and Inactive Operators, on the
left side of the page. Or, search for a specific Operator by
typing the letter you know of the name of that person.

Fa Proxess Access Control System 9 p“ Proxess Access Control System

NEW OPERATOR > REGISTER NEW OPERATOR > REGISTER

User Name: User Name: | rschorr

Register Register

Password Password

Verify Password Verify Password

First Name First Name Robert

Last Name Last Name Schorr

Emait: Emait rob.schor@proxess.com

Phone Number: Phone Number: | 210-213-6475

Motes: Notes: Solutions Architect, EAC

The main New Operator screen appears, showing the Create a case-sensitive User Name and Password, ensuring to verify
pandatory and optional fields. You may click on the the password exactly. No spaces are permitted in these fields. Enter a
erators” tag to return to the main Operators list. first and last name and a valid email, for use in later modules. The

phone number and notes are optional. Click Register when complete.




a Proxess Access Control System f% Proxess Access Control System

RSCHORR > GENERAL RSCHORR > GENERAL

User Name:  rschorr

firstName [Rob General

User Name:  rschorr

General FirstName  [Rob

Change Password sl B

Last Name ‘ Schorr

Change Password

Email ‘ rob.schorr@proxess.com Email rob.schorr@proxess.com

Phone Number: [210-213-6475

Phone Number: ‘zm 213-6475

Notes: Solutions Architect, EAQ Notes: Solutions Architect, EAQ

L
The details for the Operator which you have just registered will Click on the Roles button to assign this individual to a category of
appear. You may edit these details, including clicking on "Change rights within the software.
Password” to do so, or click “Save”.

|’.a Proxess Access Control System [.a\ Proxess Access Control System

RSCHORR > ROLES RSCHORR > ROLES

General O Add Operator To Role caneral .

Customer - Manager
] | acrions | name ‘ o
Change Password T 0 rrosmimisme Change Password

| Main st. Bementary

ProxessAdministrator

Roles Roles

Remove Selected Remove Selected

Ready | Operator: rschorr ) Ready | Operator: rschorr
existing list of Operator Roles that have been allocated to this Select an additional or initial Operator Role to apply to this
is displayed, which may be deleted. To add more Roles, Operator.

epdown arrow to reveal the full list of Operator Roles.




@ Proxess Access Control System

| Main St. Elementary * | Add Operator To Role

] | acrions | name

Change Password LT T

] m Main 5t. Elementary

ProxessAdministrator

Roles

The new Role added to this Operator now appears in the list of
previous Roles for the Operator. To return to the Home Screen
\ Dashboard, click on the Home icon on the top task bar. To
return to the list of Operators page, click on “"Operators”.

You have returned to the Dashboard \ Home Screen.

Filter by + Add New Operator

ACTIONS USERNAME | EMAIL

Administrator

[] Active
[] inactive

ahass adam@datausa.com
bgrissom

dthunder boomer@datausa.com
jtorre

mmalone

MSEPrincipal  rob.schorr@yahoo.com
rschor

trichardson  tom @datausa.com

Ooooooooooojo
AL N N T R L
[S=N= M= == 0= S ]

tschmidt

Delete Selected Advanced Search Reload | Viewing 10 operators |

This is the list of all the Operators, including the one that was
just added. To return to the Home Screen\ Dashboard, click on
either the Home icon on the top task bar, or the "Admin” tab at
the top left of the page.




MOBILE DEVICES




To add a new (and manage existing) mobile phone to be used
as an in-the-field programming device click on the “Mobile

Devices” module icon.

@ Proxess Access Control System

NEW MOBILE DEVICE > GENERAL

General

Name:

Operator:

Enabled:

) update required

Administrator
dthunder
jtorre

rschorr

ahass

trichardson

ACS Address
ACS Port:

Enter a name for the mobile phone to be added. Select the
esponsible Operator for this App from the drop-down list.

F”‘ Proxess Access Control System

MOBILE DEVICES

+ Add New Mobile Device

ACTIONS

NAME OPERATOR | LAST SYNCED

ENABLED

opDooooooo|o
A S R )
ssossasss

wee dthunder nexus 6p dthunder
+s Roberts iPad Mini rschorr
vs ProxessGalaxy)3  dthunder
ee Jon'sMoto Z jtorre
e RODMotoG4  rschorr
vs TaylorNexus tschmidt
ees WavelymMoto  tschmidt
e Jon's 6P jtorre

s DATANexusSx  dthunder

Advanced Search Reload

(<< <B<B<B<H<N<N<]

This is the list of all the registered mobile phone Apps in the
system. Click “*Add New Mobile Device" to do so. To return to
the Home Screen \ Dashboard, click on either the Home icon on
the top task bar, or the “Access” tab at the top left of the page.

Fh Proxess Access Control System

NEW MOBILE DEVICE > GENERAL

General

Name:
Operator:

Enabled:

Rob Moto G4

rschorr

Check the Enabled box and click “Save”.

(3 update required

ACS Address:
ACS Port:




P o —

ROB MOTO G4 > GENERAL

General
Mobile Device Saved

The mobile device changes have been saved

Click “OK". A unique 2-dimensional bar code will be generated and
displayed for use in the next module, "Mobile Phone App”.
Click “Save"”, though you may scroll down to view the other

communications data.

P Proxess Access Control System ’ P Proxess Access Control System = o L Alic s

ROB MOTO G4 > GENERAL MOBILE DEVICES

+ Add New Mobile Device

General
ACTIONS NAME OPERATOR LAST SYNCED ENABLED

«ee dthunder nexus 6p dthunder

Device Communication Codes

0O000o0ooooo|o
NANNNNNNN
ssaasssss
[<B<H<H<H<E<B< <]

Advanced Search Reload

No changes are encouraged or required to be made. Click The list of all the registered mobile devices in the system will
ave” to continue. appear. You may enable, view, edit or delete any device you
have access to in the list. To return to the Home Screen\

Dashboard, click “Access” or the Home icon in the top task bar.



MOBILE PHONE ADMIN APP
|Q Mobile (formerly Proxess Sync™)

INITIALIZATION

This section will show you how to add your administrative phone
app, Proxess Sync™ to the system, for the purposes of initializing
Bluetooth locks, exit trim devices and controllers.

It may also be used to program physical credentials

Have your Apple or Android phone ready.



iIPhone

Go to the App Store and
search for “Proxess”. Select
the “Proxess 1Q Mobile™"

Management App and
download it to your phone.

For lockset
communication, assure
Bluetooth is turned onin

the Settings app.

For ProxesslQ™ synchronization,
ensure WiFi and\or Mobile
Communication is turned on.

D

MOBILE

Click the Proxess icon
to open the App.

Mobile App Screenshot

PC Software Screenshot
Allow the app to use the

camera on your phone.

The app will open and ask you to confirm you will allow it to sue the camera on your phone. Confirm this
and the above scannerimage will open. Point your phone’s camera to view the QR code that appears in
the screen in the software when your new Mobile Device was added, shown in the image on the right.



ACS Settings
15 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

T
Neme
Com Code
+"[Plel#>1j[%)
Key Code
+8]_[NQ[+H?+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalci6bade...
w Advanced Settings

Test Connection

Name this as the
system you are
connecting to.

NOTE: There are a few ways to scan the QR code in the software with the mobile
phone being added:

The first is to bring the phone to the software, open the “"Mobile Devices”
module and click the edit button for the mobile device being added where the
QR code will then appear. With the scanner screen open, hold the phone over
the code and all of the connection data will automatically populate as shown in
the image below on the left. This connection data will match what is on that

software page.

If the phone is not near the software, a screenshot can be taken of the QR code
and emailed to the person with the phone to scan it (from either the email

screen or a printed copy) in the same manner as above.

The third way is to manually enter all the data into the phone whether the

phone is local or remote.

ACS Settings
o W

To connect to your ACS:

- Open the Proxess |Q client.

- Add a new Mabile Device.

- Press "Scan QR Code" below and scan the
code on your screen,

Name
ISC West
Com Code
+AL[Plet#>1j[%)
Key Code
+A_[NQ[+H+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalc16bade...

w Advanced Settings

3:25 wl T 4

ACS Settings
155 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mabile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+ L[Plet#>1j[%)
Key Code
+A]_[IQHH?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalclGbade...
w Advanced Settings

Test Connection

N
——er—

At the bottom of the screen, you may click “Test
Connection” to verify the setup was successful.

3:26 al = B

ACS Settings
15 West

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
«code on your screen.

Name
ISC West
Com Code
+°_[Plel#=>!j[%)
Key Code
+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalciBbade...
w Advanced Settings

Test Connection

&
-

Click Done to return to

the Proxess Sync™ Home

screen for this system.

NOTE: In order to assure the Test works, it is necessary to verify that the phone has
connectivity to the Proxess|Q™ software, wherever it is located, via either the
customer’s WiFi or the mobile phone network. These are matters for resolution between

the customer and the integrator and are not the responsibility of Proxess.



3:25 wl T

ACS Settings
5 weat

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+7L[Plet#>1j[%)
Key Code
+_[JQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b9le-aalcl6bade...
w Advanced Settings

Test Connection

¢

When you click Done, you will be brought to the Doors screen
for that system. By checking the radio buttons on the left, you
will cull the list to see only doors in a certain location, or doors

352

Total doors: 40
Filter
Unbound

Has updates

Locations

Detault Location

Clear Filter

Doors

56 Vant
Art Room Door
Classroem Door 102
Classroem Door 104
Classroem Door 105,
Classroem Door 106
Classroom Door 107
Classroom Door 108
Classraom Door 109
Classroem Door 110
Classroom Door 111
Classroom Door 112
Classroom Door 113
Classroom Door 114
Classroom Door 115
Classroom Door 116
Classroem Door 201
Classroem Door 203
Classroom Door 208
Classroem Door 207
Classroem Door 208

Classroem Door 209

that have not be bound or connected to this system.

3:563 ol 7

= ACS Settings

sc wust
ISC West
it Configuration

an the

Card Encoder

Personal Settings I

ACS Settings

Firmware

e...

352

Total doars: 40

Filter

Unbound

Has updates

Locations

Default Lacation

Clear Filter

Doors
G Wt

Art Room Door
Classraom Doar 102
Classroom Doar 104
Classroom Doar 105
Classroom Doar 106
Classraom Doar 107
Classraom Doar 108
Classroom Doar 102
Classroom Door 110
Classroom Door 111

Classroom Door 112
Classroom Door 113
Classroom Door 114
Classroom Door 115
Classroom Door 116
Classroom Ooor 201
Classroom Doar 203
Classraom Doar 206
Classroom Doar 207
Classroom Doar 208

Classraom Doar 209

k on Doors to bring you to the Doors screen.

3:26 W

I E) ACS Settings
156 west

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+~_[Plet#>1j[%)
Key Code
+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalc16bade...
w Advanced Settings

Test Connection

. R
$

353 ol =

= ACS Settings
e st
ISC West
Select/Edit Configuration
Doors. an the

Card Encoder

Persanal Settings I

ACS Settings

Firmware

You may also click on the Menu/Hamburger
button, which will take you to the overall Menu

for Proxess Sync.

363 vl
= ACS Settings
15C wast
ISC West
Select/Edit Configuration

Doors. an the

Card Encoder

Persanal Settings I

ACS Setfings

Firmware

Personal Settings
5 West
Color Scheme

Override device color scheme @&

Minimum Bluetooth Strength

3

Minimum Bluetooth
signal strength from
your phone to a lock
foritto show upin
Proxess Sync to be
viewable to be sync'd.

Click on Personal Settings to bring you to the that screen.



3:52 Wil =

= Doors Q Nearby Doors

Assumption RCs

Total doors: 40 Art Reom Doer ¥
Filter Classroom Door 102 ¥0
Unbound Classraom Door 104 Fo
(RS2 Classraom Door 105 $o
Locations Classroom Door 106 ¥
Default Location Classraom Doar 107 +
Clear Filter Classroom Door 108 $0
Classroom Door 109 %0
Classraom Door 110 20
Classroom Door 111 %0
Classraom Door 112 %0
Classraom Door 113 ¥
Classraom Door 114 ¥
Classraom Door 115 ¥
Classroom Door 116 ¥

Classroom Door 201 L

Classroom Door 203 b1
Classraom Doar 206 +
Classraom Doar 207 +
Classroom Doar 208 +
Classraom Doar 209 +

As an alternative to clicking on the Door name to initialize/ sync
it, Click on the Bluetooth icon and all the nearby doors will
appear. The % indicates the Bluetooth signal strength of each
lock. Place your phone near the front-facing plastic of the lock

10:48 il LTE 10:49 i LTE 4
< Doors Assumption Classroom 1 £ Doors Assumption Classroom 1
Address: CF.CB:85F9/1076 Address: CF:CB:85:F8:1076
Location: Assumption Schaal Location: Assumption Schoel
Has updates: false Has updates: false
Lock bundle version: 7 Lock bundle version: 7
Battery level: 9% Battery level: 98%

Reader firmware ver: 308 Reader firmware versi 308
Lock firmware version: 3.1.2 Lock firmware version: 3.1.2

4% Bluetooth

Bluetooth

Communicating...))

Get lock info More
Cancel

Click Sync to initialize or update a lock.

...OR....

10:48 ol LTE B3
= Doors Q Nearby Doors
ob's Lapten
Filter City Hall Cylindric 20
Unbound
David's STC w0
Has updates
Director's Office S
Locations Dog Wash 20
Default Location
- HI7 Tech Office S
Assumption
School
Inf; ]
Lumberyard nfant feom b
Apartments
KBVT &9
City Hall
Crem Laurens Remate Bullding &
LCANR 8 Lumberyard Main Entry w9
ICL Borden Medical Cabinet Switch S
Spectrum Mr. F's Door &
Son FranHQ New Office Door S
GLNEEES Research Lab 4 53
HS
Schreiver 124 5
Clear Filter SC FL1 North Corridor S
Seam CX 1 S
Steve's PH Corner Office 29
o Vaught Bldg 1 Perim 1 S
Vbt e 1 Derim 3 o

So, from either screen view you wish, select a Door
to connect with, ensuring you select the one with
the greatest signal strength. For a first-time lock
initialization, be sure to select an “Unbound” lock.

10:49 Wi LTE #$3) 10:49 | 5G
{ Doors  Assumption Classroom 1 < Doors )} Assumption Classroom 1
Address: CF:C8:85:F9:10:76 Address: CFCBB5FY10:76
Location: Assumption School Location: Assumption School
Has updates: false Has updates: false
Lock bundle version: 7 Lock bundle versien: 7
Battery level: 98% Battery level: 98%
Reader firmware version: 309 Reader firmware version: 3.0.9
Lock firmware version: 3.1.2 Lock firmware version: 3.1.2
Bluetooth Bluetooth 78%
Sync Get lock info More
Sync Get lock info More

Success will be displayed and you can return to the Doors screen.



For lockset
3@ 1S communication, assure
Bluetoothis turned on. Google

Android

For ProxesslQ™ synchronization,
ensure WiFi and\or Mobile
Communication is turned on.

N

MOBILE

Go to the Google Play Store
and search for “Proxess”.
Select the “"Proxess 1Q
Mobile™"” Management App
and download it to your

phone.

Click the Proxess icon

to open the App.
HOOmoa 3 0 @ 20:53 L ] 3 ¥ 5 @ 2053 QWIEOLEM P 3T v 0 N 2320
Proxess Sync g Proxess Sync ({_ACS Settings Connect to ACS
STATUS SYNC DOORS STATUS Lock Sync Settings
Directions
Fiffoware In the a Mabile Programming Device to a
Operator. Add the com code and key code
Status Status "
Export Lot =\
Last synced: Tuesday, May 9,2017 11:19 PM Last synced: Tuesda; 3 . (SCAN QR CODE )
There are 16 doors to update. There are 16 doors to update. Com code

Key code

Proxy installation Id

Proxy naming convention

Is dynamic .

The screen on the left will appear the first time the App is opened. Future openings of the App will display the last screen
viewed from the last time the App was closed. Click the icon circled. Then click "ACS Settings” from the menu. The
screen on the right appears. To initiate the App, click on “*Scan QR Code”. To continue, you must now open the
ProxesslQ software and go to the “Mobile Devices” module and click on the Edit icon for the device you will now add.



Mobile App Screenshot Mobile App Screenshot
Connect to ACS
Directions

In the ACS, add a Mobile Programming Device to a
System Operator. Add the com code and key code

below.
SCAN QR CODE

PC Software Screenshot

Com code 7]
S
o
E]
=
a
£
Key code o
]
a
®

Proxy installation Id

Proxy naming convention

Is dynamic .
The screen on the left opens. Click the "SCAN QR CODE” button and the scanner screen in the center

opens. This is a scanner, which uses your phone’s camera to view the QR code that has appeared in the
screen in the software where your new Mobile Device was added, shown in the image on the right.




NOTE: There are a few ways to scan the QR code in the software with the mobile

phone being added:

* Thefirstis to bring the phone to the software, open the "Mobile Devices”
module and click the edit button for the mobile device being added where the
QR code will then appear. With the scanner screen open, hold the phone over
the code and all of the connection data will automatically populate as shown in
the image below on the left. This connection data will match what is on that

software page.

* Ifthe phone is not near the software, a screenshot can be taken of the QR code
and emailed to the person with the phone to scan it (from either the email
screen or a printed copy) in the same manner as above.

* The third way is to manually enter all the data into the phone whether the

phone is local or remote.

OOt AE 3% 0 B 132
Connect to ACS

SCAN QR CUDE

Com code

2#=-Ms>;)_y

Key code

srrrrsrsssaranns

Proxy installation Id

99999876-1111-4e65-
a065-00fd65531f18

Proxy naming convention

https://p{0}proxessproxy.azurewebsites
.net/

Is dynamic o
Preferred proxies

1,2

GEST CONNECTION ‘)

HOOMe t @ (v o 01133
Connect to ACS

SCAN QR CUDE

Com code

2#=-Ms>;)_y

Key code

srrrrersssEras e

Proxy installation Id

99999876-1111-4e65-
a065-00fd65531f18

Proxy naming convention

https://p{0}proxessproxy.azurewebsites
.net/

Is dynamic o
Preferred proxies

[  onTestConnectionComplete: success

TEST CONNECTION

& o O

At the bottom of the phone screen, you may click “Test Connection” to verify the

setup was successful.

Click the Back button on the phone to return to the Proxess Sync™ Home screen.

NOTE: In order to assure the Test works, it is necessary to verify that the phone has
connectivity to the ProxessIQ™ software, wherever it is located, via either the

customer’s WiFi or the mobile phone network. These are matters for resolution between

the customer and the integrator and are not the responsibility of Proxess.



P
|IQ MOBILE phone app:

UPDATING a LOCKSET

* Audit retrieval

* Time Schedule changes
* Functional changes

* Remote support




ProxesslQ Mobile

& ProxesslQ Mobile is an application suite for remote observation and control
10 and consist of the following modules.

MOBILE

Synchronization module, with the following subsystems, with its access rights
9 d in the Mobile Devices menu:

Doors Doors: For Initializing, Synchronizing, Updating, Audit retrieval

Card Encoder: For encoding or wiping cards that have been entered into the
software

3

Settings

Users module :
Doors module :
Logs module :

YT R p———

that the programming is done only from the ProxesslQ™ s

simply presented to the locksets and the operator will sim =] .
button for the programming changes to be synchronized wWi==s

To use the Proxess Sync™ App to update locksets and gat
to send to the Proxess|Q™ software, open the App and cli
top menu. If Bluetooth on your phone is off, click “Enable” t&"toti1c 0
phone will not be able to communicate with the locksets and no updating or
downloading will take place.

ain 5 =)
. . Daor Groups Credentials
Rights that allow a user to perform the functions of each -
established in this manner: ~ i
NOTE: Bear in mind that Proxess Sync™ is a passive and USSSSIIEEE i ) n =

Access Profiles

O

Mobile
Credentials



ProxesslQ Mobile

If the access control
software has changes
to be synchronized,
that note will appear
here.

Fic

Click the Proxess icon
to open the App.

To use the Proxess Sync™ App to update locksets and gather their audit trail data
to send to the ProxesslQ™ software, open the App and click on “Status” in the
top menu. If Bluetooth on your phone is off, click “Enable” to turn it on or the

phone will not be able to communicate with the locksets and no updating or
downloading will take place.

NOTE: Before you will be able to proceed, it is also necessary to verify the phone
has connectivity to the Proxess|Q™ software wherever it is located, via either the
customer’s WiFi or the mobile phone network. These are matters for resolution

between the customer and the integrator and are not the responsibility of
Proxess.



10:28 v 5G #

Doors Q

Caventry Village

N

MOBILE

Location

-

Thaddeus Stevens > %0
Rob’s Laptop > B
ICL Borden Avenue >

Assumption RCS > b
ROE 45 > $o
Southgate Condos >
Coventry Village >

RedX > 2

10:26 il ¥ B
= Doors
S 8225 Lawndale q
221 ) [ Unbound Update Pending /. Location

10:23 wil s
— Dashboard
‘8225 Lawndale
Doors Card Settings
Encoder
10:26 11 56 #3
Doors
. 8225 Lawngale q
320 ) Unbound Update Pending A Location
)
101 A
102 A 30
103 A X
104 ™
1108 A 30
106 A 30
no7
1108 A ¥
1109 6 %0
0 )
1201 )
Location
a ©)
Default Location g

Show Results (125)

10:24 wl =
00!
9225 Launcslo
Unbound | | Update Pending 4
4101 Model
4102
4103
4104
4105
4106 Model 2 A
4107
a108
4201
4202
4203
4204
4208
4206
4207
4208
4301
4303
4304
10:24
. 8225 Lawndale
220 ) ( Unbound | | Update Pending A
4101 Model
4102
4103
4104
4105
4106 Model 2
4107
a108
4201
4202
4203
4204
4208
4206
4207
4208
4301
4303
4304

Location

= ®

Q

Location

10:24 Wl T
8225 Lawndale q
Unbound Update Pending A Location
4101 Model %
4102 L
4103 %
4104 3
4105 L
4106 Model 2 A X
4107 L
Filters Reset
Unbound
Update Pending
Location
Al ®

Default Location

Show Results (125)

=0 Unbound

122 Exterior
122 Interior

123 Office

124 Office

125 Office

126 Office

128 Exterior

128 Interlor

129 Exterior

129 Interior

130 Exterior

130 Interior

131 Exterior

131 Interior

Attic Stairwell

Gym Exterior By 106
Heating Exterior
Heating Interior

Sprinkler Room

Doors

Caventry Village:

Update Pending A

5G 4

Q

Location

10:25

=21 Unbound

3304

3305

3306

3307

3308

Dog Wash

Frio St Gate 2

Gate 10

Gate 11

Gate 12

Gate 2

Gate 3

Gate 9

Leasing

Mail Room

Main Front Door

Pool Gate Office

Pool leasing 1

8225 Lawndale

Update Pending A

v 5G
Q

Location




NOTE: Bear in mind that Proxess Sync™ is a passive and un-hackable App in
that the programming is done only from the ProxessIQ™ software. The App is
simply presented to the locksets and the operator will simply need to click a
button for the programming changes to be synchronized with the locksets.

CQEBEMB>m P Ov.96%E848 AM QEEE® e & Ow.06%0848AM

Proxess Sync

aEBEMBM e P L 0.196%0848 AM

Proxess Sync

STATUS SYNC DOORS CREDENTIALS STATUS SYNC DOORS CREDENTIALS

—

=\
Bluetooth is off ENABLE
S ]

Status

If the access control Status Bluetooth permission request Last synced: Friday, Feb 12, 2021 8:23 AM
software has changes

to be synchronizedl Last synced: Friday, Feb 12, 2021 8:23 AM
that note will appear There are 2 doors to update.
here.

There are 2 doors to update.

Application wants to turn on

Bluetooth. Allow? There are 5 unbound doors.

There are 5 unbound doors. CANCEL (( ALLOW

To use the Proxess Sync™ App to update locksets and gather their audit trail data
to send to the ProxesslQ™ software, open the App and click on “Status” in the
top menu. If Bluetooth on your phone is off, click “Enable” to turn it on or the
phone will not be able to communicate with the locksets and no updating or
downloading will take place.

NOTE: Before you will be able to proceed, it is also necessary to verify the phone
has connectivity to the Proxess|Q™ software wherever it is located, via either the
customer’s WiFi or the mobile phone network. These are matters for resolution

between the customer and the integrator and are not the responsibility of
Proxess.



Sync with the Access Control System

aEEMEBEMm 2 PP 10.19%%0848AM QMO HMEBe P WS w.077%010:10 AM aMBpromeBQ @ .071% 08:18 AM @M O HEw M ® i w.077%010:10 AM @MOMBompPR I ®52%&E7:30AM

Proxess Sync H Proxess Sync Proxess Sync H Proxess Sync
= e ) )
STATUSC_ SYNC_))DOORS  CREDENTIALS STATUS  SYNC  DOORS  CREDENTIALS :@I SYNC  DOORS  CREDENTIALS STATUS ~ SYNC DOORS  CREDENTIALS
Status CLEAR SYNC HISTORY CLEAR SYNC HISTORY Status
< SYNC WITH ACS (PROXY) > SYNC WITH ACS (PROXY) Last synced: Thursday, Feb 11, 2021 3:21 PM

Last synced: Friday, Feb 12, 2021 8:23 AM There is one door to update.

AUTO SYNC DOORS AUTO SYNC DOORS

There are 2 doors to update. Synchronizing There are 6 unbound doors.
Connecting

There are 5 unbound doors.

Synchronize Complete

To perform any desired updates on the locksets, updates first need to be delivered to this phone. At this point, the
phone does not need to be near any lockset. Click “*Sync” from the top menu. The second screen above appears. Click
“Sync with ACS” and the status bar will update you with progress and a note when the synchronization is complete.




Must Initialize a Lockset Prior to First Synchronization

@i ®MEBEom PR fW52%E730AM amMe M P M @ w.52% 8729 AM aeMBEMmMe 2B L 0®.079%0831AM QMEBompPrReB O % .| 78% 0 8:30 AM

Proxess Sync : Proxess Sync i <  Engineering Manager

STATUS SYNC ‘ CREDENTIALS STATUS SYNC DOORS CREDENTIALS
Name Engineering Manager

Filter Address 00:A0:50:08:1C:0B
D Lock Mode Office Mode

Has updates True

Status

Last synced: Thursday, Feb 11, 2021 3:21 PM D Has updates

Bundle versions update:1
Locations D

Default
| Location

There are 6 unbound doors. D ‘Washington,
pC —— —

["] Long Island
[[] Lake Haptong
Lock Mode

Construction
o Mode

Storeroom
0 Mode

[[] office Mode
[] privacy Mode

°FILTER

To initialize a lockset click on “"Doors” from the top menu. To see the door you are looking for, check the box for the
location your lockset resides in. That list of doors will appear. Click on the lockset name to be initialized and the menu for
that door will appear. Click on “*Connect” and then “Sync” on the following screen. Stand close to the lock so that the lock
with the highest signal strength % is in front of you. Click on that Available lockset.

There is one door to update.

@MBMmMe PR B 0w, 78%0830AM

aMEOm= p B O v .i78%

axBme ARB 0®.79%0831AM

& Select Device < Engineering Manager

C Finding available devices

Name Engineering Manager
Address D2:43:AE:1B:F9:8D
% Lok e s Lock Mode Privacy Mode
Has updates True
- Bundle versions update:1 lock:2
. TN Battery level
(€ Avallsble (00:A0:5008:1C:08) 52% D) LU,
—_— Reader firmware version 3.0.1
Lock firmware version 3.0.2
Connecting to lock

CONNECT

DONE

The status bar will appear and then the Synchronization Complete bar will appear. The configuration is complete and you
may return to other screens in the App or connect to it again to update the firmware.



Automatically Sync with all (desired) Locksets

@MAeMBo A MLV (7701010 AM QPO EOCMH 20w 0 0 2319 aMAOMBE P PP M L 9.77%010:06 AM amedEBEMm PP o | .077%810:06 AM @M MEe P MWL V.I77%01000AM

Proxess Sync i Auto Sync < Auto Sync < AutoSync O Proxess Sync i
. 2 " N : % : - . - - STATUS DOORS CREDENTIALS
SIS L CRCCURS RIS ( Finding available devices A Connecting to Lakeside, Finding available devices SYNC
South
CLEAR SYNC HISTORY CLEAR SYNC HISTORY
Synced doors Synced doors

Synced doors

SYNC WITH ACS (PROXY) SYNC WITH ACS (PROXY)

e —————— Lakeside, South Updated: G2110/21 10:06AM
(C__autosyncpoors ) AUTO SYNC DOORS
S ———

O s °
Once the ACS syncis complete and you are ready to update the locksets, click "Auto Sync Doors” and proceed to the

first door to be updated. The 2"d (second) image will be shown as the App begins looking for locksets. The App will
automatically begin the handshake, verification and update process when the 374 image appears, usually within about

20 feet of a lock. However, it is highly recommended to remain close to a lock for it to sync quickly and completely,

which is not just more reliable, but will also help to reduce the battery usage on the lock. The App will show when the
update has completed. You may proceed to the next lockset(s) to be updated without the need to click on further

buttons.

When complete, click the back arrow at the top of the screen to return to the main menu.

NOTE: During the update process, audits will be collected from the locksets and as long as there is connectivity to the
ProxesslQ™ software, those audits will be uploaded to the software and will be immediately available in the system
Event Log. Otherwise, you will need to tap “Sync with ACS” again to push the audits to the software.



Manually Sync with a Specific Lockset (1 of 2)
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Proxess Sync H Proxess Sync H Proxess Sync i < Main Office, 3rd Floor

= J Name Main Office, 3rd Floor
s Filter Filter Q‘ —)\ Address
® [] unbound [] unbound — — Lock Mode Office Mode

Has updates True
Last synced: Thursday, Feb 11, 2021 3:21 PM [[] Has updates [[] Has updates
Bundle versions update:1

-
STATUS SYNC ,‘ CREDENTIALS STATUS SYNC DOORS  CREDENTIALS STATUS SYNC DOORS  CREDENTIALS
v/

Locations Locations
There is one door to update. Default O Default
D Location Location
There are 6 unbound doors. D Washington, D Washington, CONNECT
ne DC
[] Long Island Long Island
|| Lake Haptong D Lake Haptong
Lock Mode Lock Mode
Construction Construction
O Mode o Mode
Storeroom Storeroom
O e O Mode
[] office Mode [[] office Mode
] Privacy Mode [] Privacy Mode

°FILTER °FILTER

To manually perform any desired update on one specific lockset at a time, follow the instructions to “Sync with ACS”
from the beginning of this section.
From the Home screen of the App, click on “*Doors” from the top menu. To see the door you are looking for, check the

box for the location your lockset resides in. That list of doors will appear. Click on the lockset name to be updated and
the menu for that door will appear.



Manually Sync with a Specific Lockset (2 of 2)
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<  Lakeside, South

Name Lakeside, South
Address D2:43:AE:1B:F9:8D
Lock Mode Privacy Mode
Has updates True
Bundle versions update:1 lock:2 .
Be sure to reset the lock when connecting fo
Battery level the first time

Reader firmware version 3.0.1

Cgpeact via Bluetooth
Lock firmware version 3.0.2 ~ :\\
[o) & e
_ N\ o )/ Reset Fimmare \\\__’,

Connecting to lock Synchronizing

The door has been synchronized

DONE DONE

Proceed to the selected door and click "Connect” and the “Sync”. The App will automatically begin the handshake,
verification and update process. This can be accomplished, usually within about 20 feet of a lock. However, it is highly
recommended to remain close to a lock for it to sync quickly and completely, which is not just more reliable, but will help
to reduce the battery usage on the lock. The status will display as above. Click *“Done”.

NOTE: During the update process, audits will be collected from the locksets and as long as there is connectivity to the
ProxesslQ™ software, those audits will be uploaded to the software and will be immediately available in the system Audit
Log. Otherwise, you will need to tap “Sync with ACS” again to push the audits to the software.



MOBILE PHONE APP

FIRMWARE UPDATES & SYNCHING

with LOTS of DOORS AROUND
For both Apple & Android phones




iIPhone

n:21

Firmware
Fob's Lo

Rob's Laptop
Selec/Edit Configuration
Deors

Card Encader

Personal Settings

tings.

n22

Has updates: false

Lock bundle version: 7
Battery level: 98%
Reader firmware version: 3.0.9
Lock firmware version: 3.2

Bluetooth

| LTE

Lock Readar Moduis - 310 W

< Doors  Assumption Classroom 1

Address: CF:C8:85:F9:10:76
Location: Assumption School

~

n:21

= Firmware

Show latest stable versions

show legacy versions

Show local

1n:23

< Doors  Assumption Classroom 1

Address:
Location:

Has updates:

Lock bundle version:
Battery level:

Reader firmwiare version:
Lock firmwrare version:

Bluetooth

*  Lock (3.0) Reader Madue - 31,0
Lock (3.0) Intesior - 3.1.4

® Minitg Frmware - 3.1.2

t configured (or has been reset), but

10:48 wil LTE

= Doors

Total doors: 24 Assumption Classroom 1 D)%

Filter

I

ity Hall Cylindrical 0

Unbaund

z

David's STC
Has updates

Director's Office 2
Locations Dog Wash 8

Default Location

I Teeh Office &
Assumption
School

nfant Room
Lumberyard \
Apartments

KBVT =
City Hall
— Laurens Remote Building 2
CONRS Lumberyard Main Entry %
1CL Borden Medical Cabinet Switch 3
Spectum Mr.F's Door =
San Fran HQ New Office Door ¥
i Research Lab 4 @
Hs

Schreiver 124 &
Clear Filter SC FL1 North Corridor ]

Seam GX 1 =

Steve's PH Comner Office 50

° Vaught Bidg 1 Perim 1 ®

Vauaht Ride 1 Parim 7

m27 wl 5G
< Doors  Assumption Classroom 1

Address: CF:C8:85:F9:10:76
Location: Assumption School
Has updates: false
Lock bundle version: 7
Battery level: 98%
Reader firmware version: 3.0.9
Lock firmware version: 3.1.2

Warnings

This lock is not yet configured (or has been reset), but
we need 10 reset the bundles on the ACS to
reconfigure the lock

Reset and rebuild bundle:

(N@m',h\\ Communicating

Cancel

Firmware Updates for Locks, Readers & Controllers

n:22

< Doors Assumption Classroom 1

Address: CF:C8:88:F9:10:76
Location: Assumption School

Has updates: false

Lock bundle version:
Battery level: 98%

Reader firmware version: 308
Lock firmware version: 3.1.2

~

Bluetooth

Sync Get lock info

In Proxess Syng, click on the Menu button and then “Firmware” and then “*Download from web”. For a lock, download both the “Lock
Interior” and “Lock Reader Module” files. They will show as loaded onto the phone. Click on the Menu button and click on the door/lock you
want to update. Click *More” and then “Firmware”. Select the first of the two firmware files and watch the update progress and then repeat
the firmware update for the second file.

Finally, click “"Reset and rebuild bundles” and watch the reset progress. The lock will be Reset and is upgraded. Go back to the Doors screen.

11:28

e

Address: CF:C8:86:F9:10:76
Location: Assumption School

Has updates: false
7

Reader firmware version: 3,
Lock firmuare version: 3.1.4

Bluetooth




@ et
=

Filter City Hall Cyinarical
Unbound
David's STC
Has updates
Director's Office
Locations

Dog Wash
Default Location
HIT7 Tech Office

Assumption
Senol infant Room
Lumberyard
il

kBT
City Hal
- Laurens Remole Bulding
UCANRS Lumberyard Main Entry
1cL Borden Medical Cabinet Switch
Spectrum M. s Door
SanFranHo New Office Door
i Research Lao 4
HS

Schreiver 124
Clear Filter SC FL1 Narth Corridor

Seam CX 1

Steve's PH Carner Office

° Vaught Bldg 1 Perim 1

Vauaht Ride 1 Parim 7

10:48 il LTE 43
Q

Total doors: 24 Assumption Classroom 1 %100%

7|85 2|2|2 |85 8|88 8|8 |8|8 |88 8|88 &

Synching When there are LOTS of Doors Around

n:21 o LTE 10:35 o
= Firmware = Personal Settings
= Fob's ek = F5C Glonwen
Rab's Laptop Color Scheme
SelectiEdit Configuration Override device color schama ®
Doors

Card Encader
Fersonsl Settings Minimum Bluetooth Strength
ACS Settings n; n ’::\
~= —

Firmware

From the Home screen of the App, click on the icon highlighted in the image on the
left; also known as the Menu or Hamburger button. The menu in the second image will
appear. Click “PersonalSettings”. The image on the right will open. The two features
shown allow you to select the audit retrieval details for each phone. The first radio
button allows the phone to automatically pull the audits off the locksets when they are
synchronized. The second radio button authorizes the phone to delete the audit logs
off of the locksets once they are uploaded into the App.



Android

Sync Settings

aMeHBrmph (wi2xE70MBAEBem 8B O 9.080%E10:07 AM DO« tAHAE 3o 0 0 o725

7\
Proxess Sync \\ :) Proxess Sync ACS Settings Lock Sync Settings
o/ o N
STATUS  SYNC  DOORS  CREDENTIALS STATUS  SYNC @ Lock Sync Settings
N 9=z Pull audits during lock sync .
Delete audits after pull
Firmware & ®
Status Status
Last synced: Thursday, Feb 11, 2021 3:21 PM Last synced: Friday, F ST
There is one door to update. There are 2 doorsto 1 App Info
There are 6 unbound doors. There are 5 unbound doors.

From the Home screen of the App, click on the icon highlighted in the image on the
left. The menu in the middle image will appear. Click “Lock Sync Settings”. The image
on the right will open. The two features shown allow you to select the audit retrieval
details for each phone. The first radio button allows the phone to automatically pull the
audits off the locksets when they are synchronized. The second radio button authorizes
the phone to delete the audit logs off of the locksets once they are uploaded into the

App.



Lockset Firmware Uploading (Preparation)

HOOMm o a % % 0 @ 2053 HOQOm @ 3 % 0 0 2053 LA AR B ERECREl# R ] P P W 1O .086% 010:23 AM
D |
Proxess Sync { f ) Proxess Sync  ACSSettings < Firmware
N\
STATUS SYNC DOORS STATUS LockiSync:3ettings Load Firmware
,/:;f—i;,—j ] @ D) — Download Firmware
_Firmware ) = A
Status Status ) - Show latest stable versions .
Lock Firmware-1.4.3
Export Log
Last synced: Tuesday, May 9, 2017 11:19 PM Last synced: Tuesday

Latest Stable

Lock Firmware - 2.0.137
There are 16 doors to update There are 16 doors to update

Lock Firmware - 2.0.140 Delete firmware?

Are you sure that you want to delete
Lock Reader Module - 2.0.137

this firmware?

There are two (2) sets of firmware on each lockset, one for controller operations and one for the reader PC board.

Note: For the Cylindrical locksets, only download the Lock Firmware file. For the Mortise locksets, only download the
Mortise Firmware file. The reader module firmware is the same for both Cylindrical and Mortise locksets.

To retrieve the latest versions, click the 3-dot icon highlighted above and then select “Firmware”. If the file(s) you need have
already been downloaded to the phone (as they will be shown in the above list), then you may just click on it to begin the
download process to the lockset (only one file at a time may be downloaded). Once you are done with the firmware, or if there
is an obsolete firmware shown in the list, you may press and hold that item and tap “Yes” when asked to delete that firmware
version.



Lockset Firmware Downloading —
From Web & Device

aEBEEE om0 .94% 0958 AM
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&« Firmware <  Firmware = Downloads mE =

Load Firmware Load Firmware

) o
\\; - — o -
Show latest stable versions Lock Firmware - 1.4.3 i i

Latest Stable Beta

Lock Firmware - 3.0.1

Lock Firmware - 3.0.2 Lock Firmware - 2.0.137

ock Firmware - 2 0.14 Lock_Firmw... Lock_Firmw...
Lock Reader Module - 1.2.3 Lock Firmware - 2.0.140 B Jan13 B Dec 24, 2020

Lock Firmware - 1.4.3 Loading

Lock Reader Module - 2.0.137
CANCEL

On the Settings-Firmware page, you may load firmware onto (the proper folder in) On the Settings-Firmware page, to load firmware onto
your device from either the Proxess website, or your device. To load firmware from the proper folder in your device from a general file

the Proxess website, just tap “From Web” and the available firmware (that is Not folder on your device (You may have received the
already on your device) will be listed. If allowed, you will be able to tap and select a firmware as an email attachment, for instance), tap
Beta version. Tap (one at a time) each of the firmware files you need and they will “From File”. Tap (one at a time) each of the firmware
automatically download onto your phone and will then appear in the list. files you need and they will automatically download

onto your phone and will then appear in the list.



Lockset Firmware Downloading (Execution)
@M@ MBE M PR W 52%E730AM @E@EMe @B O®.(79%08:31 AM aMBoMmprRE 0w

Proxess Sync : Proxess Sync E < Engineering Manager
STATUS  SYNC ‘ CREDENTIALS STATUS  SYNC  DOORS  CREDENTIALS
= Name Engineering Manager
Filter Address 00:A0:50:08:1C:0B
Status D Jnbound Lock Mode Office Mode
Last synced: Thursday, Feb 11,2021 3:21 PM [[] Has updates o Has updates True
Bundle versions update:1
Locations

There is one door to update. D Dafaul( o - o 3 to reset the lock when connecting fo

There are & unbound doors. W )
O Dcmmn Connect via Bluetooth
[ Long Island o aQ @
sy

[[] Lake Haptong

Lock Mode ®

Construction (o
o Mode

Storeroom
0 Mode

[[] office Mode
[] privacy Mode

‘ °FILTER

@MOMEB P Mo ® &9 78%09:56AM

Reset

CEBEHNED P P03 01019 AM

MEPem P IO/ AMBeBEBEMR AR & 210

eEBEFEE e M®™ P 10w 94% 0058 AM

€«  Firmware < Lakeside, South

Load Firmware
Name Lakeside, South

Address D2:43:AE:1B:F9:8D
Lock Mode Privacy Mode

From Web From File

Has updates True

Bundle versions update:1 lock:2
Lock Firmware - 3.0.2 Battery level
Reader firmware version 3.0.1

Lock Reader Module - 1.2.3 Lock firmware version 3.0.2

il

Connecting to lock

CONNECT

Pushing firmware Firmware pushed to lock

DONE DONE

To perform the lockset firmware update, select "Doors” from the top menu. Select the location in which the lockset is located
and then select the door from the resulting list. Click *Connect” and then tap “Firmware"”. Select the firmware from the list you
wish to update onto the lockset. The lockset will connect and begin pushing the firmware. When completed, the updated
firmware versions and battery life will display. The lock will reset, returning it to Construction Mode and then must be re-
synch’d using this app to work with the credentials programmed into this system.



Proxess Sync App Message Log
Export

HOOMmo @ 3 % 0 @ 2053 @ t BB 3© v o mo822
77\
Proxess Sync :O Proxess Sync ACS Settings
\\ /
STATUS SYNC DOORS STATUS Lock Sync Settings
Fiter Firmware
Status [ unbound J—
'(Export Log )
Last synced: Tuesday, May 9, 2017 11:19 PM [ Updatable N— —~
Locations
Th 16d to updat Demo
ere are joors 1o update. D uoﬂ
D DATAs
Office
(] Richmond
D Superior,
co

CLEAR
FILTER

For advanced diagnostics, usually upon request from the Proxess Technical Support team,
the Proxess Sync™ App maintains a support message log, which can be exported and
emailed to Tech Support.

From the Home Screen of the App, click on the icon above and then click on “Export Log”
from the resulting menu. Email the file that is downloaded into the phone’s file directory.



TIME SCHEDULES




oY — P Prosess Access Caniral System

TIME SCHEDULES

ACTIONS. TIME SCHEDULE FROM

g
g
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SUN | HOLIDAY | NOTES

Credentials

[
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Hewer

W DT Test Schetule 1 1245 (1245 PM) 1745 {0545 Pbl) 5

1

W [ OAA Test Schedule 2 1330 (130 PM) 1345 [01:45 Pba)

0330 DI30 AM) 045 (0345 AM)
System Operator 2
Roles Mobile Devices Settings Credentials elivenes 1600 (D400 M) 19:00 {07.00 PM)

400 D400 AM) 0700 [07:00 AM)
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Notifications

A

From the Home screen\ Dashboard, click “Time Click “Create New Time Schedule”. You may use the Search box in
Schedules”. the top right to find specific Time Schedule names if the list is
longer than what is seen in the current view. You may edit or

delete any existing schedule by clicking on its icon on the left side.
PP Prosess Access Control Systern ] I | P Fovess Access Control Systern
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Type in a name for the new Time Schedule and click “Create”. The new Time Schedule will appear at the bottom of the list. To
select the overall time for it click the dropdown buttons for both
the “"From"” and “To" columns. Select the days of the week in
which this will be in effect and whether it will apply during
Holidays. Optionally, add a note to describe the use of this
schedule. Click the “Save” icon on the left side of the screen.
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Add the second Time Interval and adjust the overall interval you
previously entered. This could be used for a lunch period, for
instance. In this case, the cards would grant access in the working
areas during these intervals, but would deny access during the
gaps between the intervals. Click the Save icon on the left, the
alete Interval icon on the right, or the Add Time Interval button.
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This is the screen you will see if you clicked Save. To return to the
Home Screen\ Dashboard, click either “Access” or the Home icon

in the top taskbar.




DOOR GROUPS

Before proceeding to create Door Groups, please review our
online tutorial, which will greatly simplify your data entry and
ongoing maintenance:

www.proxess.com/Proxess/media/Proxess/Documents/Pr
oxesslQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf


http://www.proxess.com/Proxess/media/Proxess/Documents/ProxessIQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf
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From the Home screen \ Dashboard, click *“Door Groups”.
Before adding Door Groups, consider adding any custom Time
Schedule and Access Profiles you desire.

ﬁ ProxessiQ™
File Window Acc epol Cloud  About

NEW DOOR GROUP > GEMNERAL

General

Enter the name for the new Door Group. “External ID"” and
“Notes” are not mandatory and are just for the administrator’s
reference. Checking the “Auto Enroll” box will cause all future
ors that are added into the software to be enrolled into this
Group. Click “Save” to do so.
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Click *Add New Door Group” to do so. You may also use the
Search box in the top right to find existing Door Group names,
if the list is longer than what is seen in the current view. You
may edit or delete any existing Door by clicking on its
Pencil/Edit icon on the left side.

Door Saved

The dox ave heen saved

Click on “"OK".



cess Admin Reporting Cloud About wporting Cloud  About

ENGINEERING DEPARTMENT > GENE| 5 ENGINEERING DEPARTMENT > DOORS

General 1 General

Doors

Ready | Opesator. Administrator

Click on the “Doors” tab to add the Doors that will become a
part of this new group.

Click *Add New Door Group” to do so. You may also use the
Search box in the top right to find existing Door Group names,
if the list is longer than what is seen in the current view. You
may edit or delete any existing Door by clicking on its
Pencil/Editicon on the left side.

B Proesig™
file Window Access Admin Reporting Cloud About

NEW DOOR GROUP > GEMNERAL

General

Door Saved

Enter the name for the new Door Group. “External ID"” and Click on “OK".
“Notes” are not mandatory and are just for the administrator’s

reference. Checking the “Auto Enroll” box will cause all future

ors that are added into the software to be enrolled into this

Group. Click “Save” to do so.
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ENGINEERING DEPARTMENT > DOORS

General

Resay | Opetor acrisor

Click the drop-down arrow and from the list that appears, The door will now appear in this list. You can continue to add

select the first Door you wish to add to this Door Group. Then doors to this new Door Group and Delete doors from this

click the “Add"” button. group. Once you have added all the doors desired for this
group, you may return to the main Door Groups screen.
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Click the View Door Group Matrix button. P——
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The complete matrix of all your doors and Door Groups will .
appear, for verification of your programming efforts. P——
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DOORS

Creating, Synchronizing & Configuring
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From the Home screen \ Dashboard, click *“Doors”. Click *Add New Door” to do so. You may also use the Search box in

Before adding Doors, consider adding any custom the top right to find existing Door names, or Filter the list by

Time Schedule and Access Profiles you desire. “Online” or “Offline” types using the checkboxes on the left if the
list is longer than what is seen in the current view. You may edit or
delete any existing Door by clicking on its icon on the left side. We
will go over Advanced Searches at the end of this section.
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NEW DOOR > GENERAL

Door Type:

General Add New Location

Location Name
Name: @

External Lock ID:

Address Line 1

Location: @
p——y
Rienmand

f e oo
s

Lock Number:

T

Lock Modet
Battery Replaced Date: 5/21/2017

Notes

Battery Status:

Last Modified:

Select if the door will be online or offline. This selection will let the The “Add New Location” screen appears. Enter a *Name”, and
software know how to attempt to connect with this door for updates any other information you desire. Click the “Save” button to
and on-demand commands. If you select "Online” you will need to complete the action.
d a Controllerin a later section to connect it with.
in a name for the new Door and select a location from the
g arrow as shown above. To create a New Location, click




P Prosess Access Control System y p*‘ Proxess Access Control System

NEW DOOR > GENERAL
B'S OFFICE > GENERAL
General

Door Type: ‘ Offiine (' update reqired

General

Door Groups

Name: [Rovis Offce
Ao ogge Schede: - . Access Profiles Extemal Lock D ‘
Card Oy Schesle S
Location: ‘ Richmond - ‘ s +
[r———— st
S Time Zone Use et 1]

Minimum Validation Date: | 2/19/2017

o Logs
By s Dt | 212017 i Lock Mode: Use Defautt: ]

Notes .
Advanced Settings Lo R ‘

Lock Model ‘

Battery Replaced Date: 211972019
Notes: ‘ No Door Controler, yet

Battery Status:

Last Modified:
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Torre's Test Door Superior, CO

Delete Selected Reload Export

Click “Advanced Search”. The Advanced Search bar appears. Click the first dropdown
arrow to select the field or item you want to more granularly
search. Click the second dropdown arrow and a context-sensitive
list of information will appear to select from.




Initialize a Lockset (1 of 2)

NOTE: Once a new lockset Door has been created in the software, it MUST be initialized for operation using the
Proxess Sync™ mobile App. This initialization process is detailed here and it may be done at this step in
the programming process, or anytime until you need the door to be in service.

MO At BE 30 @ 2107

HOOM A %% 0 W 2053 QPO CAN 3T R 2319

Proxess Sync i Proxess Sync H Proxess Sync
STATUS C swe ) DOORS STATUS SYNC DOORS STATUS SYNC DOORS
Status CLEAR SYNC HISTORY CLEAR SYNC HISTORY
Last synced: Tuesday, May 9,2017 11:19 PM SYNC WITH ACS SYNC WITH ACS
There are 16 doors to update AUTO SYNC DOORS Synchronizing AUTO SYNC DOORS
Doors Nearby Cleaning up Doors Nearby

Synchronize Complete

To perform any desired updates on the locksets, updates first need to be delivered to this phone. At this point, the
phone does not need to be near any lockset. Open the Proxess Sync™ mobile App and click “Sync” from the top
menu. The second screen above appears. Click "Sync with ACS” and the status bar will update you with progress and a
note when the synchronization is complete.




Initialize a Lockset (2 of 2)

amMe M P @ f ¥ L052% 8729 AM QMO MEBMe p 09.52%E731AM QMO MEMe AR L ®52%E731AM

@HAHMEBMm AR I ®52%E730AM

Proxess Sync B Proxess Sync i Proxess Sync i < Main Office, 3rd Floor
STATUS SYNC @‘ CREDENTIALS STATUS SYNC DOORS CREDENTIALS STATUS SYNC DOQRS CREDENTIALS
d B Name Main Office, 3rd Floor
H — Address
Filter ilter @ ,)/
Status D Unbound D Unbound —_—  _ ——— Lock Mode Office Mode
Has updates False
Last synced: Thursday, Feb 11, 2021 3:21 PM [[] Has updates [[] Has updates
5 5 Bundle versions update:0
Locations Locations
There is one door to update. Default O Default
o Location Location
There are 6 unbound doors. D Washington, D ‘Washington, CONNECT
ne DC
D % Long Island
|| Lake Haptong D Lake Haptong
Lock Mode Lock Mode
O Construction O Construction
Mode Mode
Storeroom Storeroom
o Mode O Mode
[] office Mode [] office Mode
] Privacy Mode [] Privacy Mode

°FILTER °FILTER

To initialize a lockset click on “Doors” from the top menu. To see the door you are looking for, check the box for the

location your lockset resides in. That list of doors will appear. Click on the lockset name to be initialized and the menu for
that door will appear. Click on “*Connect”.

AP PPIOE v B1576

¥ .193% 03:07 PM Iy ¥ .193% B 3:07 PM

AHMAMEAM # R L CUS2%ETITAM

Select Device < Main Office, 3rd Floor

) Finding available devices

Name Main Office, 3rd Floor

B ————— =

Address 00:A0:50:18:0C:19
(& Available (00:A0:50:18:0C:19)

Lock Mode Privacy Mode

Has updates True
Battery level
Reader firmware version 0.5.0

Lock firmware version 1.2.8

Connecting to lock

CONNECT

DONE

If the select device screen appears, click on the device with the greatest signal strength. Click the “Sync” button and once

initialized, the battery level and firmware version for the lock’s boards will display. The initialization is complete and you
may return to other screens in the App or simply close it.
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File Window Access
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Admin Reporting Cloud About

LL AMERICAN CLASSROOM 1 > ADVANCED SETTINGS

Event Logs

Beep with Programming;

Beep when Access Denied:

Exterior LED:

Use Default:

Use Defou

Use Detautt:

LED Wumimation Time for invalid Access: [ Use Defauit:

LED ifumination Time for Valid Access

Event Recording to Card

ng 1o Cart:

Advanced Settings

Video Integration

P ProxessiQ™ | ALL ORGANIZATIONS
file Window Access Admin Reporting

Imvaliel Acoess Attempts:
Contact Pownts:
Lock Events:

Roll Bundle Key

Coud  About

ALL AMERICAN CLASSROOM 1 > ADVANCED SETTINGS

Event Logs
Advanced Settings

Video Integration

Beep with Programming Use Default:
Berps when Access Granted: Use Delault:
Beep when Access Dened: Use Detault:

Exterior LED:

LED Mumination Time for invalid Access: I Use Default:
LED iiumination Time for Vaiid Access: [ Use Default:

Event Recording to Card

Erable Evens Recorcing to Caret Use Defautt:
Vokd Access Attempts: Use Delauit:
Ik Access Attemps Use Defaut:
Contact Points Use Delaut:

Use Detaut:

Use Defait:

Use Defautt:

Use Defauit:

Use Defoult:

Use Detaui:

Use Defoult

Use Default:

P Prosessig™ | AU oRGANzATONS
Bl Wndow Acess Admin Reporting

Reset for new Hardware?

Resetting the Door for new hardware will let you bind this door configuration to any
lock that is new or has been reset physically

e p—

Cloud  About

ALL AMERICAN CLASSROOM 1 > GENERAL

General

Door Groups
Access Profiles
Access Audit
Event Logs
Advanced Settings
Video Integration

Lock Type:

Na
External Lock I0:

. ‘Share with child
Organization

Time Zone:
Minimum Validation Date:

* | Use Defauit:

Battery Status:

Last Madified:
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< Doors

H
Lock bundie version
Battery level: 92%
Reader firmware version: 3.1.0
Lock firmware version: 31176

Warnings

the door.

Bluetooth

Cancel
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Communicating.

12:35
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Has updates: false
Lock bundie version: 4
Battery level: 92%
Reader firmware version: 3.1.0
Lock firmware version: 3.1.176
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This

is not yet configured (or has been reset), but

we need to reset the bundles on the ACS to

reconfigure the lock

Reset and rebuild bundle

Bluetooth 94%
Sy Get lock info More
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Has updates
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F§\ Proxess Access Control System

Filter by Advanced Search

Name M ‘ Starts with

(] Oniine First Person In - ‘ s true

[] offline

s s G e

Doors
Fiter by
ACTIONS | NAME LOCATION | TYPE | LAST UPDATE CREATED
# W Rob'sOffice Richmond
Real Door :17:28:11 DATA's Office
Real Door :17:28:12 DATA's Office
Real Door 08B:1 DATA's Office
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Delete Selected Reload Export

Ready | Operator: rschorr

To the first search filter\criteria you have just entered, additional Click the “*Doors” module and then click the edit icon for the door
filters can be applied by clicking “Add Filter” and then selecting to continue editing properties for.

whether they are to be searched with all conditions needing to be

met ("AND") or just one of the conditions needing to be met

(*OR"). When all your desired filters have been added, click

“Search” and the resulting list appears. Go back to the Main

Screen\ Dashboard by clicking “Access”.

F\ Proxess Access Control System ) ph Proxess Access Control System

ROB'S OFFICE > GENERAL ROB'S OFFICE > DOOR GROUPS

Door Type: ‘ Offline < W - Create New Door Group
General General
ACTIONS NAME
Door Groups Door Groups [ A1 DATA Offce Doors
Name: [Robr's Office

1] Every Door
Access Profiles ERRLEED ‘ Access Profiles

Lacation: ‘Rlchmand - ‘ 7 +

I - Access Audit
Minimum Validation Date: 2/19/2017 [l L

Logs ogs
Lock e —

Advanced Settings Lock Number: \ Advanced Settings

Lack Model ‘

Battery Replaced Date: 2/19/2019

Notes: ‘ No Door Controller, yet

Battery Status:

Last Modified:

Ready | Operator: rschorr
Click the "Door Groups” tab. Note that you may also add Door To add a new Door Group, type the name you want in the “Enter

aroups from the Door Groups menu on the Home page. New Door Group” field and then click the “Create New Door Group”
icon.




B Proxess Access Control System ' B Provess Access Control System

ROB'S OFFICE > DOOR GROUPS ROB'S OFFICE > DOOR GROUPS

Manufacturing

All DATA Office Doars
| Dema Door Group 1

[eCLEE]] General

ACTIONS | NAME
Door Groups o R e Door Groups

Demo Door Group 2
o Every Door Every Daor

Access Profiles il Manufacturing Access Profiles Woodland Park Docrs
Access Audit Access Audit
Logs Logs

Advanced Settings Advanced Settings

The new Door Group you have created will appear in the list for To add a Door Group for this Door to belong, click the dropdown
that Door and will become available to all other Doors in the icon and select a Door Group. Then click *Add”. You can add a
system. Door to as many Door Groups as you want.

P Proxess Access Control System 9 B Proxess Access Control System

ROB'S OFFICE > DOOR GROUPS ROB'S OFFICE > ACCESS PROFILES

ACCESS PROFILE

General [Fr— - General

Management
ACTIONS | MAME

Door Groups o o DATA Ofte Doors Door Groups

o Every Door

Access Profiles ] Manufacturing
Access Audit ( Access Audit
Logs Logs

Advanced Settings Advanced Settings

Click the “Access Profiles” tab. Any Access Profile that this Door is a part of will appear in this list. It
is not necessary for a Door to be part of an Access Profile. If there is
no Door listed, you may go back to the Dashboard \ Home Screen
and click on the “Access Profiles” module to add this Door to an
existing Access Profile or create a new one. Click on “Access Audit”.




B Provess Access Control System

ROB'S OFFICE > ACCESS AUDIT

LASTNAME | FIRSTNAME | CREDENTIALID = CREDENTIALNAME | ASSIGNMENT TYPE | ASSIGNMENT VIA | VIEW

General

Schomr Robert Office Card Credential Door
Geraci Angelo Credential Credential Door
Door Gmups Test Joe SMPLO20-125266 Credential Door Group
M Mike Credential-7002 Credential Door Group
Access Profiles Schor Robert Office Card Credential

Geraci Angelo Credential Credential Door Group

Door Gioup
Schorr Robert Office Card Access Profile Door
Geraci Angelo Credential Access Profile Door Group

Logs Schorr Robert Office Card Access Profile Door Group

Advanced Settings

Each of the individual Cardholders\Users that have access to this
Door will appear in this list. For any of the Users, click on their
"“View” icon.

P Proxess Access Control System

ROB'S OFFICE > ACCESS AUDIT

LASTNAME | FIRSTNAME | CREDENTIALID = CREDENTIAL NAME | ASSIGNMENT TYPE | ASSIGNMENT VIA

General

Schomr Robert Office Card Credential Door
Geraci Angelo Credential Credential Door
Door Gmups Test Joe SMPLO20-125266 Credential Door Group
M Mike Credential-7002 Credential Door Group
Access Profiles Schor Robert Office Card Credential

Geraci Angelo Credential Credential Door Group

Door Gioup

Schorr Robert Office Card Access Profile Door

Geraci Angelo Credential Access Profile Door Group

Schom Robert Office Card Access Profile Door Group

Advanced Settings

or a list of all the recorded Events at this Door, click *Logs".

B Provess Access Control System

ROB'S OFFICE > ACCESS AUDIT > O(NODE-VIEW)

General
Door Groups
Access Profiles

Access Audit

Logs

Advanced Settings

This Access Audit view shows the relationship between the
cardholder and their credentials and the door’s record that we are
in.

The insert on the bottom right of the screen allows you to see the
entire relationship tree and the slide bar at the top of this insert
can be moved to widen or narrow the main screen view.

Click “X" in the top right to close this view and return to the list of
doors.

ﬁ\ Proxess Access Control System

ROB'S OFFICE > LOGS

General Date Range O

<« sy b «
o SOURC
Door Groups| s ve T we ™ & - L _
2 3 4 sHll7 8 || 2 s razill
Access Profile ‘ : “:' J _': J P N AMMABLE VIA_BLE M, Mike
2425 2% 2 2 2 S M5 % 22 - T o
(Geraci,
6/207201732212PM  6/20/2017 112212 AM ACCESS Schorr, R
6/207201732206PM 62072017 112206 AM ACCESS (Geraci,
6/207201732028PM  6/20/2017 112028 AM ACCESS (Gerac
6/20201731708PM 62072017 11:17:08 AM ACCESS Schom, R
/202017 31T04PM 6202017 11:17:04 AM ACCESS (Geradi,
60201731656 PM  6/20/2017 11:16:56 AM ACCESS Schorr, R
6/202017 31652PM  6/20/2017 11:16:52 AM ACCESS (Geraci,
6/2072017 31645 PM  6/20/2017 111645 AM ACCESS Schorr, R

6/20/2017 3:16:41 PM 6/20/2017 11:16:41 AM ACCESS (Geraci,

A T O

Though you may scroll through this list, you may instead select a
starting and ending date and time range for the events to be
displayed making the resulting list more pertinent.




p§ Proxess Access Control System

ROB'S OFFICE > LOGS

General

Door Groups
Access Profiles
Access Audit

Logs

‘Advanced Settings

Video Integration

Ready | Opesator: rschorr

Date Range

ACTIONS

4
e
e
rd
4
Y
4
rd
s
4
d
rd
s
4
2

EVENT DATE TIME(UTC) | EVENT DATE TIME(LOCAL) | EVENT CODE
DATE
DOOR_UPDATE

PARAMETERS.

ACCESS
017 11:16:56 AM ACCES!
17 11:16:52 AM

711:16:45 AM

Click on the “"Advanced Settings"” tab.

P\\ Proxess Access Control System

ROB'S OFFICE > ADVANCED SETTINGS

General

Door Groups
Access Profiles
Access Audit

Logs

Advanced Settings

Video Integration

Ready ‘ Operator: rschorr

‘General Advanced

Installation Date:

2/19/2017

Series Resistor: l:l Use Default: [ ]
Parallel Resistor: l:l Use Default: D
Toggle Delay Time: l:l Use Default: D

Failure Condition:
Audit Overwrite Policy:

Supervision:

Lockdown Configuration

Lockdewn Cancel Delay Time:

l:l Use Default: [ ]

Egress Cancels Lockdown ] Use Default: []
Pass-Through Cancels Lockdown: I:‘ Use Default: |:|

Interior LED Lockdown Indication:

Time llluminiated: l:l Use Default: D
Time Extinguished: l:l Use Default: |:|

SOURC

chorr &

(Geraci,

Schor, R

Al and Visual Feedback
Beep with Programming:
Beep when Access Granted:
Beep when Access Denied:

Exterior LED:

Use Default: D
Use Default: |:|
Use Default: |:|

LED lllumination Time for Invalid Access: l:l Use Default: [ ]
LED lliumination Time for Valid Access: l:l Use Default: [ ]

Valid Access Attempts:
Invalid Access Attempts:
Contact Points:

Lock Events:

Communications:

Reset

Reset Door Roll Bundle Key Roll Bluetooth Key

Event Recording to Card

Use Default: |:|
Use Default: |:|
Use Default: |:|
Use Default: []
Use Default: []

verything in the “Advanced Settings” tab is initialized in a default mode with all the “Defaults” being edited in the “Settings”

ule. To change any setting, first un-check its "Use Default” box. A lockset is able to be set to Fail in a Secure, Unsecure\Safe or
ode. To return to the Home Screen \ Dashboard, click the “"Doors” tab on the top left and then click “*Access”, or click the
on the top right taskbar.



P Proxess Access Control System

ROB'S OFFICE > ADVANCED SETTINGS

[y —
General

Installation Date:

Door Groups

Use Default: 7]

o E = o<t [
Access Audit B e verutc [

Access Profiles

. ot oty Tne: B 5 o= [
ogs

Advanced Settings

| Delay Time: l:| Use Defautt: [7]

Video Integration

EEEEN

D s

Roll Bundle Key Roll Bluetooth Key

Ready | Operator: rschorr

Click on the “Video Integration” tab.

Pﬁ ProxessiQ™ | ALLORGANIZATIONS -

ASSUMPTION CLASSROOM 1 > VIDEO INTEGRATION

General cled tames

| School Classroom THUMBNAIL
Door Groups Corporate Lobby
Senior Living Hallway
Access Profiles Dormitory Recreation
Center

. |T_Rack:

Access Audit 2
Athleticriera Equipment

Event Logs Room

Medical Laboratory

Package Room

Pool Area

AV Control Room

Advanced Settings

Video Integration

Ready | Operator: Administrator .:a

From this page you will select the cameras you wish to associate with and record video clips with for any event that
occurs at this Door.

Click on the drop-down arrow (1) and all of the cameras that are connected to the NVR/VMS entered into the config file
will automatically appear here. You may select (2) four (4) cameras to be associated with any event from this camera by
selecting the first camera and clicking the “"Add"” button (3) and repeating the process for the cameras you need.



@ ProxessiQ™ | ALLORGANIZATIONS

ASSUMPTION CLASSROOM 1 > VIDEO INTEGRATION

General Select Camera

ACTIONS | NAME THUMBNAIL

Door Groups
] School Classroom

Access Profiles
i} Corporate Lobby

Access Audit

Senior Living Hallway
Event Logs
Advanced Settings

Video Integration

Ready | Operator: Administrator

In this case, 3 cameras have been associated with this door. As a visual reference only, the static
thumbnail image from each camera will appear. Updated thumbnail images can be obtained by clicking
the “Refresh” button.

Note: Proxess does not display, record or store video clips. They exist solely on the NVR/VMS. Thus, for
real-time and archived video event viewing, please use the NVR/VMS client software.



ﬁ ProxessiQ™ | ALLORGANIZATIONS

AUDITS/EVENTS

Filter by

ACTIONS | EVENT CODE M NAME ‘ SOURCE USER/OPERATOR | EVENT DATE TIME(LOCAL) | CREATED (LOCAI ORGANIZATIONS | VIDEO

Assumption Classroom 1 Teacher, Math 14 Giobal -
adnoc = T

General =»
Dailyuse = T

Assumption Classroom 1 Teacher, Math 3/7/2024 3:34:10 PM Global
Assumption Classroom 1 124, Borden 8/8/2023 11:36:36 AM / Global
Assumption Classroom 1 124, Borden 8/8/2023 11:36:36 AM 9/20/2023 8:39: 8 Global
ACCESS Assumption Classroom 1 Teacher, Math 9/25/2023 3:35:35 PM 9/25/2023 3:36:13 PM Global
ACCESS Assumption Classroom 1 Teacher, Math 10/2/2023 11:06:16 AM 10/12/2023 12:0529 PM Global
ACCESS Assumption Classroom 1 Teacher, Math 172 11:34:15 AM 1/24/2023 11:35:06 AM / Global
ACCESS Assumption Classroom 1 Teacher, Math 3/18/2024 3:01:15 PM 4/17/2024 11:52:33 AM Global
ACCESS Assumption Classroom 1 Teacher, Math 1/16/2024 8:54:12 AM 1/16/2024 8:54:35 AM / Global

ACCESS Assumption Classroom 1 Teacher, Math 1/24/2023 7:06:27 PM 5/18/2023 4:39:00 PM / Global

AR S R

Teacher, Math 1/24/2023 7:06:27 PM 1/24/2023 707:18 PM / Global

Doors with one or more cameras affiliated with its events will display a video camera icon.
Double-click on the camera icon to view the thumbnail images of the cameras, at three (3) seconds
before the time of the event occurrence.

For further video information, go to the NVR/VMS event log.

p“ ProxessiQ™ | ALLORGANIZATIONS - |

LOG DETAILS

Log Details

nced Detail

Thumbnails THUMBNAIL

BUILD_8¢

ush_cam-HP Wid

Operator: Administrator



Configuring Video Integration
Proxess currently integrates with Hanwha Wisenet WAVE 5.0

To configure the Hanwha video integration, you must have Admin privileges on the Proxess Server
computer:

On that computer, go to c:/Program Files (x86)/Proxess/Server.

Locate and open the Notepad file “Proxess.Service.Host.Console.exe”, which is about sk in size.

Change or add the information, precisely, per the below

<add key="videointegrationenabled" value="true" />

<add key="videointegrationtype" value="1" />

<add key="videointegrationhost" value="https://localhost:7001" />

<add key="videointegrationforcessltrust" value="true" />

<add key="videointegrationusername" value="admin" />

<add key="videointegrationpassword" value="SuperSecurePassword" />

Save that file and you may now close it.
Inside ProxesslQ, in the Doors menu and the Video Integration tab for a selected door, the camera list
will now automatically populate with all cameras that are connected to the NVR/VMS.



DOORS & DOOR GROUPS
Spreadsheet Adding & Editing

How to MASS-Add and edit Doors & Door Groups
using .csv spreadsheets

N



P ProxessiQ™ ALL ORGANIZATIONS

DOORS

Filter by * Add New Doox

e e el e To make mass Door additions, changes or deletions, no program is
- simpler or more flexible than Microsoft Excel or Google Sheets.

Proxess can import a .csv formatted file from those programs or
Notes, etc., with an unlimited number of Doors entered, for Door,
Door Group & Access Profile entry, deletion or changes.

We will now explain the columns of detail that can be added, their
format requirements and how to perform the imports and exports.
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Ready | Operator. Administrator

For reference, these are the overall views of all the fields that can be imported & exported
and we will enlarge them and explain each field on the following pages.

Import List snapshot:

A B T D E F G H | J K L M M (8] P Q R 5
1 [Externalld Name Motes LockType Calendart UnlockTin EnableBut EnableBut Lockdown EgressCar Deadboltt BatteryRep DoorGrou AccessPrc AccessPrc Assigned( Organizat ShareWith ForceUpdate
2 Suite 1101 Cylindrical Never FALSE FALSE FALSE TRUE #E##444# Big Dorm
3 Classroom G217 Mortise Bell Schec TRUE FALSE FALSE TRUE ####HE Classrooms | All Doors | Science Building
4 Main Entry Online-Controller  Business Hours FALSE TRUE ##E ALl Doors

oy uh

Doors esv Import 08-14-24 + -.yr |

Export List snapshot:

A B T D E F G H | J 4 L M M l
1 |Mame Location Type Battery Updates Online Controls Command Status Available Lock State Reader CoVideo Organizat Last Upda Created (UTC)
2 |All American Classrc American Scl Cylindrical 82% FALSE Global  s55ss58ss sessssss
3 |City Hall Cylindrical City Hall Cylindrical 0% TRUE Global FRARRAAT
4 |David's STC Default Locai SwitchTechC 0% TRUE Global BERAEEER
5 IDirector's Office Default Locat Cylindrical 0% TRUE Global HaHERET
6 |DogWash Default Locai Cylindrical 100% TRUE Global  ####EERE HREHEREE
Export of Doors_2024-08-14-1213 + .y




Mass Adding and Editing Doors, using a .csv spreadsheet

Import List snapshot (Page 1 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B T D E F G H I J K
Externalld Name Motes LockType CalendarMame UnlockTimeScheduleMame EnableButtonToggle EnableButtonlockdown LockdownRequiresHandle EgressCancelsLockdown DeadboltEnables
Lockdown

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User’s existing ExternallD
must be included here for subsequent data imports, where you wish to have that record updated.

Name: Name of the Door that will be automatically entered into the database. If one is already entered with this name, and no
ExternallD is entered into column A, then an additional Door will be added to the system with the attributes in this line. If this
spreadsheet is meant to update an existing Door name in the system, then be certain the name is spelled correctly and the
ExternallD is included in column A. No minimum or maximum characters

Notes: No minimum or maximum characters. May be used as a “custom” field for searching and for mass updates via the import
sheet.

LockType: Must specifically be listed as either “Cylindrical”, “Mortise”, “Exit Trim”, “Mini-Controller” or “Online-Controller”.

CalendarName: 24 maximum characters. This is the Calendar and associated Holidays (days on which credentials that do not
have the Holiday box checked will not work) the Door will follow.

UnlockTimeScheduleName: No minimum or maximum characters. This is the name of the Time Schedule that the Door will
follow to go into the Unlocked (no credential required for entry) position. This Time Schedule must already have been manually
entered into the system, as it will not be automatically created by this import spreadsheet.

EnableButtonToggle: Enter "“TRUE" if you will allow the interior trim button to “toggle” the door lock status (change it from
locked to unlocked and from unlocked to locked), each time it is quick-pressed/pushed. Enter "FALSE" if you do not want this
door’s button to perform this operation.

EnableButtonLockdown: Enter "TRUE" if will allow the interior trim button to be long-pressed/pushed (for a variable 3-to-6
seconds in the software) and have the lock go into the Lockdown mode. Enter "FALSE” if you do not want this door’s button to
perform this operation.

LockdownRequiresHandle: Enter "TRUE" if, for a Lockdown to be performed on the lock, you wish for both the interior trim
button to be pressed/pushed, while simultaneously holding the exit lever down. Enter "FALSE” if you do not.

EgressCancelsLockdown: If a door is in Lockdown, by any means, any time the handle is used to exit or open the door, the
Lockdown will be cancelled and the lock will return to the state appropriate to the day and time.

DeadboltEnablesLockdown: Only for a mortise lock with a deadbolt, enter "TRUE" if you want this lock to go into Lockdown
n the deadbolt is thrown from the inside. Enter “"FALSE” if the deadbolt will only lock the door.



Mass Adding and Editing Doors, using a .csv spreadsheet

Import List snapshot (Page 2 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

L M M o p Q R S
BatteryReplace Date DoorGrouplist AccessProfilelist AccessProfileTime AssignedController QOrganizationGuid ShareWithChildren ForceUpdate
ScheduleMame ExternallD Orgs

BatteryReplaceDate: Not required to be entered by the end user. An informative entry field for maintenance purposes. If done
on a large number of locks at a time, it makes sense to use this spreadsheet to enter the date for all the locks.

DoorGrouplList: The Door Group(s) that this Door is a part of. If more than one will be listed, they must be separated by a “|", with
no additional spaces on either side, or the Door Group will be interpreted as not being spelled correctly and it will not be added.
An unlimited number of Door Groups can be entered. No minimum or maximum characters.

AccessProfileList: Name of the Access Profile(s), which must first be manually added by the system administrator in the Access
Proflies menu. No minimum or maximum characters. Up to 24 APs can be added into this cell (which is the maximum number of
Direct Privileges [a combination of Doors & Door Groups] that a single credential may have), separated by a “|". Be careful not to
include any extra spaces, or the AP will be interpreted as not being spelled correctly.

AccessProfileTimeScheduleName: Enter the exact name of the Time Schedule (which must first be manually entered into the
Time Schedules menu) that this aggregation of doors will operate during.

AssignedControllerExternallD: Enter the exact External ID of the Controller this Door has been connected via Bluetooth with, in
the Offline Doors tab of the Controller. Leave this cell blank if the Door has not been connected with a Controller.

OrganizationGuid: If this system has a license for the Partitioned Database / Organizations feature, enter the exact Organization
GUID that this Door is apart of.

ShareWithChildrenOrgs: If this system has a license for the Partitioned Database / Organizations feature, enter “TRUE” if this
Door can be used by / shared with sub-organizations. Otherwise, enter "FALSE".

ForcedUpdate: Enter “TRUE" if this Door already exists and the information in this row should be used to update the existing
record in the software with this import. Otherwise, enter "FALSE".



Mass Adding and Editing Door Groups, using a .csv spreadsheet

Y R p—

File Window \dmin  Reporting Cloud  Abou

DOOR GROUPS

- To make mass Door Group additions, changes or deletions, no
Ko _booreiort program is simpler or more flexible than Microsoft Excel or Google
Sheets.

Proxess can import a .csv formatted file from those programs or
Notes, etc., with an unlimited number of Door Groups entered, for
Door, Door Group & Access Profile entry, deletion or changes.
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We will now explain the columns of detail that can be added, their
format requirements and how to perform the imports and exports.

View Doar Group Matrix Reload

For reference, these are the overall views of all the fields that can be imported & exported
and we will enlarge them and explain each field on the following pages.

Import List snapshot:

A B < D E F G H | J K
1 |Externalld DoorGroupMame Notes Doorlist AccessProfilelist AccessProfileTimeScheduleName Assigned(EnableAutoEnroll OrganizationGuid ShareWithChildrenOrgs ForceUpdate
2 Bunch of Doorz Classroom 110| Office 25 | Package Room Teachers School Day FALSE 00000000-0000-00( FALSE TRUE
3 Freshman Dorm Fresh Perim N |FP3|Laundry|Bike Room Freshers 2417 TRUE 00000000-0000-00( FALSE TRUE
4
Door Groups csv Import 08-14-24 + -y ]

Export List snapshot:

A B C
1 |Door Group Organization
2 |Administration Glohal
3 |AllClassrooms Glohal
4 |AllDoors Glohal
5 |Bunch of Doors Glohal
6 |Bunch of Doorz Glohal
7 |Electrical & Mechanical Glohal
8 |Greenbriar Dorm Global
Export of DoorGroups_: +




Mass Adding and Editing Door Groups, using a .csv spreadsheet

Import List snapshot (Page 1 of 1):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B T D E F G H | J K
Externalld DoorGroupMame Motes Doorlist AccessProfilelist AccessProfileTimeScheduleMame AssignedControllerExternallD EnableAutoEnroll OrganizationGuid ShareWithChildrenOrgs ForceUpdate

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User’s existing ExternallD
must be included here for subsequent data imports.

DoorGroupName: Name of the Door Group that will be automatically entered into the database. If one is already entered with
this name, and no ExternallD is entered into column A, then an additional Door Group will be added to the system with the
attributes in this line. If this spreadsheet is meant to update an existing Door name in the system, then be certain the name is
spelled correctly and the ExternallD is included in column A. No minimum or maximum characters

Notes: No minimum or maximum characters. May be used as a “custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.) field and for mass updates via the import spreadsheet.

DoorList: The Door(s) that are included within this Door Group is a part of. If more than one will be listed, they must be separated
by a “|”, with no additional spaces on either side, or the Door Group will be interpreted as not being spelled correctly and it will
not be added. An unlimited number of Doors can be entered. No minimum or maximum characters.

AccessProfileList: Name of the Access Profile(s), which must first be manually added by the system administrator in the Access
Proflies menu. No minimum or maximum characters. Up to 24 APs can be added into this cell (which is the maximum number of
Direct Privileges [a combination of Doors & Door Groups] that a single credential may have), separated by a “|". Be careful not to
include any extra spaces, or the AP will be interpreted as not being spelled correctly.

AccessProfileTimeScheduleName: Enter the exact name of the Time Schedule (which must first be manually entered into the
Time Schedules menu) that this aggregation of doors will operate during.

AssignedControllerExternallD: Not currently used
EnableAutoEnroll: Enter "TRUE” if this Door Group will be automatically added to every new User. Enter “FALSE” is it won't.

OrganizationGuid: If this system has a license for the Partitioned Database / Organizations feature, enter the exact Organization
GUID that this Door is apart of.

ShareWithChildrenOrgs: If this system has a license for the Partitioned Database / Organizations feature, enter “TRUE" if this
Door can be used by / shared with sub-organizations. Otherwise, enter "FALSE".

ForcedUpdate: Enter “TRUE" if this Door already exists and the information in this row should be used to update the existing
record in the software with this import. Otherwise, enter "FALSE".



DOORS

Controlling Online & Bridged Doors



http://www.proxess.com/Proxess/media/Proxess/Documents/ProxessIQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf

ALL ORGANIZATIONS

oooooolo

Credentials Time Schedules Access Profiles Controllers.

-

 E g 3
Mobile

Settings Logs Credentials Notifications

We will now review the real-time/online door controls. This is the User Interface for online doors and circled (on the right)
From the Home screen\ Dashboard, click *“Doors”. are the available door controls. You can sort so that Online doors
"Online” Doors are BoxlQ PoE controllers, as well as any appear at the top of the list of doors by clicking on "Type”, circled
lock or Mini-1Q that is bridged to it. at the top of the screen.

| BATTERY | UPDATES | ONLINE CONTROLS | AVAILABLE | LOCK STATE l & | BATTERY | UPDATES | OMNLINE CONTROLS | AVAILABLE | LOCK STATE l

A a3xxan
3 3x3x3anm

Lockdown Door Cancel Lockdown

Click this icon to Lockdown this door and this icon to cancel the Lockdown.

| BATTERY | UPDATES | ONLINE CONTROLS | AVAILABLE | LOCK STATE l

aan

agnQn

Toggle Lock/Unlock

Click this icon to Toggle this door to an unlocked state. Click the icon again to Toggle it back to the state it was in.



| BATTERY | UPDATES | OMNLINE CONTROLS AVAILABLE | LOCK STATE CREATED (UTC) | BATTERY | UPDATES | OMLINE CONTROLS AVAILABLE | LOCK STATE I

[< < < < <
33 33anm

Refresh State

Click this icon to Refresh the state of the lock. This icon shows that the door has been programmed, but it is now
offline.

| BATTERY | UPDATES | ONLINE CONTROLS AVAILABLE LOCK STATE o | BATTERY | UPDATES | OMLINE CONTROLS AVAILABLE | LOCK STATE I
u

Momentary Unloc

[< < < < I
A3 33anm

g
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Quick Unlock

Click this icon to perform a Quick/Momentary Unlock this door. The open This icon shows that the lock has been and is unlocked.
time is as programmed into the Settings screen in the Doors module.

| BATTERY | UPDATES | OMNLINE CONTROLS AVAILABLE | LOCK STATE l

33 x3xan

This icon shows that the lock has been and is now locked.




More Status Icons

This icon shows that Reader #1 is Connected.

This icon shows that the Door is Open.

This icon shows that the Door is Closed.

This icon shows that the Request-to-Exit input has been activated.



Global and Grouped Lockdowns

pN ProxessiQ™ | ALLORGANIZATIONS - |

File Window Access Admin Reporting Cloud About

DOORS

Filter by Cl i

O | acrions | NaMmEe LOCATION BATTERY | UPDATES | ONLINE CONTROLS COMMAND STATUS

Ml AuAmerican Classroom 1 American School & o =

[ online
’7 Offline

City Hall Cylindnical City Hall

David's 5TC Default Location
Director’s Office Default Location
Dag Wash Default Location
Front Door Default Location
H117 Tech Office High School
Infant Room Default Location
KB VT Default Location

Laurens Remote Building Default Location

Lumberyard Main Entry  Lumberyard Apartments
Medical Cabinet Switch  Default Location

Mr. F's Door Lumberyard Apartments
New Office Door Lumberyard Apartments
Research Lab 4 UCANR 3

SC FL1 North Corridor Spectrum

Schreiver 124 Default Location

o«
o«
o«
o«
o«
o«
0o«
o«
o«
0o«
0o«
0o«
0o«
0o #
0 ¢
0 #«
0 #
A »

L]
o
L]
L]
L]
L]
m
o
L]
m
L]
L]
L]
L]
L]
i
o

JEEREEEEOREEREOREEREO

4

-

Advanced Search

Ready | Operator: Administrator



CONTROLLERS




P Proesdq™ | ALGRSAMZATONS

m ﬁ E ! @ @ E_ P Proessia™ =SINIBF- = x
Calendars

Door Groups Credentials Time Schedules Access Profiles Controllers

CONTROLLERS

=

Mobile
Credentials Notifications.

To add a controller to the system, click on the “Controller” Any controller that is connected, within the guidelines of our
module icon. After adding a Controller, you will then be able to BoxIQ Connectivity document located here on our website:
select entry & exit readers that you have added into the “Doors” www.proxess.com/documents/BoxIQConnect will automatically
module to connect. appear in this window. To avoid confusion, it is best to connect and
—» configure one controller at a time.
Click “"Bind” to connect the newly discovered controller with
ProxesslQ

ow click “Configure” to have the software configure this Type a name for this controller.
oller for its proper function within this software instance. Next, click on the drop-down arrow above.


http://www.proxess.com/documents/BoxIQConnect

— H
Select any reader that you have already entered in the “Door” Click “OK” on the verification screen.
module to be connected to this controller. Then click "Save”.

Mobile Credential Note: In order for this attached, online Door
(asitis called in the software)/reader (the physical device that is
wired to the controller) to be fully operational for Bluetooth
Mobile credentials, you must now remove the power from the
controller and then reapply it (i.e. power-cycle the controller).
A Bluetooth address will now appear at the bottom left of the
General Door tab of this connected reader and mobile
credentials will operate.

The Controller is now bound, configured enabled and shown as
Connected and operational.



P ProxessiQ™

File Window Access Admin Reporting Cloud About

CONTROLLERS

ADDRESS

A\ 19216850144 The controller s trying to connect to a different ACS. If it should be connecting to us, it needs to be reset and rebound.

0 | Acrions | name HosT porr | TRUSTED | EnaBLED | FNGERPRINT starus | Prmware | Haroware

Jedce1695c98871909401153691cdeddbb2790 Disconnected v1.10

Note: It is unlikely, but possible to receive this Controller screen error
message. For instance, if a controller from another system is placed on the
network for your system (in a dealer’s lab, for instance), your software will
note the above, prompting your investigation and possible resetting of
that controller for it to be bound into your system.

All Controller Related Status and Error Messages that may appear in blue highlight, as above:

* Controllers reporting status codes

* New Controller(s) found on the network. Click "Bind” to assign the controller to this system.

* The Controlleris unable to reach the Proxess service. Check inbound TCP firewall rules.

* The Controller is timing out during key exchange. This is likely caused by poor network performance.

* The controlleris trying to connect to a different ACS. If it should be connecting to us, it needs to be reset and rebound.
* Unknown, the status code is not supported. Update to receive information about this Controller.

Unknown, the Controller has suffered a fault.



ALL GRGANIZATIONS

[ Proxess Access Control Sysem

ﬁ E H @ _E’_ CONTROLLERS

Door Groups Credentials Time Schedules Access Profiles Controllers

i

A Y
- o

-

§] ) 5| =]
Mobile

Mobile Devices Settings Credentials Neatifications

oaooon

=:=
Sseop

To add a door controller to the system, click on the “Controller” Now we will show how to add readers to a controller that is already
module icon. After adding a Controller, you will then be able to in the system, click its Edit icon shown above.

select entry & exit readers that you have added into the “Doors”

module to connect.

B Proxess Access Control System 3 [Ly—p—

WEST DOOR CONTROLLER > GENERAL
WEST DOOR CONTROLLER > GENERAL
[
Name: ; West Door Controlier General

General —
Enabled:

Trusted:

Network Settings

Address: [152:168.148

Port: Inas

Door Settings

Online Door: [ [

None
Front Door
Firmware Settings
Mikes Demo

Current Firmware: Proxess Test Door

Update Firmware:

Status: ACS Address:
ACS Port:

Ready | Operator, Administrator

Add any door that has been defined as “Online” in the "Door Type” " The Controller screen now shows the reader that has been
ield of the Doors module may be connected to this controller by attached to that Controller.
ing this arrow and selecting it from the drop-down list.




P Proxess AxessiQ™

WEST DOOR CONTROLLER > GEMNERAL

Now click on “Offline Doors” to bind cylindrical locksets, mortise
locksets and Mini-Controllers to the Controller.

P Provess AvessiQ™

WEST DOOR CONTROLLER > OFFLINE DOORS

General e

Offline Doors Assign Offine Door: % +
=
1005 Mechanical Roor

Add any door (i.e. Lockset and Mini-Controller) that has been
defined as “Offline” in the "Door Type” field of the Doors module
be connected to this controller selecting it from the drop-
ist.

P Proxess fessiQ™
WEST DOOR CONTROLLER > OFFLINE DOORS

General omepoms

T w®

B g e | Operator: Admmnistrator
Up to eight (8) locksets and mini-controllers can be bound to a

single controller.

P Procss AvessiG™

'WEST DOOR CONTROLLER > OFFLINE DOORS

General

Offline Doors

‘Up to eight (8) total locksets and mini-controllers can be connected
to a controller.

A lockset or M-C can only be connected to one (1) controller.

Take care to select locksets or M-Cs to be connected that can easily
be “seen” and controlled by the software, in the *“Doors” module.



Find the MAC Address of a Controller with Putty

Within Putty, while connected to the serial connector of a controller from a laptop;
* Go tothe command prompt and modify the command line to the below:

* “root@varsomam33:/usr/bin# ifconfig”

* Press Enter and its MAC/Hardware address will appear, as in the underlined

root@varsomam33:/usr/bin# ifconfig

etho

Link encap:Ethernet addr 38:D2:69:A1:6B:26

inet addr:192.168.50.79 Bca Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU 150@ Metrlc 1

RX packets:2386791 errors:@ dropped:676 overruns:@ frame:@

TX packets:1788712 errors:@ dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000

RX bytes:258854126 (246.8 MiB) TX bytes:156454190 (149.2 MiB)
Interrupt:177




pm ProxesslQ™ | ALLORGANIZATIONS

CONTROLLER 1...1123 > CONFIGURE I/O

General Controller 1/0

Conflgure I/O Configure Inputs

Offline Doors

Input 2 (Terminal 10) | Request To Exit (REX)

Input 3 (Terminal 8) | Door Position (DPS)

Configure Outputs

Output 1 (Terminal 21) | Aux Output (Server defined) = ‘

Drive AUX Output High: J

AUX Drive Time (ms): 401

Run Aux Output 1 Test

Output 2 (Terminal 23) | Door

Relay (Terminals 13-15) | Door

Ready | Operator: Administrator




ACCESS PROFILES

Access Profiles combine Time Schedules and Doors (and Door Groups) together and can then
be assigned to Users.

The benefit to the operator is to minimize keystrokes when assigning rights to each card.
Ideally, spending time up front to create thoughtful Access Profiles could result in just a single

right being assigned to each credential, as opposed to numerous Door Groups and Doors
needing to be added to every credential.



F? ProxessiQ™ | ALL ORGANIZATIONS pa‘ Proxess Access Control System

ACCESS PROFILES

e ig + Create New Access Profile
AfA 2 =

Door Groups Credentials Calendars Time Schedules Access Profiles

® a9 = B 4

System Operator Mobile o
Controllers Roles Mobile Devices Settings Credentials

=]

Notifications

i

Access Profiles combine Time Schedules and Doors (and Door For a quick edit note, if there is one, click an existing Access Profile.
Groups) together and can then be assigned to Users. To create
or edit them, click the “Access Profiles” icon.

pa‘ Proxess Access Control System

ACCESS PROFILES

+ Create New Access Profile

Edit Access Profile

ACTIONS | NAME TYPE TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

o All DATA Office Doors Door Group Sometimes | | | |
] Frant Door Door Morning Shift [ | |
o Demo Door Door Always ] | | u

lick the Edit icon. | Change the name and click “Apply”.




)

Proxess Access Control System ' p‘.’\ Proxess Access Control System

ACCESS PROFILES ACCESS PROFILES

+ Create New Access Profile A " + Create New Access Profile

ACTIONS | NAME TYPE TIMESCHEDULE | FIRST PERSON IN | TOGGLE | PASS THROUGH
m All DATA Office Doors Door Group Sometimes | | |
i} Front Door Door Morning Shift [ | u
] [ Door Always | | |

Ready | Operator: rschor Ready | Operator: rschor

The new Access Profile name appears. Click “Create New Access Profile”.

pa‘ Proxess Access Control System 4 Fa‘ Proxess Access Control System

ACCESS PROFILES ACCESS PROFILES

© O Cancel + Create New Access Profile

®

Ready | Operator: rschor - Ready | Operator: rschorr
Enter a name for the new Access Profile and then click “Create”. The new Access Profile appears. Click the dropdown arrow to
view and edit the details.




r?‘ Proxess Access Control System

ACCESS PROFILES

+ Create New Access Profile

Time Schedule

First Person In | To

st Schedule 1
chedule 2

ACTIONS | NAME_| TYPE | TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

—>

Use the dropdown arrows to select the Door Group to add along
with the corresponding Time Schedule that those doors will operate
within. Check any of the features that can be used at those doors by
appropriately designated cardholders\Users and click “Apply”.

P Proxess Access Conirol System

To add a Door Group to the new Access Profile, click *Add Door
Group”.

ACCESS PROFILES

+ Create New Access Profile

Door Privilege Assignment

Door

Time Schedule

First Person In

ACTIONS | NAME TYPE
d

: All DATA Office Doors D R — ] M

TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH

After clicking the “*Add Door” button from the main Access Profile
screen, select the Door and its corresponding Time Schedule and
check off the features that can be used at those doors by
appropriately designated cardholders\Users and click “Apply”.



P ‘ontrol System

ACCESS PROFILES

+ Create New Access Prafile

FIRST PERSON IN | TOGGLE | PASS THROUGH
| |
|| |

Ready | Operator: rschor

This is the screen you will see after you click Save. To return to
the Home Screen \ Dashboard, click either “*Access” or the Home
icon in the top taskbar.



USERS
Adding & Editing

PHYSICAL Credentials (including cards, fobs and coin &
portrait stickers) are addressed in this section.
Mobile Credentials are addressed in the following section.




a Proxess Access Control System

USERS

Filter by
ACTIONS LAST NAME FIRST NAME i EMAIL BLOCKED |

o ™ Mike.

W Richardson  Tom tom@datausa.com

'Door Groups Credentials Time Schedules ["| Lockdown Credentials

__| Blocked Schorr Robert rob.schorr@yahoo.com

o
— - T Test Joe
2 > £] S T
System Mobile W Tome Test
Roles Mobile Devices | Settings Credentials o
o

] Demo demo.user] @proxess.com

0O0000oo0ooo|o
AN N N S Y

User2 Demo Extended demo.user2@proxess.com

Notifications

Addressed at the

/end of this chapter.
“ oo || g

The Users module is where we add and edit new Users\ From the main Users screen you can edit, delete and block

Cardholders and credentials. Their rights to access doors and individual cardholders. The list can be filtered\sorted by checking

door groups are also definer here. Click the “Users” icon. one or both of the boxes on the left: “"Lockdown” and “Blocked”
and Users can be searched for by typing letters in their name in
the Search box. Click "Add New User” to do so.

Fi Proxess Access Control System

GERACI, ANGELO > GENERAL

First Name \Angelo— Access Blocked: [

General
o e [Gena

Credentials 0 Middle Name: ’Km'ei
EET e [
User Saved

[_ogs add photo Validation Period 9999 + — | Use Defautt: ]
Pin Number:

\
\
Email: ‘
Extented Opening: |
Note: A name must e

first be saved before
a photo can be
added to it.

The user changes have been saved

Add the essential new user information, including just their first and last name. Optional information includes the “Validation Period”, the
aber of days a credential has to check-in at an online reader, before access is denied (leave this high for offline systems) and an
d Opening checkbox, for the wheelchair bound, for example. The Pin is used if an online, wall-mounted reader\keypad is used in
The User Name and Email are only needed if this User will also be assigned software Operator rights. Click “Save” to continue.




ﬁ‘ Proxess Access Control System

GERACI, ANGELO > GENERAL

First Name [Angeto Access Blocked: [_|

General
. Last Name: ‘ Geraci
Credentials 0 Middle Name: ‘ Knife
Usemame 7]
External Id: I—

Validation Period: 9999 4 = | Use Default: [_]

Pin Number:

Email ‘

add photo

Extented Opening: /]

Notes:

Now that the new user has been saved, we can assign a card\
credential to them. This can be done now, or anytime in the
future, by returning to their record, going to the Users module
and clicking on the edit icon for their name.

For now, click “Credentials” to proceed.

F_i\ Proxess Access Control System

GERACI, ANGELO > CREDENTIALS > NEW CREDENTIAL

Not Assigned to Card Name: Credential
General

mmmj » »
. 5122007 [ ‘ 5122018 [ | [ ]
Credentials

Access Audit gz..umm' ,

Damaged

Logs Lost

Deactivated

a Proxess Access Control System

GERACI, ANGELO > CREDENTIALS

General

Credentials
Access Audit
Logs

Reload Blacklist All Credentials

For this User, click "Add New Credential”. As many credentials as
desired may be issued to a User.

Credential Saved

The credential changes have been saved

Select the Activation Date, which is usually left as the current date, but may be set at a future date. Select the Expiration Date of

the card, which may be on an annual basis, by semester for schools, or at 9o days for evaluations of new hires. Select the Status

of this credential and check the box if it is to be Blacklisted (disallowing access with the credential, as opposed to disallowing

access of the user). You may give a “Name” to this card, such as Vehicle Tag, or Phone Sticker. If you wish to change the
cvalidation Date”, return to the “General” tab after saving. Click “Save”.




’5\ Proxess Access Control System

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: |Credential Revalidation Date: 5/12/2017

General
= [ |

Credentials

Access Audit

ACTIONS | NAME

Logs

ACTIONS | NAME | TYPE | TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN

The rights for this credential to access various doors may now
be selected. This is done by selecting one or more “Access
Profiles” and\or one or more “Door Groups” and individual
“Doors"”. These have been set up in their respective
programming modules. Click “*Add Access Profile”, if desired.

Select Access Profile

Office Staff

S

Select the desired Access Profile from the list and click “Apply”.

—> ﬁ‘ Proxess Access Control System

Select Access Profile

To choose an Access Profile, click the dropdown arrow, or
“Cancel” to return to the previous screen.

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: |Credential Revalidation Date: 5/12/2017

General
Credentials

Access Audit
ACTIONS NAME

Logs ] Office Staff

Acﬂ< NAME TYPE | TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN

To add a door for this credential to have access to, click *Add
Door”.



Door Privilege Assignment

Door

Time Schedule

Lockdown

First Person In I Toggle

Pess Through }

Click the dropdown arrow to select the first individual Door and
then the Time Schedule for the credential to have access to it.
Check the appropriate boxes to allow this credential to have
First Person In rights, Use this door in a Toggle function, Pass
Through\Enter a door that is in Lockdown mode and permit the
credential to release a door in Lockdown. (?)

P Protess Access Control System

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: Credential

=

Revalidation Date: 5/12/2017

General
Credentials =

Access Audit
Logs

ACTIONS | NAME

Office Statt

ACTIONS | NAME

L]
L]

TYPE TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASSTHROUGH | LOCKDOWN
- - |

Rob’s Office Door Aways

Every Door Door Group Morming Shift

Repeat this procedure for all the additional doors and Door Groups
hat this credential will have access to and then, as long as the new
is on the enrollment reader, click “Write to Card”.

Door Privilege Assignment

Door

_ch'som:e -

Time Schedule Deliveries

Lockdown

First Person In J Toggle I Pass Through }

-

—>
Click “Apply” to proceed, or “Cancel” to return to the previous
screen.

LR -JRCS

Revalidation Date: 9/27/2044

P Proxess Access Control System % - o x

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Stamped ID: 0000000000070262 Name: Credential
General

Credentials -
Access Audit

Logs

AcTions | Name

actions | Name | Tvee

TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASSTHROUGH | LOCKDOWN

|

The “Stamped ID” of the card will now be shown towards the top
of the screen, along with the selected Revalidation Date. Click
“Save” to complete the process.

The card programming process is now complete.



P Proxess Access Control System A W® -0 x

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL) Write to Card

Not Assigned to Card Name: Credential Revalidation Date: 5/12/2017
General

Credentials ) bl ’ =

ACTIONS | NAME

Credential Saved

The credential changes have been saved

ACTIONS NAME TYPE TIMESCHEDULE FIRST PERSON IN TOGGLE PASS THROUGH LOCKDOWN
] RobsOffice Door A - = -
o Every Door Door Group Moring St L] [

Em— g 20 | Operator: schor

From the previous screen, this verification screen appears. Click Though the credential programming is complete, we will now

“OK". show a visualization what we have programmed, asit is listed
above. Click on the “"Access Audit” tab.

F?‘\ Proxess Access Control System p‘\ Proxess Access Control System

GERACI, ANGELO > ACCESS AUDIT GERACI, ANGELO > FRONT DOOR > ACCESS AUDIT > FRONT DOOR(NODE-VIEW)

DOOR CREDENTIAL NAME | ASSIGNMENT TYPE VIEWS
General - = General
Rob's Office Credential Credential
. Front Door  Credential Access Profile .
Credentials Credentials

Demo Door Credential Access Profile

Access Audit Access Audit

Logs

Logs

Each of the individual doors this Cardholder\User has access to will
appear in this list. For any of the doors, click on its “Views"” icon.

This Access Audit view shows the relationship between the
cardholder and their credentials and the door selected on the
previous screen.

The insert on the bottom right of the screen allows you to see the
entire relationship tree and the slide bar at the top of this insert
can be moved to widen or narrow the main screen view.

Click “X" in the top right to close this view and return to the list of
doors.



F?\ Proxess Access Control System L - BHC R F?\ Proxess Access Control System

GERACI, ANGELO > ACCESS AUDIT GERACI, ANGELO > LOGS

DOOR CREDENTIAL NAME | ASSIGNMENT TYPE | VIEWS

General e e e e——— General
Rob’s Office Credential Credential &

Date Range

. Front Door Credential Access Profile n . ACTIONS | EVENT DATE TIME(UTC) | EVENT DATE TIME(LOCAL) | EVENT CODE SOURCE ITEN
Credentials Demo Door Credential Access Profile A5 Credentials S/12/20173:1732PM  5/12/2017 11:17:32 AM USER CREATE raci, Angel &
. 41272017 3064TPM 4/12/2017 11:06:47 AM CREDENTIAL UPDATE (Credential .
Access Audit Access Audit 4122017 23451PM  4/12/2017 103451 AM CREDENTIAL_UPDATE (Credential-70
4/10/2017 813:44PM  4/10/2017 4:13:44 PM ACCESS Real Door :08:1
Logs 4102017 813:41PM  4/10/2017 4:13:41 PM MECHANICAL KEY_ACCESS Real Door :08:1
4102017 8:1323PM  4/10/2017 41323 PM AcCcEss Real Door :08:1
4/5/2017 7:03:34 PM 4/5/2017 3:03:34 PM ACCESS Real Door :0B:1
4/52017GSSTPM 4/5/2017 255:37 PM DOUBLE_SWIPE_READER_TOGGLE_UNLOCK Real Door 08:1
4/5/2017 6:55:31 PM 4/5/2017 2:55:31 PM ¢ Real Door :08:1
4/52017 GSASSPM 4/5/2017 25455 PM DOUBLE_SWIPE_READER TOGGLE_UNLOCK Real Door 08:1
4/5/2017 2:54:50 PM ACCESS Real Door :08:1
4/5/2017 6 47572017 2 M ACCESS Real Door :08:1
A/SR01TESETTPM  4/5/2017 25417 PM ACCESS Real Door :08:1
4/52017 GS410PM  4/5/2017 25410 PM DOUBLE SWIPE_READER TOGGLE_UNLOCK Real Door 08:1
A/S/201765604PM  4/5/2017 25404 PM AcC Real Door :08:1
4/5/2017 65400PM  4/5/2017 25400 PM DOUBLE SWIPE_READER TOGGLE UNLOCK Real Door 08:1w

e
e
e
s
e
e
rd
e
4
e
e
rd
e
e
d
e

Export

For a list of all of the recorded Events for a User, click *Logs". The Log lists every stored Event from that door. This list may be
Exported as an Excel file by clicking the “Export” button at the
bottom.
This list may be scrolled and may also be searched and shortened,
by selecting a "Date Range” from the top of the page. Again, the
resulting list may be Exported by clicking the “"Export” button.
To return to the full list of Users, click “Users” at the top left.

» 3ed, click the Home icon

p\ ProxessiQ™ | ALLORGANIZATIONS -

File Window Access Admin Reporting Cloud About

USERS

Filter by + Add New User

[ | ACTIONS | LASTNAME | FIRSTNAME | MIDDLENA! | EMAIL USERNAME | ORGANIZATIONS
Borden Global
Super fake® Global
Maya baldewizm@westemtc.edu
Bartee Carl chartee@Mbcglenarden.org
Cobb. Scott scobb@eyeonis.com Global
CoreMK. SwitchTech Global
Darion KB NE dstone@kelleybros.com Global
Eamey Dexter eameyde@qvsu.edu Global
Gia MAd mgiardina@arcsgalioway.org Global
Ho Dawn dawn@getseam.com Global
Kagen vitaly vkagen@aaa-avad.com Global
GrandDad MontessoriSantemaildadm Global
Koledo Chris ckoledo@kelleybros.com Global
3 Steven Global

Manager Maintenance Global

o7
o7u
o7t
O71
o7
o7
071
07
[ORP N |
o7
o7
o771
o7
o7
071
071

McGrory James james.mcgrory@la-montessori. Global
Delete Selected Advanced Search Export Import

Ready | Operator: Administrator



Advanced Searches of Users

[.9\ ProxessiQ™ | ALLORGANIZATIONS - |

File Window Access Admin Reporting Cloud About

USERS

Filter by

Ready | Operator: Administrator

P ProcessiQ™ | ALL ORGANZATIONS

File Window Access Admin

USERS

Filter by

Repc

+ Add New User

ACTIONS

P |

0000O00O0OE0O0000000|0
AR LSRN L LR AR S
sSssssssssssssss

N

g
#
£
i

Cloud  About

Advanced Search

O | acn
a7
[olF g
o7
o s
o7
o7z
o7
o7
o7
n e

i

3
&

LAST NAME

LAST NAME

FIRST NAME

Barden

FIRST NAME

Borden
Super

Maya

Carl

Scott
SwitchTech
KB NE

Dexter

MAd

Dawn

Vitaly
GrandDad
Chris

Steven
Maintenance

James

MIDDLE NA! | EMAIL USERNAME

fake@
baldewiczm@westemtc.edu
chartee@fbcglenarden.org
scobb@eyeonis.com

dstone@kelleybros.com
eameyde@gvsu.edu
mgiardina@arcsgalioway.org
dawn@getseam.com

vkagen@aaa-avad.com

MontessoriSani  emaildadm

ckoledo@kelleybros.com

james.mcgrory@a-montessori.

Export Import

H s

USERMAME | ORGANZATIONS
Glabal
lake@
baidewicm icedu
ehartee@bxglenarden.org

scobb@eyronis.com

Dielieytiras.com

eyde@gii.echi

ORGANIZATIONS |

Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

h User

Within each User record

Must cancel "X” an Advanced Search, or the User

P Processiq™ AL ORGANIZATIONS. .

File Window Actess Admin Reporting Cloud About

USERS

Filter by Advanced Search

o

Mide
User Nasne
Email

[ Extended Opening

¥

Vakdation Pen

Bartee
Cobb
CoreMK
Darion

Eamey

000000003

menu will continue to only show those results.

Ends with

IFIRST NAME
Jorden

Super

Maya

Cant

Scott
Suntchlech
K NE

Dexter

MAd

il

AND (Exchusive)

OR (inchusive)

chartee@beglenarden.org
seobb@ryeons com

maiardinadarcsgalioway.org

dawn@getseam com



Advanced Searches of Users e v U e

P ProessiQ™ | ALt ORGANIZATIONS T x P Proessio™ | AL oRGaMzATIONS -

file Window Access Admin Reporting Cloud About File Window Access Admin Reporing Cloud About
USERS USERS

Filter by Advanced Search Filter by Advanced Search

Last Name = | | Contains - o Last Name ~ | | contains - o
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User Name

Save Advanced Search
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Department Search

Name this search for your future use and click "OK".

Your new custom search will now appear in this list, for later execution by this and other operators.

When you have completed your Search, you must click “X” to bring you back to the full list of Users, or the User
menu will continue to only show those Search results.




Advanced Searches of Users
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Advanced Search Reload

You are now returned to the full list of Users.
You may execute on that saved search again any
time, by clicking on the arrow next to its name.
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Filter by Advanced Search
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You may Export the search results to a .csv for
further manipulation and click the “X" and return to
your normal system work.
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USERS
Adding & Editing

Mobile Credentials are addressed in this section.
PHYSICAL Credentials (including cards, fobs and coin &
portrait stickers) are addressed in the previous section.



Prior to entering and delivering mobile keys to Users, consider communicating to them the expected
email they will receive and the installation process. This will result in fewer support calls and a better

user experience.

The following is an example from a Proxess customer you may use as a model. An editable copy will

be sent upon request,

From: paul.hevesy@proxess.com <paul.heves rOXess.com>
Date: Thursday, May 11, 2023 at 5:56 PM

To: Robert Schorr <rob.schorr@proxess.com>

Subject: Proxess Mobile Key Welcome Email

Dear [End User Staff & Team Members] -

This email is to inform you of our exciting new security system designed to more effectively control
access to our facilities that will allow you to use your mobile phone as your key!

Your new “key” is an app that needs to be downloaded to your phone. Our new system will leverage
Bluetooth from your phone to grant you access.

HERE ARE THE STEPS YOU WILL NEED TO FOLLOW:

STEP 1: Download the “Proxess Mobile Credential” App TODAY from the appropriate app store here:

# Download on the

@& App Store

K GET IT ON
D‘ Google Play

IMPORTANT: Once you download the app to your phone please DO NOT TAKE any further action
until you have received an email invitation from “Proxess (no reply)” to your company/personal
email.

STEP 2: Once the new security system is fully installed and programmed, you will be added to the

system as a user. As part of the process, you will receive an email invitation from “Proxess (no reply)” to

your company/personal email that looks like the image below.

You have been invited to Proxess Mobile by Proxess Texas Demo « &

° Proxess (no-reply) <no-reply@proxess.coms

Yo  sample@proxess.com

Proxess

Invitation

You have been invited 10 use Proxess Mobile by Proxess Texas Demo. Provess Moblle ensbles
users to use ther phones s access credentials,

1. Download the Proxess Mobile app from the appropriate app store.

2 D »ad on the \ GETITON
@& App Store | P Google Play

2, Once the app is installed, open the link below on your mobile device
Here ars some things to note:

* You must use this email addross 10 retriove your crodentials. If you need to use a déferent
omal address you must have the ACS administrator change your address in the systam

* The fink below ex; o5 and can only be used once.

® You must be able the ik from the mobile davice running the mobile credential

8pp for authentication to work
Don't worry, you can request a new emall 1o be seat from the 20p. If you uninstall the 3pp you
will need to request another link

—’ OPEN THIS LNK <

STEP 3: While using your mobile phone to locate the email invitation, open the Proxess (no reply) email
and scroll to the bottom of the email and tap “OPEN THIS LINK”

This will authenticate your mobile key by taking you directly to the Proxess Mobile Key app on your
phone.

That's it! In a separate communication you will receive further information on how to use your new
mobile key!

NOTE: You can also watch a How To Download Your Proxess Mobile Credential For The 1st
Time video here



https://youtu.be/8C9bGjdNJRg
https://youtu.be/8C9bGjdNJRg

P ProessiQ™ ) P Provessig™

MANAGER, FACILITIES > GENERAL MANAGER, FACILITIES > CREDENTIALS
General General
G i : Credentials

Access Audit
oo S vse Dot Event Logs

Pin Number
Emait rob schorr@gmatcom

Extended Opening

Notes

Relosd Blacklist All Credentials

Now that the new user has been created and saved, we can For this User, click *Add New Credential”.

assign a card\ credential to them. This can be done now, or As many credentials as desired may be issued to any User.
anytime in the future, by returning to their record, going to the

Users module and clicking on the edit icon for their name.

For now, click “*Credentials” to proceed.

P Processio™ B Prowessia™

MANAGER, FACILITIES > CREDENTIALS > CREDENTIAL @ MANAGER, FACILITIES > CREDENTIALS > CREDENTIAL

Not Assigned to Card Nam{ FM Mobile Credential Remata Mobile Device Enrollment | Ay - Not Assigned to Card Name: FM Mobile Credential Remote Mobile Device Enroliment | Ary
General General
- s sz . u - ansaoe [ s ) . n =
Credentials @ Credentials

Access Audit Access Audit

Event Logs Event Logs

acTions | name TYPE | TIMESCHEDULE | FRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN
W # tokeside, Soun oor Aays ] [ ] ]
W #  Engineering Department Doos Group Aays [} [ [ ] [

The Credential status screen appears. You may now assign Privileges (a.k.a. access rights) for this Mobile
You may (but do not need to) add a name for this User’s Credential, as defined in the previous section.
credential. In this case we will assign the Privilege for this credential to access
Check the box to identify it as a Mobile Credential. the Door Group Engineering Department, during the Time
Click “Save” Schedule Always and the individual Door Lakeside, South, also
during the Time Schedule Always.
When you are done, click "Save” and the mobile credential email
invitation will be delivered to the recipient.
Toggle & Lockdown views will be shown in a few pages from here.




The User will receive the automated invitation email, which displays the links (one for App and one for Android devices) to click
to download the Proxess Mobile Credential app. Tap "Open” or from the screen you place your app onto, tap on the “Proxess”

icon to open the Mobile Credential app.

aBEBExBRs p A W 9 74% 8610 PM aeEBE~Em - p W ®74% W61

< 1 w &8 @ <« W =
PRIMARY You have been invited to
= ’ Proxess Mobileby ‘s HP
Proxess, me 2 \m Laptop I s5v3
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——— Forwarded message -—— Fr...

— Proxess (no-repl n
o R o (no-reply) Jan21 a
tome v

Google / Compose 0
Help strengthen the s
Confirm vour recoverv nhone rob sch

O Proxess Mobile
Mail Meet Invitation

You have been invited to use Proxess
Mobile by Rob's HP Laptop. Proxess Mabile
enables users to use their phones as
access credentials

aEBExME M W 074% 0614 PM aEBE~xMBE M p Y 9.74% B6:14 PM
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Weather
Channel

“ Proxess Mobl‘le Visual Angry Birds 2 ThsWealher

Voicemail

Credential
Proxess

Uninstall

What's new « KN
Last updated Jan 19, 2021

Added french support

Rate this app

Tell others what you think

W W W W W

Write a review

Developer contact v

- < O O

Google TV Proxess Sync Proxess

aEExEMT M 9 74% B6:11PM

8 T 3

STEP 1

Download the Proxess Mobile app from the
appropriate app store.

Go bple App Store

STEP 2

Once the app is installed, open the link
below on your mobile device. Here are
some things to note:

« You must use this email address to
retrieve your credentials. If you need
to use a different email address you
must have the ACS administrator
change your address in the system.
The link below expires in 15 minutes
and can only be used once.

You must be able to click the link
from the mobile device running the
mobile credential app for
authentication to work.

Don't worry, you can request a new email to
be sent from the app. If you uninstall the
app you will need to request another invite.

OPEN THIS LINK

Generated: Thursday, January 21, 2021 1:40 PM |
Copyright © 2021 by Pro:

ceEEMEMm P N W 174% B6:14 PM

proxess Q ¢

4.5+ % Editors’ Choice

\\Proxess Mabile Credential

Proxess * Tools
¥ Installed

Proxess Sync
Proxess - Business
B Installed

LoxIQ™
Proxess * Tools
& Installed



The Mobile Credential app will open in “Easy Unlock” mode, where it will automatically find and display the door with the greatest signal
strength (usually the closest door as well). Tap the "Open” button for the door you wish to access and it will unlock. For the best user

experience, open your app on your approach to the door, so the app has already displayed the door and you have already tapped Open, prior to
your arrival at the door handle.

09:07 w T 08:08 wl T 08:08 o T 08:09 o T

Easy Unlock Easy Unlock Easy Unlock Easy Unlock

Lakeside, South 69%

Connecting Communicating

Finding Nearest Lock
s

Show Nearest

Select a door to pin it

Lakeside, South

08:08 ol T 08:08 ol T

Easy Unlock Easy Unlock

Lakeside, South 69%

Success

Show Nearest

Select a door to pin it

Lakeside, South




When creating a Mobile Credential, you may assign Toggle rights. In this case, the “Toggle Unlocked” and "Toggle Locked” buttons will display.
Toggled locks remain Unlocked (no credential required to enter) until either Toggled Locked or until the next Time Schedule occurs requiring the
lock to be in the locked (valid credential required to enter) state.

08:397 ol T 5 08:39 ol T 08:39 ol T

Easy Unlock Easy Unlock Easy Unlock

Lakeside, South 88% Lakeside, South 51% Lakeside, South 58%

Door is unlocked

When toggled into the Unlocked
mode, the mobile credential will
not display the "Open” button.

Once the lock is toggled back to

the Locked mode the “Open” '}oggne Locked ) (Fosgl Uniccked.
< P < 4

button will again display.

Show Nearest Show Nearest
Select a door to pin it Show Nearest Select a door to pin it

Select a door to pin it

Lakeside, South Lakeside, South

Lakeside, South

When creating a Mobile Credential, you may assign Lockdown rights. In this case, the “Enter Lockdown"” and “Exit Lockdown” buttons will display.
You can also assign normal, Toggle and Lockdown rights on the same Mobile Credential (see image to the right).

08:40 ol T 08:41 w T 08:41 ol T

Easy Unlock = Easy Unlock Easy Unlock Easy Unlock

Lakeside, South &0% Lakeside, South 48% Lakeside, South

EZ Cylindrical 75%

( Enter L

)  Exit Lockdown |

When the lockset has entered
the Lockdown mode, a note in Sz T
red will display. Once removed e ortapint —
from the Lockdown mode the Lakeside, South

note will be removed.




By default, the Mobile Credential will open in the “Easy Unlock” mode. In this mode, the app will automatically locate and
display the door with the greatest signal strength... Tap the hamburgericon in the top left to being up the mode menu.

Click on the “"Access” mode and all of the Organizations that you have rights for access will be listed. Tap on the organization

you want to see your rights for.

Your credential name will display, along with the list of doors that you have access to. For applications allowing temporary
offline operation, there is a 5-minute check-in requirement for the mobile credential to get online to reverify its rights and the
countdown is shown in green text. When the credential rights expire a note in red appears "“Invalid (Needs to be refreshed)”.
Bring the phone online (via WiFi or a mobile network) and the rights will be renewed for five (5) more minutes. Click the

hamburger icon to return to the Easy Unlock operation.

Easy Unlock

Lakeside, South 69%

0 pin it

Lakeside, South

T

08:10
Easy Unlock

Access

Version: 22

Logged in as:
rab.schorr@proxess.com to

https:{jpmes.azurewebsites.net

wl

08:10

QOrganizations

08:10

Access

Back

Rob's HP Laptop

Credentials

09:41 ol T 08:10. ol T
Access Easy Unlock

Access
Back

Rob's HP Laptop

Credentials

Doors

Lakeside, South

Version: 22

Logged in as:
rab.schorr@proxess.com to
https:{jpmes.azurewebsites.net




USERS
Spreadsheet Adding & Editing

How to MASS-Add and edit Users & Credentials
using a .csv spreadsheet

N



Mass Adding and Editing Users, using a .csv spreadsheet

P\ ProxessiQ™ AL DRGANIZATIONS. -

Window  Actess

USERS

Filter by

J00DDD0D000ODOD0O0ODODODOO|I0
SARARLL L L L LA R NY
rssoscssasSssaaas

Admin Reporting Cloud About

Nelly

SanClemente Chikdish1 Childesh? Child

: card entry, deletion or changes.

For reference, these are the overall views of all the fields that can be imported & exported
and we will enlarge them and explain each field on the following pages.

Import List snapshot:

To make mass User additions, changes or deletions, no program is
simpler or more flexible than Microsoft Excel or Google Sheets.

Proxess can import a .csv formatted file from those programs or

swaaich _ Notes, etc., with an unlimited number of Users entered, for mass-

We will now explain to columns of detail that can be added, their
format requirements and how to perform the imports and exports.

B c D E F G H I J K L M N o P Q R s T u N
1 |Externalld FirstName LastName MiddleName UserName Email PinCode ExtendedOpening Notes  OrganizationGuid ShareWithChildrenOrgs CredentialName CredentialActivationDateTime Credenti DateTime E ileCredential Profilelist redential Pr mber CredentialStatus BlockListiRemovel ForceUpdate ImportStatus
2 Angelica  Altadena 00000000-0000-000¢ FALSE Tom Mobile|Tom Lockdown 5/18/2023 0:00 5/18/2026 0:00 TRUE Bldgl | Principal . Other FALSE ReadyForlmport
3 Johnathan Fitzpatrick FALSE 00000000-0000-000¢ FALSE John Fob|John Mobile 5/18/2023 0:00 5/18/2026 0:00 TRUE Frosh Dorm|Gym| Bio Other FALSE FALSE  FALSE  ReadyForimport
4 Johnathan Weismuller FALSE 00000000-0000-000( FALSE Credential 5/18/2023 0:00 5/18/2026 0:00 TRUE Other FALSE FALSE  FALSE  ReadyForlmport
s Claudia  Caudillo FALSE 00000000-0000-000¢ FALSE Credential 5/18/2023 0:00 5/18/2026 0:00 TRUE Other FALSE FALSE  FALSE  ReadyForlmport
6 Lorena  Veracruz FALSE 00000000-0000-000¢ FALSE Credential 5/18/2023 0:00 5/18/2026 0:00 TRUE Other FALSE FALSE  FALSE  ReadyForimport
7 Violet Morrison FALSE 00000000-0000-000( FALSE Credential 01/01/0001 00:00:00 01/01/0001 00:00:00 FALSE Other FALSE FALSE  FALSE  ReadyForlmport
8
9
Multi Column csv Import Templat @ K 1Dl
Ready 3 Accessibility: Unavailable [ Display Settings B m -—a—+ 10
Export List snapshot:
A 8 c D E F G H 1 J K
1 [Edernalld  JtastName FirstName Middle Name Email Username Organizations Notes  PinCode ExtendedOpening ﬁ
2 124 Borden Global FALSE
3 Admin  Super fake® Global FALSE
4 |684fldca-a3cO-cAltadena  Angelica tadenala@hp.com Global FALSE
s Ba Maya baldewiczm@westerntc.edu Global FALSE
6 Bartee  Carl chartee@fheglenarden.org Global FALSE
7 |368c6807-55d9-Caudillo  Claudia claudia.caudillo@gmail.com Global FALSE
8 Cobb Scott scobb@eyeonis.com Global FALSE
9 CoreMK  SwitchTech Global FALSE ]

Users_2024-05-04-075234 ® [«

]




Mass Adding/Importing and Editing Users, using a .csv spreadsheet

Import List snapshot (Page 1 of 3):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B C D E F G H | 1 K
Extended Organiza ShareWith
Externalld FirstName LastMame MiddleName UserMame Email PinCode Opening Motes tionGuid ChildrenOrgs

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User’s existing ExternallD
must be included here for subsequent data imports.

FirstName: No minimum or maximum characters
LastName: No minimum or maximum characters

MiddleName: No minimum or maximum characters May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.)

UserName: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.).

Email: No minimum or maximum characters. This is the email that will receive Notifications and Mobile Keys
PinCode: Not currently used
ExtendedOpening: Enter "TRUE" if this credential-holder will receive the extra time to open the door and "FALSE” is they won't.

Notes: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.)

OrganizationGuid: Not required to be entered by the end user. Will otherwise be automatically assigned by the system, uniquely
for each the “Global” and “Child” Organizations. This is a unique identifier and may not be changed, or the credential will not be
added correctly and may be unusable. The User’s existing OrganizationGuid must be included here for subsequent data imports.
“Organizations” is a separately licensed feature.

ShareWithChildrenOrgs: Enter “TRUE" if this credential may be seen and managed by Operators of downstream/Child
Organizations.



Mass Adding/Importing and Editing Users, using a .csv spreadsheet

Import List snapshot (Page 2 of 3):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

L M N o P Q R 5 T U v
Credential CredentialActivation CredentialExpiration EnableMobile Access Credential Credential BlockList Remove Force
Name DateTime DateTime Credential ProfileListl PrintedMumber Status Credential User Update ImportStatus
Tom Mabile 5/18/2023 0:00 5/18/2026 0:00 TRUE Bldgl Other FALSE FALSE FALSE ReadyForlmport

CredentialName: Not required to be entered by the end user. Especially when multiple credentials are issued to a User,
individually naming each credential allows for more obvious and quicker recognition and sorting in the Event Logs. Especially
important where there may be multiple credentials delivered to a single room/dorm/household. No minimum or maximum
characters

CredentialActivationDateTime: The day & time this credential will begin to operate on its doors. This format must be followed
precisely for the date and time (Military format: hours:minutes)

CredentialExpirationDateTime: The day & time this credential will cease operating on its doors and will need to be re-encoded
on an ENR enrollment reader in order to begin working on doors again. This format must be followed precisely for the date and
time (Military format: hours:minutes)

EnableMobileCredential: Enter "TRUE" if this credential will be a mobile key (mobile phone credential). Otherwise enter
“FALSE", or leave it blank.

AccessProfileLista: Enter all the APs (Access Profiles) for this credential. Separate each AP with a “|” (e.g. “Building
Amenities|Athletic Center”). A maximum of 12 Aps can be entered into this cell and thus applied to a single credential, for a
maximum of 12 total privileges (which is the maximum number of Direct Privileges [a combination of Doors & Door Groups] that
a single credential may have).

CredentialPrintedNumber: The number printed on the physical credential. This is purely a visual reference and for easier look up
and in the future will be used for using 3™ part credentials.

CredentialStatus: Enter Active, Returned, Damaged, Lost, Deactivated, Other. Leave it blank for no change to be made to the
database.

BlocklistCredential: Enter “TRUE" if this credential must be denied and never allowed access, until an Admin resets it.
RemoveUser: Enter "TRUE" is this User is to be deleted from the database & not just deactivated. Enter "FALSE” otherwise.

ForceUpdate: Enter “TRUE" if there are changes to the User that you are certain you wish to have update the existing database
cord...Otherwise, enter "FALSE". If there is an existing Credential for the User, the User will be removed from the search list,
heir credential will remain in the Credential menu until it is deleted. Then the credential and user will both be gone.

atus: Enter “Readyforlmport” if this User may be added or updated at this time. Otherwise, if, for instance, their rights
ing determined, enter “FALSE".



Mass Exporting of Users, using a .csv spreadsheet

Export List snapshot (Page 1 of 1):

For reference, these are the overall views of all the fields that will be exported.

Once you download it and open it with Excel or Sheets, you may make your global changes

Do not make any additional user additions in the software until you have made changes to this export and
have then re-imported it.

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B C D E F G H | ]
|ExternaLId _ILast Mame FirstName Middle Name Email Username Organizations Notes PinCode ExtendedOpening
684fldca-a3c0-¢Altadena  Angelica tadena[a@he.com _ Global FALSE
368c6807-55d9-: Caudillo Claudia claudia.caudillo@gmail.com Global FALSE

ExternallD: This field will automatically be assigned by the system —if it was not already entered by the customer. This is a
unique identifier and may Not be changed, or the next time it is imported, it will be treated as a second/additional user entry.
Thus, the User’s existing ExternallD must be included here for subsequent data imports.

FirstName: No minimum or maximum characters
LastName: No minimum or maximum characters

MiddleName: No minimum or maximum characters May be used for “"Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.)

Email: No minimum or maximum characters. This is the email that will receive Notifications and Mobile Keys

UserName: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.).

Organizations: Multiple Organizations can be entered here, using the

\\|II

character (e.g. Global|Building 1).

Notes: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.)

PinCode: Not currently used
ExtendedOpening: Enter "TRUE" if this credential-holder will receive the extra time to open the door and "FALSE” is they won't.

Note: When using sortable fields, you may sort by the group you wish to make a field change to and then copy & paste that parameter
change to just the credentials in that group. Then you may re-import this spreadsheet.



How to make mass changes to the rights for a User Group:

* Instant Holiday calendar addition: Give Holiday access to only the group you
want to keep allowing access to. Extend the Holiday for as long as desired.

* Instant Access Profile change: Delete a "Door Group A” from the AP, which
the Users you want to exclude have access to. Leave a duplicate "Door
Group B” which only the Admin team have access to. Add "Door Group A"
when the event is over.

* Export & Import spreadsheet: Export all users of a particular group (e.g.
Admin, Leadership, Teachers, Coaches, HS Teachers, Staff, Contractors),
using a custom field (e.g. MN, UN, Notes). Change their AP according to
their updated rights/restrictions(e.g. Days, Doors, MK operation) & re-

import the file.



USERS

Encoding & Wiping Cards/Fobs/
Wristbands/Stickers

with the ProxesslQ™ Software



Encoding Physical Credentials using the ProxesslQ™ Software

¢ P 2
Time Schedules  Access Profiles Controllers

A credential (card, keyfob, sticker, watchband) must first be
created in the software and then it can be encoded with the
software, by plugging a n Enroliment Reader (ENR) into a USB port
(USB 3.0is optimal) the local PC that the client software is installed
on. Note that the enrollment reader will not work on a virtual
client.

=] Ez

Notifications Organizations

Go to the Users menu.

Add a User and then add a Credential (as shown in a prior section).

Assign the rights to be assigned to that credential and click “Save”.

The “"Write to Card” button will become illuminated, enabling the encoding process.

MORRISON, VIOLET > CREDENTIALS > CREDENTIAL

Not Assigned to Card Name: Violet's Card
General

Credentials
Access Audit

Event Logs

DULE | FIRSTPERSONIM | TOGGLE | PASS THROUGH | LOCKDOWN



NOTES for SUCCESSFUL CREDENTIAL ENCODING, READING & DELETING

* Ensure the enrollment reader (ENR) is connected to a USB 3.0 (preferably) port on the
administrator computer.

* Always keep credentials 6” away from the ENR until you are ready to place one on the
ENR (the ENR will try to read credentials that are close).

* Then, immediately place and hold the credential on the ENR until the read or encode or
wipe (delete) sequence is complete. Waiting to place a credential will result in a time-out
error on the software.

* Then, immediately remove the credential from the ENR.

B Prowessia™ ALL ORGANIZATIONS
file ess Admin Reporting Cloud About
MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

ed to Card Name: Violet's Card Remote Mobile Device Enrollment Any

General
Credentials

Access Audit

Event Logs

FIRST PERSON IN | TOGGLE | PASS THROUGH | LOCKDOWN

* If you are certain the credential (card/keyfob/sticker/watch) to S —
encode has not already been encoded, then click on “"Write to re e admin opoig Coud A
Card”

* Immediately place and hold the credential on the ENR until the
blue LED appears and the screen to the right appears

* This shows the credential has been encoded with the rights shown
and to card number shown.

* Remove the card from the ENR.

* You may now use the card on all of the doors that it has

programmed for, during the allowed days and times.

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

General
Credentials
Access Audit

Event Logs

Revalidation Date: 2/9/2027

TOGGLE | PASSTHROUGH | LoCKDOWN




Verifying and Deleting (Wipe) a Credential

Y p——

fle Window Access Admin Reporting Coud About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD
Stamped Id: 0000000000071753 Name: Violet's Card
General

% 959 PM
Credentials

Access Audit
Event Logs

To Wipe/Delete a credential, or if you are uncertain if the credential (card/keyfob/sticker/watch) to encode has already been encoded:
* Place and hold the credential on the ENR until the blue LED appears and the above pop-up window appears.

* Remove the card from the ENR.

* Inthis case, this card has been encoded with Violet's rights.

* Click "Wipe and Deactivate”

* Immediately place the card on the ENR until it Beeps and the LED turns green.

IALS > VIOLET'S CARD IALS > VIOLET'S CARD
Stamped Id: 0000000000071753 Name: Violet's Card 3 Stamped id: 0D000000D0GTTTSI Name: Violet's Card

200 A 400025 115955 Pt - 40 ™~ 473072025 115959 P

CTIoNS TYPE | TBMESOMEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

P ProessQ™ | Al oRaanzATIONS

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WitetoCardSave.

Not Assigned to Card Name: Violet's Card Remote Mobile Device Enrollment | Any

General

Credentials

Access Audit

ACTIONS | NAME | ORGANIZATIONS

Event Logs

acnons | Name TYPE | TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | Pass THROUGH | Locxpown




Verifying and Deleting (Wipe) a Credential

P ProessiQ™ | A oRGANZATIONS

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD Writeto Card Saver

Remote Mobile Device Enroliment | Any
General

Credentials

Access Audit
Euest Lo T When the screen is next refreshed, it will note that this user is
“Not Assigned to Card”.

acnons | nawe T r—
mes

Better Practice to Delete (Wipe) Rights from a Credential

P ProessQ™ ALL ORGANZATIONS - aBQE . P ProessQ™ ALL ORGAMZATIONS - =& 0B 06

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WieoCud | Swve MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD Weke 1o Card

Stamped Id: 0000000000071753 Name: Violet's Card Revalidation Date: 2/11/2027 Stamped Id: 0000000000071753 Name: Violet's Card Revalidation Date: 2/11/2027

General General

4072 Y 1 ‘ . 43072024 120000 A 3 . 115959 P

Credentials l Credentials

Access Audit Access Audit

il RO Do MW.(.,.-.

It is always better to first delete the rights for a credential, by clicking on the Trash Can icons, leaving the
credential with no rights.

If the card is ever presented at an online reader, it will automatically be updated to have No door entry rights
and will not be allowed into the door.

Note: If further action is desired, it is best Not to just delete a credential....First, Wipe the credential on an enrollment
reader, or delete its Privileges/rights and have it presented to an online controller’s reader, which will have its rights wiped.
Note: It is also a best practice to have each card’s Validation be configured to as few days as possible, ensuring that even if a
rouge credential is presented to an offline lock, it will be rejected.

Note: If there no online doors, then check the Blocklist box for the credential and the Proxess Sync app must be presented
to each offline lock that they had the rights to.




ALL ORGANIZATIONS -

dting Cloud  About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

Not Assigned to Card Name: Violet's Card
General

- 000 Aba
Credentials

Access Audit

ACTIONS | NAME | ORGANIZATIONS

Event Logs

* If you are uncertain if the credential (card/keyfob/sticker/watch) to encode has
already been encoded, then first place and hold the credential on the ENR
until the blue LED appears and the above pop-up window appears.

* Remove the card from the ENR.

* Inthis case, this card is not assigned to anyone

* You may now click "Write to Card” and place the card on the enroliment
reader to encode it, resulting in the below screen, showing its success.

P Proessig™ AL ORGANZATIONS. -

file Window Access Admin Reporting Cloud About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WitetoCard  Save
Stamped Id: 0000000000071753 Name: Violet's Card Ren

General
. 072024 120090 A x s9599M

Credentials

Access Audit [ —

Event Logs




Another way to Encode a Card

You may choose to first enter Users in the system and then select an un-
encoded Credential to encode under that User, Remember that a User is
typically a person and a several Credentials can be assigned to each User.

Time Schedules  AccessProfiles  Controllers

=] =

Notifications Organizatians

From any screen in the system, take an unencoded card and place it on Select a User’s name that you have already entered into
to the ENR. The light will turn blue and the pop-up window will appear. the system and click "Assign New Credential”.

MORRISON, VIOLET > CREDENTIALS > NEW CREDENTIAL MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY

Mat Assigned to Card Nan| Not Assigned to Card Nama: Violet's Mobile Key

General General

Credentials " . Credentials
Access Audit Access Audit

Event Logs. Event Logs.

ACTIONS | NAME | TVPE | TMMESCHEDULE | FIRST PERSON M | TOGGLE | pass THROUGH | LOCKDOWN

Ready | Opesaton; Admisiraice | Cloud fssue: Bad crodeenil for “VicletharnsontScience Degartments” - Vicke's Mobe Key |03 [ 1

The Add New Credential window opens. Enter the information for their new credential (a mobile
Optionally add a Name for it, in this case check phone key in this case) and add their access rights as
the “"Mobile Credential” box and click “Save”. described in previous sections.



MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY

Mot Assigned to Card Nama: Not Assigned to Card Nama: Violet's Mobile Ramats Mabile Davics En

General General

Credentials Credentials
Access Audit

Event Logs

Access Audit

Event Logs

ACTIONS | NAME | TYPR | TIMESCHEDULS | FIRSTPERSONN | TOSGLE | PASS THROUGH | LOCKDOWN

Heady | Opecator: Acdministrat | Clnad s Bad crodemtil for “Vialethanison(Science Depautment)” - Viok's Mobile Key (@ [ 4] Reay | penstor Admnistratos | Clna e, B crodeiol b “Vicleibicarion{Scsence Deparimenty - Vioet's Mobie by | @[ #

Enter the information for their new credential (a mobile Select their Door and Door Group Privileges. Remember
phone key in this case) and add their access rights as to keep all credentials away from the ENR until this
described in previous sections. point. Now click "Save” and then click “Write to Card”.

MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY Wit Cad  Save

Stam| Id: 0OD000OBO0TITSI olet's il Revalidation Date: 2/12/2027
General

Credentials
Access Audit

Event Logs

TIMESCHEDULE | FIRST PERSOMIN | TOGGLE | PASS THROUGH

e ey g O e e e P

Promptly place and hold a credential on the ENR (enrollment
reader) until it beeps and it will have been encoded.



Pop-Out Window: Another way to Encode a Card

PP Prowssiq™ | ALL ORGAMZATIONS
Fle Window Access Admin Repoting Cloud About

USERS

Filter by

AR LA LA L AL AL AR RS
SSsssssSSsSsSa8SSS

P P~ | L onoaancss
Dle Mdow Accas Admin. Reporing Goud About

USERS

Filter by

O00D0O0O00ODO0OO0ODOOO0ODB|0D
AR L L ALY

i
|

Using the Pop-out window is an easy way to enroll/fencode multiple credentials, after their User names have been added.
From any screen, place an unencoded/blank credential on the ENR (enrollment reader) and then click “Pop Out”.
You will now have a separate window for encoding credentials. Click *Assign New Credential” and select the User from the drop-down list.

ProwessiQ™ | ALL CRGANIATIONS -
e Window Access Adin Repoding Clowd  Aboul

MORRISON, VIOLET > CREDENTIALS > NEW CREDENTIAL

Nat Assigned to Card Name: Credential Remote Mobile Device Enrollment | sey

General

: —— T
Credentials

Access Audit
Event Logs

A New Credential window for the selected User will open.

[y p——
e Window Access Admin  Reporting Ooud  About

MORRISON, VIOLET > CREDENTIALS > MEW CARD FOR VIOLET

Nat Assigned to Card Man - New Card for Vialet Remate Mabile Device Enraliment -,. .
General -

Credentials

Event Logs

wu FIRST PERSONM | TOGGLE | MASS THROUGH | Lookoows

Create a name for and add access rights for the
credential, click “Save” and the click “Write to Card”
and the card information will display.

This credentialis nat assigned 1o anyone.
LT —_——
—

Selex. ign this credential 10

.‘ S—paT

Create & new user 1o assign the
credential 1o

Create New User

Place the next
blank/ unencoded
credential on the
ENR and repeat
the process..




USERS

Encoding & Wiping Cards/Fobs/
Wristbands/Stickers

with the ProxessSync app

N



Encoding Physical Credentials using the Proxess Sync app

ALL ORGANIZATIONS

Admin Reporting Coud  About

B & pin 2

Credentials Time Schedules  Access Profiles Controllers

Any card that has been created in the software can be encoded in
= the field by any allowed Mobile Device (see this section in this
iy (PR manual) with the Proxess Sync app.

Go to the Users menu.

Add a User and then add a Credential (as shown in a prior section).

Assign the rights to be assigned to that credential.

Select a Mobile Device (or All of them) that will be allowed to create or edit this card.

P ProessiQ | ALORGANZATONS

file Window Access Admin Reporting Coud About dmin Reporting Cloud  About

MORRISON, VIOLET > GENERAL MORRISON, VIOLET > CREDENTIALS > CREDENTIAL

Mot Assigned to Card Name: Violet's Card
General General

\0/2024 120000 Ak

Credentials
Access Audit
ACTIONS | NAME | ORGANGATIONS

Event Logs

FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN



Encoding Physical Credentials using the Proxess Sync app

Fh Open the Proxess Sync app on your phone
- Plug an Enrollment Reader (ENR) into a power source: A wall plug, a USB (A
or C) port of a PC, or your phone or tablet (Android and iPhone 15 and above)

Tap the Menu (*Hamburger”) Tap “Card Encoder” and make sure the Enrollment Reader (ENR) is Once bound to an ENR, the
icon. within 12" for the initial connection. The screen will state that it is screen will state it is ready for
looking for the ENR. Once connected, the ENR can be up to 20’ away. a credential to be presented.

Tap the “Create” button and a list of all Credentials that this Place the card on the face of the The blue LED shows the card is
operator is allowed to encode is presented. Tap on the ENR for the entire enrolment being encoded to that User’s
e whose credential you will encode and you will be process, until the LED turns green.  Credential. Please Remove the
ed to place the credential on the ENR. card from the ENR.



Verifying & Wiping Physical Credentials using the Proxess Sync app

To Verify a credential or to see who a credential belongs to, Click The credential information,
on the “Info” button. Then place a card onto the reader surface. including any stored photo of the
The blue LED shows the card is being read and/or written to. User, will appear. Please Remove

the credential from the reader.

To Wipe & Delete a credential, Click on the “Wipe” button. Then The screen will state that the
place a card onto the reader surface. The blue LED shows the card credential has been successfully
is being read and/or written to. wiped. Please Remove the
credential from the reader.



CALENDARS




F@ Proxess Access Control System

— P Proxess Access Control System
m.l ﬁ ﬁ Q/ @ CALENDARS
Users Door Groups Time Schedules @ R R &)
Q

2017 > Weekday Weekend Holiday Partial Day
-—
n
.

Maobile Devices Settings Event Logs

Fls|s [m[v |w|r e s [s |m|v |w|r [e]|s|s |m|r
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15 16 77 18 19 20 2122 23 24 25 26 27 28 29 0
19 20 21 22 23 24 2526 27 28
20 2122 23 24 2526 27 28 29 30 N
1819 20 21 22 23 24 25 26 27 28 29 0
2425 26 2128 29 30 N

2 d W
System Operator
Controllers System Operator  Roles

20 212223 2425 26 27 28 9 30

1 1920 21 2 23 24 25 26 27 28 29 30 N
23 24 25 26 21 28 29 30 3

120 21 2223 24 25 26 27 28 29 30

7 18 19 20 2122 23 24 25 26 27 28 29 30

2122 23 24 2526 27 28 29 30

2 N~ OR e 3E e 2
3 8% 330 IYaaE s

120 21 22 23 24 25 26 27 28 29 30 3

Click the icon for the “Calendars” module. Calendars are where you The Default calendar will appear, if this is a new system. Since a
add traditional Holidays and other specialty days. Specialty days customer may have multiple locations, with each location abiding
can be planned in advance (e.g. weddings at a church, sports by different calendars, you may create multiple Calendars and
games at a school), or added on-demand (e.g. weather related apply a different Calendar to each lockset and door. Click the
event). dropdown arrow to select a Calendar to view and the edit icon to
do so. At this time click “+” to create a new Calendar.
—> P Proxess Access Control System

CALENDARS

Sumemer School

Weekday Weekend Holday Partial Day

Calendar

s m|[r|wir e s |s M|t |w|r|Fis|s m|r

Calendar Name 16 17 18 19 20 2122 23 24 25 26 27 28 28 30 N
1223 4252 77 8

122 23 24 25 26 27 28 29 30 3

119 20 212223 24 25 26 27 28 29 30
2425 26 21 28 29 20 N
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Notes
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2223 242526 27 28 29 30

ol fa i w w [
SR a8 8 e eR B el
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December
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120 2122232425 26 27 28 29 30 N

ter the name for the new Calendar. This is the name that will The Calendar you just created appears. To begin adding days for a
ar in all the Doors selection screens. The External ID is Door to operate\function differently than normal\programmed,
and is an alternate reference that the customer may have. click on any day for the current year that is displayed (2017 in this
her notes you may have. Click “Apply” to continue. case). To add a Calendar Event, Double-click on any day.




Calendar Event

The page to create a new Calendar Event appears. Enter the Event
Name you want along with any optional clarification Notes. Select
the Start and End days and times for this special Door operation to

occur and click “"Apply” to save this new event.
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e Holiday\Event detail appears at the bottom of the Calendar.
it the Event, Double-click on the green highlighted date.

S —

CALENDARS
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The new Holiday\Event now appears, highlighted in green. Note

that a Holiday is the most common type of Event and is therefore
the term used in the software and the two words are equal to this

program. To view the detail of this Holiday\Event click on the
green highlighted date.

Calendar Event

Event Nome:

Start

. _

End
Day: | September 2017 | Day: | September 20
- Time:

Delete

You can now make adjustments to the Holiday, or click "Cancel” to

return to the previous screen and then click the Home icon on the

top taskbar to return to the Home Screen \ Dashboard.



USER INTERFACE
FLEXIBILITY




Fa‘ Proxess Access Control System

Door Groups

2 >

Controllers Roles

Ready | Operator: rschorr

System Operator

Time Schedules Access Profiles

0 = =

Mobile Devices Settings Event Logs

The Dashboard \ Home Screen\ User Interface may be

customized in several ways. First, you may click-and-drag any
module to another part of the screen, thus rearranging the

module icons.

Fs‘ Proxess Access Control System
File Window Access Admin Reporting About

&Y

Time Schedules

. w;
; System

Controllers Roles

Mobile Devices Settings Event Logs

F& Proxess Access Control System

a7

Time Schedules

2 Q B

Mabile Devices Settings

Controllers

Event Logs

Doadti | Nt b

By clicking on the icon highlighted on the top taskbar...

F;‘ Proxess Access Control System

File Access Admin Reporting About

Theme | Dark ‘

[*] i

Time Schedules Door Groups

2 w0 5 =

System
Controllers System Operator  Roles Mobile Devices Settings Event Logs

Readv | Operator: rschorr

F

Click on the “"Window" button, highlight “Theme” and then click on
“Light".




Fﬁ ProxesslQ™

Cntrl+Shift+D

Calendars

Cntrl+Shift+Y

Ready | Operator: Administrator

Cntrl+Shift+G

MR

Door Groups

1A

—da=
Controllers

Cntrl+Shift+B

—
=i
Settings

Cntrl+Shift+S

Cntrl+Shift+A

7

Access Profiles

a

Mobile Devices

Cntrl+Shift+M

Cntrl+Shift+T

Y

Time Schedules

Io

Credentials

Cntrl+Shift+C

Cntrl+Shift+R

System Operator
Roles

3

Mobile
Credentials

Cntrl+Shift+l

Cntrl+Shift+O

F 3

System Operator

Cntrl+Shift+E

Audits/Events

=]

Notifications

Cntrl+Shift+N  Cntrl+Shift+G

From anywhere within the ProxesslQ program, the above shortcuts may be used to jump into that menu.




Proxess Access Control System

System Operators Control+Shift+O

ZZontrol System P Proxess Access Control System
dmin Reporting About | File Window Acce

"~ Control+Shift+D

ﬁ‘\ Proxess Access Control System =N B> ® -0 x
File Window Access Admin Reporting About

File  Windc eporting About |File Window Access Admi

Doors )ashbo Logs Control+Shift+[
boatd Door Groups  Control+Shift+G T

System Operator Roles Control+Shift+R

Users Control+Shift+ U

Calendars Control+Shift+C Mobile Devices Control+Shift+M e
Time Schedules Control+Shifts T Settings Control+Shift+S
i o :"m(-lm SN Controller Firmware  Control+Shift+M
@ N Controllers Timd
Time Schedules Door Groups Access Profiles
LM
w | O B
System Operator
Controllers System Operator J Roles Mobile Devices Settings Event Logs
Ready | Operator: rschorr n—p,
The screen background is now changed to white and will remain As an alternate to using the module icons on the Dashboard, the file

so throughout the system until the background is changed back shortcut menu can be used to quickly navigate from and to any
to “Dark”. other module with a single click.

P\ Proxess Access Control System ' ﬁ Proxess Access Control System
Eile Window Access Admin Reporting About Eile Window Access Admin Reporting About

Dashboard
DOORS
Filter by + Add New Door Search Door o
> [0 ACTIONS  NAME LOCATION | TYPE | LAST UPDATE CREATED [ éi/ Aﬁ.
0O # W AdamsTest Door DATA's Office  Offiine 2017 604115 PM  2/20/2017 6:04:33PM O =
Online : g ’
I LI 5 W Soss) oo e oA e fOM Time Schedules  [iDoOr Grotps Access Profiles
Offline O # W DpemoDoor Demo Location Offine  2/6/201
O & @ oemoboor2 Demo Location Offline
v O # W FontDoor DATA's Office O -
O # W LockWith Rolled Keys #1 DATA's Office Offfine  4/20 A ' D |E
O # W LockWith Rolled Keys #2 DATA's Office  Offline 4 —dh- ()
o System Operator
O 7 W Miesoemo DATAS OMcH s Controllers System Operator J Roles Mobile Devices Event Logs
O # W Mike'sToggle Lock Demo Location Offline 4
O # W RealDoor8:iE DATA's Office  Offline
O # W RrealDoor:17:28:1 DATA's Office  Offline
O # W RealDoor:17:2812 DATA's Office  Offline
O # W Rovsoffice Richmond  Offline
O # W serverRoom DATA's Office  Offline
O # W Teyiodemo DATA's Office  Offiine
<f'l # M Tom'sOffice DATA's Office__Offline
‘m Advanced Search Reload Export
Ready | Operator: rschorr Ready | Opesator: rschorr F
. . . . H w H "
lome icon is used from any screen in the system to bring you From any screen in the system, you can shortcut to the Settings

he Dashboard \ Home Screen. module with a click on the icon shown in the top taskbar.



ph Proxess Access Control System

SETTINGS > DOOR DEFAULTS )
Right

General Smlngrs . |E C@k

Event Logs Mobile Devices Time Schedules Access Profiles

Door Defaults

pen Extended

3 = 2  afm
System Operator
Roles System Operator  Calendars Controllers Door Groups Settings

Advanced Settings

Audit O ite Policy:

Time llluminiated:

e : F—
The “Settings” module opens. Now return to the Home Screen \ Right-click on a module icon.

Dashboard.

F“ Proxess Access Control System

Remove from Dashboard
Open in new window 6 |E @
=] = Y | Y
System Operator

Event Logs Time Schedules Access Profiles Roles

Event Logs Mobile Devices Time Schedules Access Profiles

S = g afn = 3 =] 2 afa %

k-

System Operator
System Operator  Calendars Controllers Door Groups Settings

Roles System Operator Controllers Door Groups Settings

Ready | Operator: rschorr Ready | Operator: rschomr

ay “Remove” the icon from the Dashboard or openiitin a Click on “Access” in the top menu.
dow (Is this working right?).




P Proxess Access Control System PP Proxess Access Control System

O

w; %
System Operator Controller
Roles

Settings Firmware

Time Schedules System Operator

1]

~sh—

Controllers

These are the module icons that appear when you click on
“Access”.

F@' Proxess Access Control System

>

E aw [ & g

System
Rales

Event Logs Users Doors Event Logs Time Schedules Access Profiles

¥ 3 2 [ 5 0

System Operator Controllers Door Groups Settings Mobile Devices

These are the module icons that appear when you click on
“Dashboard”.




F;‘\ Proxess Access Control System

SETTINGS > DOOR DEFAULTS

Door Defaults

top taskbar

Eile Window Access Admin Reporting About

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:
First Person In:

Lock Mode: Storeroom Mode

Lock Mode: US/Mountain

Advanced Settings

Audit Overwrite Policy: Circular

Failure Condition: Fail Safe

Supervision:
Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time Nluminiated:

Time Extinguished:

From any screen in the system, click on the icon shown in the

M Proxess Access Control System

Eile Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

Door Defaults

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:

First Person In:
Lock Mode: Storeroom Mode
Lock Mode: US/Mountain
Advanced Settings

Audit Overwrite Policy: Circular
Failure Condition: Fail Safe
Supervision:

Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time llluminiated:

Time Extinguished:

Name:

Userame:
Emait:
Blocked:
Blacklist:
Notes:
Activation:

Expiration:

Stamped Id:

LR BNC N

USB Device

Robert Alan Schorr
RobertASchorr
rob.schorr@yahoo.com
False

False

5/11/2017
5/11/2018
0000000000070261

Edit Credential

Wipe and Deactivate

The most recent credential that was placed on the enrollment

reader will pop-up.



USING the
ENROLLMENT READER within
Proxess|Q™

N



The Pop-up Window

ﬁ\ Proxess Access Control System At >
file Window Access Admin Reporting About =) USB Device

"5\ Proxess Access Control System

& B
0 ! =
Mobile Devices Settings Event Logs
Controllers
Place a new —
_ card on the Thi
Go to any screen in el IS pop-up
the software reader window

appears

Ready | Operator: rschorr Ready | Operator: rschorr

L - E S
= USB Device

The pop-up window presents several options for the
operator.

The operator may click the “Pop out” button, which will
undock this window from the main ProxesslQ™
e application. It may then be dragged anywhere on the
desktop, so that the user can continue programming
other screens in the ProxesslQ™ system and return
their focus to the new card when they are ready.

At that time, the operator may leave the card on the
enrollment reader and proceed with the process of
creating or assigning this card.




Assign a Credential to an Existing User

f o
=») USB Device

Create New User

The Operator may assign the credential that is currently on the enrollment reader to an Existing User.

First, click on the drop-down arrow and then select an existing user\cardholder from the list. You may
scroll down the list using the scroll bar, or begin typing letters of their name which will bring up all the
matching results as you type. Select the desired name and then click on the “Assign New Credential”
button to complete the task.

NOTE: Users may have more than one credential. The user selected may have only their information
entered and this may have been the first credential assigned to them, or they may already have another
credential.



Adding a New User

ﬁ\\ Proxess Access st
=») USB Device File Window A Reporting  About

NEW USER > GENERAL

General

Ready | Operator: rschor

With the card on the enrollment reader, the Operator may create a New
User record for it.

Click on the “Create New User” button and the new user information

screen will open. We will cover the remainder of this process in the next
section.




Whose card is this?

&
Deleting a Credential

P Proress Access Control System ) - o % P Proxess Access Control System

DOOR GROUPS DOOR GROUPS

To find out who a card belongs\has already been assigned, place it on the enrollment reader while in
any screen in the software.

The pop-up window appears along with their basic cardholder and card information which includes
their stored photo. Three (3) button choices are also presented.

The operator may click “Edit Credential” to be brought to the edit screen for that user and may click
“Pop out” to move the window freely on their desktop.

The operator may also decide to assign this credential to a new user or simply wipe the existing
information off the card. To do so, click “"Wipe and Deactivate”.

The screen on the right will appear and the card is now free to be assigned to anyone.



Attempting to Enroll an Existing Card

P Proxess Access Control System

SCHORR, ROBERT > CREDENTIALS > (OFFICE CARD)

Not Assigned to Card Name: Office Card
General

Credentials

Card Error ecessBidit

Logs

After a user has been added to the system, placing a credential on the enrollment reader
and attempting to enroll or encode one that has already been programmed and assigned

to someone else (from this system or any other system) will result in the above “Card
Error” screen appearing.



F;‘\ Proxess Access Control System

SETTINGS > DOOR DEFAULTS

Door Defaults

top taskbar

Eile Window Access Admin Reporting About

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:
First Person In:

Lock Mode: Storeroom Mode

Lock Mode: US/Mountain

Advanced Settings

Audit Overwrite Policy: Circular

Failure Condition: Fail Safe

Supervision:
Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time Nluminiated:

Time Extinguished:

From any screen in the system, click on the icon shown in the

M Proxess Access Control System

Eile Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

Door Defaults

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:

First Person In:
Lock Mode: Storeroom Mode
Lock Mode: US/Mountain
Advanced Settings

Audit Overwrite Policy: Circular
Failure Condition: Fail Safe
Supervision:

Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time llluminiated:

Time Extinguished:

Name:

Userame:
Emait:
Blocked:
Blacklist:
Notes:
Activation:

Expiration:

Stamped Id:

LR BNC N

USB Device

Robert Alan Schorr
RobertASchorr
rob.schorr@yahoo.com
False

False

5/11/2017
5/11/2018
0000000000070261

Edit Credential

Wipe and Deactivate

The most recent credential that was placed on the enrollment

reader will pop-up.



CREDENTIALS




P Proxessa™

Admin Reporting Cloud  About Ble Window Access A

CREDENTIALS

Filter By Akt Mew Credensis

Acvons | cheoeaL A oo | uastoue | rnstrawe || oomanonowre | acrvanonosre | sevauoanowoare | cresteooare | mooimec
’\/

Access Profiles Time Schedules Audits/Events System Operator

OpDooOoDo0oDo|o
AR AR AR N
EEEEEEEDN

3 =]

Mabile
Mobile Devices Credentials Notifications

esoy | Opsrator Adesstor

From the Home screen \ Dashboard, click "Credentials”. Your existing Credentials (even multiple credentials associated with a
A User must first be created/entered from the Users menu. single User) will be listed.

Once a User has been created, Credentials may be created in Credentials may be edited, as previously instructed in the Users section.
either the Users or Credentials menus. The Credentials menu is Credential records may be sorted by clicking on the headers at the top
a simpler management tool, as all of the credentials are in a of the list (Credential Name, Stamped ID, etc...).

single list, whereas in the Users menu, you must first navigate Credentials may be Blacklisted from this menu.

into a specific User's record and then exit from that User New Credentials may be added, as previously instructed in the Users
before managing another User’s credential. section.

Advanced Searches, with multiple levels using Boolean Algebra, can be
created, executed and saved for future use.

Click ...




a\

P‘ ProxesslQ™
File Window Access Admin

CREDENTIALS

Filter By

[ Blockiist
[ Expired
’7 Revalidation

["] Mobile Credential

| ALL ORGANIZATIONS

Advanced Searches of Credentials

Ready | Operator: Administrator

< | =SEaBB - o
Reporting Cloud About
+ Add New Credential
D ‘ ACTIONS | CREDENTIAL NAME STAMPED ID LAST NAME FIRST NAME EMAIL USERNAME EXPERATION DATE ACTIVATION DATE REVALIDATION DATE CREATED DATE MODIFIED DATE MOBILE CREDENTIAL BLOCKLIST ‘ 'ORGANIZATIONS
(1] Va A 124 Borden 8/B/2024 11:5959 PM  B/B/2023 120000 AM  5/4/2026 11:59:59 PM  8/8/2023 3:32:03 PM  1/30/2024 6:37:58 PM O | Global
a / Burk Mobile 124 Borden 1/30/2025 11:59:59 PM  1/20/2024 12:00:00 AM  1/30/2024 7:32:53 PM 1/30/2024 7:33:40 PM 1/30/2024 7:33:40 PM _ u Global
D / B 124 Borden 2/7[2025 11:59:59 PM 2/7/2024 12:00:00 AM  2/7/2024 3:45:21 PM 2/7/2024 3:45:28 PM 2/7/2024 3:45:28 PM * |_| Global
(] #  Pass-Through Admin Super fake@ 12/13/2024 11:59:59 PM 12/13/2023 120000 AM  12/13/2023 10:1507 PM  12/13/2023 10:16:07 PM  12/19/2023 3:14:41 PM ] Il Global
D , Pass-Through Card Admin Super fake@ 12/13/2024 11:59:59 PM  12/13/2023 12:00:00 AM  12/13/2023 10:17:41 PM  12/13/2023 10:17:53 PM  12/13/2023 10:17:53 PM L] |_| Global
a ’ Maya Mobile Ba Maya baldewiczm@westemtcedu 11/9/2024 11:5959 PM  11/9/2023 120000 AM  11/9/2023 6:02:59 PM 11/9/2023 6:03:08 PM 12/1/2023 10:38:10 PM O D Global
D , Maya Lockdown Ba Maya baldewiczm@westemntc.edu 11/9/2024 11:59:59 PM - 11/9/2023 1200:00 AM  11/9/2023 6:03:39 PM 11/9/2023 6:03:46 PM 12/1/2023 10:38:12 PM | |_| Global
(] #  cscad 0000000000014237 Bartee Carl chartee@fbeglenardenorg 471772025 115959 PM  4/17/2024 120000 AM  1/12/2027 11:59.59 PM  4/17/2024 23050 PM  4/25/2024 1:41:17 PM O O Global
B / CB Mobile Bartee Carl chartee@fbcglenarden.org 41772025 11:59:59 PM  4/17/2024 120000 AM ~ 4/17/2024 2517 PM 4/17/2024 25741 PM  4/17/2024 257:41 PM J |_| Global
a ’ CBILK Bartee Carl cbartee@fbeglenarden.org 4/17/2025 11:59:59 PM  4/17/2024 120000 AM  4/17/2024 2:59:05PM  4/17/2024 25917 PM  4/17/2024 259:17 PM : D Global
D , Scott's Mobile Cobb Scott scobb@eyeonis.com 9/15/2024 11:59:59 PM  9/15/2023 12:00:00 AM  9/15/2023 3:14:50 PM 9/15/2023 3:15:00 PM 10/24/2023 4:02:13 PM ﬁ |_| Global
(] #  Credential CoreMK SwitchTech 10/24/2024 1159:59 PM 10/24/2023 120000 AM  10/24/2023 24504 PM  10/24/2023 24507 PM  10/24/2023 4:02:19 PM N O Global
O #  Credential Darion Nelly dstone@kb.com Science Department 2/5/2025 11:53:50PM  2/5/2024 120000 AM  2/5/2024 720:19PM  2/5/2024 72040 PM  2/5/2024 7:43:03 PM O = Global
a / Darion Mobile Darion Nelly dstone@kb.com Science Department 2/5/2025 11:5%:59 PM 2/5/2024 120000 AM  2/5/2024 7:30:32 PM 2/5/2024 7:30:45 PM 2/7/2024 4:30:56 PM : D Global
D , Dexter's Mobile Eamey Dexter eameyde@gvsu.edu 12/8/2024 11:59:59 PM 12/8/2023 12:00:00 AM  12/8/2023 3:30:24 PM 12/8/2023 3:30:38 PM 12/19/2023 3:14:44 PM N |_| Global
(| #  Maddir G Mobile Gl MAd myiardina@arcsgalloway.org 2/7/2025 11:550 PM  2/7/2024 120000 AM  2/7/2024 20044 PM  2/7/2024 21002 PM  3/8/2024 9:09:37 PM N ] Global
Advanced Search Edit Reload

P ProcessiQ™ | ALL ORGANZATIONS -

File Window Access Admin Reporting Cloud Abeut

USERS

Filter by Advanced Search

AND (Bxchsive)

Search

ACTIONS | LAST NAME

FIRST NAME

OR inchusive)

H s

USERMAME | ORGANZATIONS

JO0o0o0o0ODO0OO0O®O0|ID
AR A R ALY
ssssssssss

Barden

Switchlech
i NE

Dexter
MAd
Dawn

Glabal
take@

baldewicm@westemicedu

Global
Glabal
ehartee@bxglenarden.org Global

scobbieyrons.com

dstonefkelieybros. com
eamneyde@gvsu.edu
moiardinagarcsgalloway.org

dawndaetseam com

Must cancel "X” an Advanced Search, or the User
menu will continue to only show those results.




Advanced Searches of Users e v U e

F’ ProxessiQ™ | AL ORGANIZATIONS - x r’ ProxessiQ™ | ALLORGANIZATIONS -
fle Window Access Admin Reporting Cloud About Fle Window Access Admin Reporting Cloud About

USERS USERS

Filter by Advanced Search Filter by Advanced Search

Last Name = | | Contains - o Last Name ~ | | contains - o

Uer Nome v <] [ ] Uner Nome . 7] [ ]
AND Exchsve) AND Exchisve)
OR Binchsive) OR Binchsive)

H s Samch

ORGANIZATIC 01 | acrions | wast ame FIRSTNAME | MIDDLE NAME
Gotat | A E 7/ W0 owon ety T————— P S——
Giobal
Giotal
Global
Giotsal
Glotsal

@E0000m@0O|0

Science Department  Giobal

PP ProcessQ™ | A oRGANZATONS -

File  Window Admin Reporting Cloud  About
USERS

Filter by Advanced Search

Last Mame

User Name

Save Advanced Search

Search Name

Department Search

Search

D [ | ACTIONS | LAST NAME FIRST NAME | MIDDLE NAME

Name this search for your future use and click "OK".

Your new custom search will now appear in this list, for later execution by this and other operators.

When you have completed your Search, you must click “X” to bring you back to the full list of Users, or the User
menu will continue to only show those Search results.




Advanced Searches of Users

P ProwessiQ™ | AL oRGANZATIONS -
fle Window Access Admin Reporting Cloud About

USERS

Filter by + A Mew aer
ACTIONS | LASTNAME | FIRSTNAME | MIDDLE NAME
124 Borden
Department ‘wa@ Admin Super

Maya

O0O0ODO0O0O0O0O0OD0OO0OD0OOOOo|I0
AR S A AL LY
SESoSssassssSss

Advanced Search Reload

You are now returned to the full list of Users.
You may execute on that saved search again any
time, by clicking on the arrow next to its name.

P ProessQ™ | A oRGanzaTONs -

File Window Access Admin Reporting Cloud About

USERS

Filter by Advanced Search

——

[ | ACTIONS | LASTNAME | FIRSTMAME | MIDDLE MAME

O # W owor

You may Export the search results to a .csv for
further manipulation and click the “X" and return to
your normal system work.

H s

USERMAME




NOTIFICATIONS




P Prosesiq™
Fle Window Access Admin Reporting Cloud About 9 ProxessiQ™

File Window Access Admin Reporting Cloud About

NOTIFICATIONS

P -

ACTIONS | NAME TRIGGER SOURCE | TRIGGER TYPE
Users Access Profiles Time Schedules Audits/Events System Operator # M iobel Lockdawn Glcbal lockdown

Event
# M MainEntry DFO Low battery Schedued
LM a Glebal lockdown Event

S n =]

Controllers Settings Credentials i Wotifications

esoy | Opsrator Adesstor

From the Home screen\ Dashboard, click “*Notifications”. Your existing Notifications will be listed. Click "Add New
Notification” to do so. You may click on the column titles
(Name, Trigger Source and Trigger Name) to sort by them in
alphabetical order. You may edit or delete any existing
Notification by clicking on its Pencil/Edit icon on the left side.

P ProxessiQ™
Fle Window Access Admin Reporting Cloud About Event

Event

General Scheduled

Hame:

Trigger Type: Fvent

Low battery

Trigger Source: Low battery

Trigger Schedule: | Always

Low battery

me o Live: Global lockdown

Note: "Low Battery” &
“Expiring Credentials” are
good preventative
Notifications to set, to
receive emails in advance
of the resulting poor user
experiences.

Door accessed
Access denied
Lock tampered
Door forced open
Door left open
Door lockdown

Expiring credentials

Enter the name for the new Notification. The “Trigger Type” for initiating a Notificatio
is either an instantaneous Event, or one that is Scheduled. The “Trigger Source” list is e
hown on the right. “Trigger Schedule” is provided to allow different people to receive Always
ails at different times and days. “Time to Live” is the number of minutes you want the Early Bird
ation to remain valid. In other words, it is the number of minutes from activation Never
otification will expire. Selecting “"O” means that the Notification will Not expire
until it is attended to. Only one email will be sent per event.




Cloud  About

General General

ey | Oparsto. Adevisrsor

As an example, we will name a new Notification, “"Preventative
Battery Maintenance”. We will select it to be a scheduled event,
notifying on any-and-all locksets that have a “Low Battery” level
of 30% (This should give you 1 to several months, depending on
usage, advance notice before the low-battery LED begins
blinking on the locksets). The default time for a scheduled
notification is once per week. Click the edit button to change this.

Note: In the following example we will create a Scheduled
Notification. For Notifications with the “Trigger Type” selected
as an “Event”, individual Users/Recipients may be added to be
emailed either always, or just for specific days of the week and
times of the day.

General

Let’s have this email sent out every 4 weeks (click the + & - to Click on “Save”.
change), at 8AM (click there to change), beginning on the date
our choice (click there to change). Click “*OK".



Notification Saved

The notification changes have been saved

This shows the new Notification has been saved. Click “OK".

Select Recipient for Notification

Select the recipient’s name from the drop-down list of Users and
then “User Email” from the next drop-down list. Additional
options may become available for selection in this list. Click OK".

General

ACTIONS | NAME | DELIVERY METHOD

To select someone to receive an email for this Notification

(either on a schedule or as it is received in the software), Click
“"Add a New Recipient”.

—p

General

+ A Mew Recigient

Ready | Operator: Administrator

The recipient now appears in the list for this Notification.
You may return to the Notifications menu by clicking

w ”



ARE -0 x

®

General General

ey | Oparsto. Adevisrsor

Note: In the following example we will create an Event based As an example, we will name a new Notification, “Local
Notification. The primary difference from a Scheduled Lockdown”. This will provide an email from an individual Lockset
Notification is this: With an Event based Notification, individual being put into the Lockdown mode. We will select it to be an
Users/Recipients may be added to be emailed either always, or “Event” based Trigger Type, with a Trigger Source as a “Door
just for specific days of the week and times of the day. Lockdown”, with the email being sent to the Users we will next
From the main Notifications page, Click on “*Add New select, during the “Early Bird” Trigger/Time Schedule. Click
Notification” and this page will open. “Save”.

s Admin Reporting Cloud About

General

Select Recipient for Notification

Click "“Add New Recipient”.

Select the recipient’s name from the drop-down list of Users and
then “User Email” from the next drop-down list. Additional
options may become available for selection in this list. Click OK".



TRIGGERS & ACTIONS

F?\ ProxesslQ™ | ALLORGANIZATIONS

General

| Global*

Time to L

IONS | NAME

ACTIONS | NAME | DELIVERY METHOD
Al #4 User Email

NS DEVICE ACTION TYPE DEVICE ITEM TYPE DEVICE ITEM NAME
# MW tockdown MX Board With Button
# T tockdown Southem Office #4
£ 0

i

Ready | Operator: Administrator




TRIGGERS & ACTIONS

F'ﬁ ProxesslQ™ | ALLORGANIZATIONS

General

ACTIONS | NAME TYPE

ACTIONS | NAME | DELIVERY METHOD

# MW mcwa  UserEmail

S | DEVICEACTION TYPE | DEVICEITEM TYPE | DEVICE
Door

ION:
m

o w hern Office #4
[i]

Ready | Operator: Administrator

The recipient now appears in the list for this Notification.
<—  You may return to the Notifications menu by clicking
b Notifications".




General

 Add Mew Recipient

NAME

Resdy | Operator, Administrator

The recipient now appears in the list for this Notification.
You may return to the Notifications menu by clicking
" <4— Notifications”.



MOBILE CREDENTIALS
(Settings)




CLOUD
(Settings)




LOGS

All User & Door event logs are available here and may be
searched using multiple custom Boolean rules.




o G 5

41

Mobile Devices

Door Groups. Credentials

>
o

| AL ORGANIZATIONS

%

Settings

System Operator
E=

-
Controllers
Notifications Organizations

Pﬁ ProxessiQ™

AUDITS/EVENTS

Filter by

ACTIONS | EVENT CODE

SOURCE ITEM NAME

Click on the “Logs” menu.

The combination of all User & Door Logs/events are
available here and may be searched using multiple
custom Boolean rules.

As a reminder, a single User’s or Door’s events/Logs
may also be found under their individual records.

SOURCE USER/OPERATOR

EVENT DATE TIME(LOCAL)

CREATED (LOCAL)

EVENT DATE TIME(UTC)

CREATED (UTC)

ORGANIZATIONS

viDEO |

CREDENTIAL_UPDATE

adhoc =3 T CREDENTIAL_UPDATE
General =3 m

Daily Use = [

LOCK_PARAMETERS_PROGRAMMABLE_VIA_BLE
OPERATORMPD_CREATE
LOCK_PARAMETERS_PROGRAMMABLE _VI1A_BLE
MECHANICAL_KEY_ACCESS
MECHANICAL_KEY_ACCESS
LOCK_PARAMETERS_PROGRAMMABLE V1A BLE
USER_UPDATE

ACCESS

CREDENTIAL_UPDATE

CREDENTIAL_UPDATE

CREDENTIAL_UPDATE
ACCESS
CREDENTIAL_UPDATE

CREDENTIAL_CREATE

AR N AL L AN

Refresh Latest Logs

Ready | Operator: Administrator

This is the initial screen. On the left is the list of saved custom searches you or other Operators may have created. You can simply click

Advanced Search

TS Card

T5 Card

Assumption Classroom 1
Tariq phone
Assumption Classroom 1
Assumption Classroom 1
Assumption Classroom 1
Assumption Classroom 1
Bartee, Carl

Assumption Classroom 1
TS Card

T5 Card

Credential

Assumption Classroom 1
TS Card

TS Card

Export

Administrator

Administrator
Scott, Taariq

Administrator
Administrator
Administrator
Scott, Taariq

Administrator

Administrator

Viewing 754 event logs

4/17/2024 12:37:56 PM
4/17/2024 12:37:32 PM
4/17/2024 12:36:35 PM
4/17/2024 12:35:28 PM
4/17/2024 11:52:43 AM
4/17/2024 11:52:35 AM
4/17/2024 11:52:32 AM
4/17/2024 11:52:19 AM
4/17/2024 11:41:01 AM
4/17/2024 11:40:12 AM
4/17/2024 11:09:43 AM

4/17/2024 11:09:42 AM
41772024 11:09:07 AM

4/17/2024 11:08:42 AM
4/17/2024 11:08:28 AM
4/17/2024 11:08:04 AM

4{17/2024 12:37:56 PM
4/17/2024 1237:32 PM
4/17/2024 12:36:46 PM
4/17/2024 12:35:28 PM
4/17/2024 11:52:54 AM
4/17/2024 11:52:54 AM
4/17/2024 11:52:54 AM
4/17/2024 11:52:34 AM
4/17/2024 11:41:01 AM
4/17/2024 11:52:34 AM
4/17/2024 11:09:43 AM

4/17/2024 11:0%:42 AM
41772024 110907 AM

4/17/2024 11:52:34 AM
4/17/2024 11:08:28 AM
4/17/2024 11:08:04 AM

4/17/2024 4:37:56 PM
4/17/2024 4:37:32 PM
4/17/2024 4:36:35 PM
4/17/2024 4:35:28 PM
4/17/2024 3:5243 PM
4/17/2024 3:52:35 PM
4/17/2024 3:52:32 PM
4/17/2024 3:5219PM
4/17/2024 3:41:01 PM
4/17/2024 3:40:12 PM
4/17/2024 3:09:43 PM

4/17/2024 3.09:42 PM
441772024 3:09:07 PM

4/17/2024 3:08:42 PM
4/11/2024 3:08:28 PM
41772024 3:08:04 PM

the name of the one you want to execute or the trash icon of the one you may want to delete.

411772024 437:56 PM
4/17/2024 437:32 PM
4/17/2024 4:36:46 PM
4/17/2024 4:35:28 PM
4/17/2024 3:52:54 PM
411772024 3:52:54 PM
4/17/2024 3:52:54 PM
4/17/2024 3:52:34 PM
4/17/2024 3:41:01 PM
4/17/2024 3:52:34 PM
4/17/2024 3:09:43 PM
4/17/2024 3:09:42 PM
4172024 3:0907 PM
4/17/2024 3:52:34 PM
4/17/2024 3:08:28 PM
4/17/2024 3:08:04 PM

Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

Global

Global

Global

Global

-




SEARCH SOURCES
Event Date Time
Source Iltem Name

Source Details
Event Code

Event Code Type
Event Source Type

EVENT CODE TYPE

Valid Access

Invalid Access

Contact Point (Physical Input)
Lock Event

Event Group Door Alerts
Communications

Item Created

Failed

[tem Removed

Item Deleted

Item Relationship Added
Item Relationship Removed
ltem Updated

Accessed

EVENT SOURCE TYPE

LockAudit
Door

Door Group
User
Credential
Operator
Controller
OperatorMPD
AccessProfile
Calendar
TimeSchedule
AuditLog
OperatorRole
Other



EVENT CODE NAME

Access

Entry

Exit

Access Under Duress

Entry Under Duress

Exit Under Duress

Access Under Lockdown

Entry Under Lockdown

Exit Under Lockdown

Double Swipe Reader Toggle Unlock
Double Swipe Reader Toggle Cancel
Mechanical Key Access
Lockdown Initiated

Lockdown Cancelled

Card Format Not Supported
Invalid System ID

Antipassback Violation
Credential Not Yet Activated
Credential Has Expired
Revalidation Period Has Expired
No Access Granted To This Door
Access Not Permitted At Time Of
Presentation

Repeated Invalid Attempts

Rex Active

Rex Secure

Rex Fault Short

Rex Fault Open

Tamper Active

Tamper Secure

Power On Reset

Factory Default Reset

Lock Parameters Programmable VIA BLE
Lock Database Programmable Via BLE
Low Battery Warning

Critical Battery Warning

Battery Failure As Is

Time Changed

Batteries Replaced

Alert Door Held Open

Alert Door Held Open Cancel

Alert Door Forced Open

Alert Door Forced Open Cancel
Communication Lost to Proxess Host
Communications Restored to Proxess Host
Communications Lost to Reader
Communications Restored to Reader
Door Create

Door Create Fail

Door Update

Door Update Fail

Door Remove

Door Remove Fail

Door Delete

Door Group Create

Door Group Create Fail

Door Group Update

Door Group Update Fail

Door Group Remove

Door Group Remove Fail

Door Group Delete

Door Group Delete Fail

Door Group Assignment Add
Door Group Assignment Remove
User Create

User Create Fail

Upser Update

User Update Fail

User Remove

User Remove Fail

Credential Create

Credential Update

Credential Remove

Credential Create Fail
Credential Update Fail
Credential Remove Fail
Operator Create

Operator Update

Operator Remove

Operator Create Fail

Operator Update Fail

Operator Remove Fail

Controller Create
Controller Update
Controller Remove
Controller Create Fail
Controller Update Fail
Controller Remove Fail

Controller Password Accessed

Controller Connecting
OperatorMPD Create
OperatorMPD Update
OperatorMPD Remove
OperatorMPD Create Fail
OperatorMPD Update Fail
OperatorMPD Remove Fail
AccessProfile Create
AccessProfile Update
AccessProfile Remove
AccessProfile Create Fail
AccessProfile Update Fail
AccessProfile Remove Fail
Calendar Create

Calendar Update
Calendar Remove
Calendar Create Fail
Calendar Update Fail
Calendar Remove Fail
TimeSchedule Create
TimeSchedule Update
TimeSchedule Remove
TimeSchedule Create Fail
TimeSchedule Update Fail
TimeSchedule Remove Fail
AuditLog Clear All
AuditLog Row Removal
OperatorRole Create
OperatorRole Update
OperatorRole Remove
OperatorRole Create Fail
OperatorRole Update Fail
OperatorRole Remove Fail
Unknown Event



SETTINGS




File Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

General Settings

K‘l Door Defaults D

Momentary Unlock Time:

Momentary Unlock Time Ext
Door Held Open:
Door Held Open Extended:

First Person In.

3 +
30 4
30 +
60 +

ﬁFrmessAccessCmm\System =fn% > ¥ - 0 x

Event Recording to Card:
Record Valid Access Attempts;

Record Invalid Access Attempts

v
Record Contact Points: |+
Record Lock Events; v

v

Record Communications:

reader, cardholder and operator.

Lock Mode: Storeroom Mode - —}@
Lock Mode: USMountain . Construction Made
Storeroom Mode
Advanced Settings Office Mode
Audit Overwrite Policy: Circular - Privacy Made
Failure Condition: Fail Safe - \A
Series Resistor: 54 = Fived
Parallel Resistor: 54— @
Toggle Delay Time: 54 — ——
Lockdown Cancel Delay Time: 54— Fail As Is
Interior LED Lockdown Indication:
Time llluminiated: + - feil Secure:
Time Extinguished: fe - -
Exterior LED:
LED lumination Time for Invalid Access: f -
£D uminatian Time for Valid Access: -
Egress Cancels Lockdown
Pass-Through Cancels Lockdown: v
Beep with Programming:
Beep when Access Granted v
Beep when Access Denied v

These tabs show the default settings used throughout the ProxesslQ™
software. Each of them can be customized to your preferences, by site,

Unless changed, all new devices (i.e. controllers, readers, ...), operators
and cardholders will be defaulted to the attributes on these tabs.
To change the default settings usage, you may either uncheck the
appropriate box on these tabs (which will change all future defaults) or you
may uncheck the individual box next to the field that you are configuring
Isewhere in the software (which will affect only that device or person).

@ Proxess Access Control System
Eile Window Access Admin Reporting About

SETTINGS > AUDIT LOG SETTINGS

Door/Lock Audit Events

HLIE- AR

Valid Access Events

Invalid Access Access Events

Access: ¥ Repeated Invalld Attempts: v
Entry Card Format Mot Supported:
—_— Bt Invalid System ID:
lAUdlt Log Settings Access Under Duress: Credential Not On Lock Permissions Table:
Entry Under Duress  + Antipassback Vialation:  +
Enry Under Duresss Credentisl Not et Activated:
Access Under Lockdown: v Credential Hos Expired:
Entry Under Lockdown: Revalidation Periad Has Expired:
Exit Under Lockdown: ¥ No Access Granted To This Door.
Access Under Duress During Lockdown: | Access Not Permitted At Time Of Presentalion: |+
Entry Under Durese During Lockdown: v
Entry Undler Duress During Lockdowm: ¥
Dauble Swipe Reader Toggle Unlock:
Double Swipe Reader Togale Cancet:
Mechanical Key Access: ¥
Lockdown Initiated: bd
Lockdown Canceled: ol
Lock Events Contact Point Communications
Batteries Replaced: v/ TamperSecurss Communication Restored To Reader:
Power OnReset: v/ RexActive: v Communication Lost To Proxess Host v/
factory Default Reset: v/ RexSecure: ¥ Communication Restored To Proxess Host: v
Lock Parameters Programmable Via Ble:  «  RexfaultShort Communication Lost To Reader:
Lock Database Programmable Via Ble: v RexFault Open:
Lock Program Code Flashed: v/ Dod Active: v
Low BatteryWaming: +  Dod FaultShort:
Crtical Battery Wamning: v Dod Fault Open:
Battery Falure FailAsls. v TamperActve:
Battery Failure Fail Secure: L4 Dod Secure: v
Battery Failure Fail Safe: v/
Time Changed: v

B e

SETTINGS > CREDENTIAL DEFAULTS

General Settings

Door Defaults

Credential Defaults

Audit Log Settings

Ready | Operator: rschorr
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LEDs for DEBUGGING
LOCKS & CONTROLLERS




Information & Debugging LED/Light Sequences

Cylindrical / Mortise / Exit Trim

Rainbow (all colors in sequence)-startup sequence when lock is powered
on or restarts

White- when interior button pushed, one flash white means lock is in
construction mode (unprogrammed)

Green- access granted

Red-Access denied

Blue-Data communication issue happening

Triple red- battery low (or when toggled locked)

Triple green- toggled unlocked

Yellow- bad/defective/uninitialized credential

Teal-Bluetooth timeout

Purple- communication issue with lock reader board



Information & Debugging LED/Light Sequences

Mini-1Q

Rainbow (all colors in sequence)-startup sequence when lock is powered
on or restarts

Green- access granted

Red-Access denied

Blue-Data communication happening

Triple red- battery low (or when toggled locked)

Triple green- toggled unlocked

Yellow- bad/defective/uninitialized credential

Purple/white (reader light will be half illuminated purple & half white)-
error pushing firmware, reader will restart on its own within a few minutes
(do not reset power)

Yellow- bad/defective/uninitialized credential

Pulsing red — reader cannot communicate with Mini-1Q board



Information & Debugging LED/Light Sequences

Reader (BoxIQ)

Rainbow (all colors in sequence)-startup sequence when lock is powered
on or restarts

Green- access granted

Red-Access denied

Blue-Data communication happening

Triple red- battery low (or when toggled locked)

Triple green- toggled unlocked

Yellow- bad/defective/uninitialized credential

Purple/white (reader light will be half illuminated purple & half white)-
error pushing firmware, reader will restart on its own within a few minutes
(do not reset power)

Yellow- bad/defective/uninitialized credential

Pulsing red — reader cannot communicate with BoxIQ

Stuck on solid blue — Can happen after firmware updates, reader is
waiting for a command from a controller. Any action will set the reader
lights to normal
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