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Equipment & Network Needs
In preparation for the system software download and hardware installation & configuration:

Here are the Computer & other required system components:
ÅMinimum Computer Spec (for each ProxessIQ server and client), Windows 10+ Pro, Intel 12th Gen 

2GHz, 1 USB input, 8GB RAM, 256GB hard drive, 40GB free disk space.
ÅFor Larger Systems; 12 Generation Intel Core i7, 16MB RAM, 512GB HD, .NET 4.8.
Å It is strongly recommended to pre-install Microsoft SQL Express 2022 on the Server PC prior to downloading 

the ProxessIQ software. Consult Proxess for very large systems.
ÅNetwork or Internet connection for the PC, depending on the Proxess Sync connection method
ÅCommon WiFi connection to ProxessIQ, or mobile plan with connection to the ProxessIQ network
ÅProxessIQ  software Download link: www.proxess.com/downloads 
ÅUSB Enrollment Reader
ÅApple or Android Smart Phone
ÅProxess Sync  Download link
ÅRouter for DNS comms to controllers, or switches for static IP & WiFi comms
ÅUSB-to-Serial cable for custom controller configuration

Ports to be opened for client and IP controller communications:
ÅTCP 8008-8011 (client-to-server software comms), TCP 8031 (controller comms to the software) & UDP 

8032 (controller beaconing)
ÅNote: The IP Controllers/Gateways may be configured to communicate over ethernet and/or WiFi

Website URLs to be white-listed:
ÅBi-directional communications for Mobile Keys: Outbound for initialization and changes and Inbound for 

audits and events & Notifications: https://pmcs.proxess.com
ÅȰ$ÕÍÂȱ ÒÅÍÏÔÅ ÓÙÎÃÈÒÏÎÉÚÁÔÉÏÎ ÁÐÐȟ ×ÈÉÃÈ ÃÁÎ ÂÅ ÅÎÁÂÌÅÄ Ǫ ÄÉÓÁÂÌÅÄ ×ÉÔÈ Á ÃÌÉÃË ÉÎ ÔÈÅ ÓÏÆÔ×ÁÒÅ 

anytime that it is to be used: https://proxy1.proxess.com
ÅThe back-up: https://proxy2.proxess.com

Email to be white-listed, for Mobile Key& Notifications receipt:
ÅDoNotReply@email.Proxess.com 

http://www.proxess.com/downloads
https://pmcs.proxess.com/
https://proxy1.proxess.com/
https://proxy2.proxess.com/
mailto:DoNotReply@email.Proxess.com


Firewall Settings
Please prepare/enable your firewall to accept the following.

 

This is a summary of the firewall rules that the Proxess software installer attempts to create:

 <fire:FirewallExceptionId="ProxessControllerCommunication"

Name="Proxess Controller Communication"

Protocol="tcp"

Port="8031"

Scope="any"

IgnoreFailure="yes"

Profile="all" />

 <fire:FirewallExceptionId="ProxessControllerBeacon"

Name="Proxess Controller Beacon"

Protocol="udp"

Port="8032"

Scope="localSubnet"

IgnoreFailure="yes"

Profile="all" />

 <fire:FirewallExceptionId="ProxessServerSecureCommunication"

Name="Proxess Server Secure Communication"

Protocol="tcp"

Port="8009"

Scope="any"

IgnoreFailure="yes"

Profile="all" />

 <fire:FirewallExceptionId="ProxessServerOpenCommunication"

Name="Proxess Server Open Communication"

Protocol="tcp"

Port="8011"

Scope="any"

IgnoreFailure="yes"

Profile="all" />

 <fire:FirewallExceptionId="ProxessIdentityServer"

Name="Proxess Identity Server"

Protocol="tcp"

Port="8008"

Scope="any"

IgnoreFailure="yes"

Profile="all" />
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Quick Start Guide (Page 1 of 3)

ÅSystem Operator Roles: Define the grouping for view\edit\delete rights for each 
software module.

ÅSystem Operators:  Add operators into an Operator Role. Modify\personalize their role.

ÅMobile Devices: Add mobile phones which will operate the Proxess Sync simple 
configuration App.

Å IQ Mobile / Proxess Sync : Sign in and enable the Proxess Sync simple configuration 
App on your Apple or Android Mobile Phone.

ÅTime Schedules: Create the days and times that locks and doors will operate with 
credentials and remain locked or unlocked.

ÅAccess Profiles: Create groupings combining Time Schedules with Doors and Door 
Groups.

ÅDoors: Adding, programming & editing wireless locks and online doors.

ÅDoor Groups: Create groups of Doors, for more easily assigning access rights to users. 

ÅSoftware Installation: Instructions for downloading and installing the 
ProxessIQ  software; both server & clients.

Software License Types

ÅLicensing: Add and upgrade licenses for ProxessIQ software and Mobile 
Credentials/Keys.

ÅDoors: Controlling Online & Bridged doors.

ÅDoors & Door Groups: Mass-Adding\Modifying\Deleting Doors & Door Groups 
using a .csv spreadsheet

This is

Click on 
these 
buttons to 
go to each 
section



Quick Start Guide (Page 2 of 3)

ÅMobile (Phone) Keys: Administrative management of Mobile Keys/Credentials (Note: 
Issuance typically occurs in the Users menu).

ÅNotifications: Set Email alerts based on virtually any system event.

ÅCredentials: Simpler management utility for credentials, after a User is created in Users 
menu, including custom Advanced Searches

ÅCalendars: Schedule Holidays and special events, years in advance. 

ÅUsers: Add\Modify\Delete credential holders and their PHYSICAL credentials (cards, 
keychain fobs, stickers, watches), including custom Advanced Searches.

ÅUsers: Add\Modify\Delete credential holders and their MOBILE credentials (Apple & 
Android phones).

ÅUsers: Mass-Adding\Modifying\Deleting Users & Credential using a .csv spreadsheet

A logo of a company

Description automatically generated

ÅEncoding & Deleting: Using the Proxess Sync phone app to Encode & Delete credentials

ÅEncoding & Deleting: Using the ProxessIQ Software to Encode & Delete credentials

This is

How To Install SQL Server Management Studio 2022

ÅDatabase Exports: %ØÐÏÒÔÉÎÇ ÄÁÔÁ ÆÒÏÍ ÔÈÅ 31, ÄÁÔÁÂÁÓÅȟ ÓÕÐÐÌÅÍÅÎÔÉÎÇ ÔÈÅ Ȱ%ØÐÏÒÔȱ 
buttons in Users, Doors & Door Groups

ÅControllers: Define online\checkpoint doors\readers.

Click on 
these 
buttons to 
go to each 
section



Quick Start Guide (Page 3 of 3)

ÅSettings: Define system and operational attributes, including for door, reader, LED and 
credential operations.

ÅUser Interface: Arrange and hide Module icons and UI color schemes.

ÅLogs: All User & Door event logs are available here and may be searched using multiple 
custom Boolean rules , with custom Advanced Searches.

This is

ÅSystem Schedules: Aggressive Event & Audit pulling

ÅCloud Settings:  Communications management between ProxessIQ server and the 
Mobile Credential Cloud.

Click on 
these 
buttons to 
go to each 
section



This is Click on a Menu item for Instructions



SOFTWARE 
DOWNLOAD & INSTALLATION



There will be only 1 (one) computer 
(laptop or desktop) used for 
configuration and data entry.

There is 1 (one) main computer (laptop or desktop) 
used for data entry and one (1) or more additional 
computers may be used for configuration and data 
entry, either now or in the future.

Which software do I download for a Basic system?
From the links provided at www.Proxess.com/Downloads if your system is described on this 
ÐÁÇÅȟ ÔÈÅÎ ÏÎ ÔÈÅ ÃÏÍÐÕÔÅÒ ÔÈÁÔ ×ÉÌÌ ÂÅ ÙÏÕÒ ÐÒÉÍÁÒÙ ɉÔÈÅ ȰÓÅÒÖÅÒȱɊ ÙÏÕ ×ÉÌÌ ÄÏ×ÎÌÏÁÄ ÁÎÄ 
ÉÎÓÔÁÌÌ ȰProxess-Server-Installer-LocalDB-"ÕÎÄÌÅȢÅØÅȱ. On all other computers (unlimited), 
ÙÏÕ ×ÉÌÌ ÏÎÌÙ ÉÎÓÔÁÌÌ ȰProxess-Installer-#ÌÉÅÎÔȢÍÓÉȱ 

Follow the instructions in this section if this describes your system.

OR

0ÒÉÍÁÒÙ ÃÏÍÐÕÔÅÒ ɉȰ3ÅÒÖÅÒȱɊȡ
)ÎÓÔÁÌÌ ȰProxess-Server-Installer-LocalDB-"ÕÎÄÌÅȢÅØÅȱ 

!ÄÄÉÔÉÏÎÁÌ ÃÏÍÐÕÔÅÒÓ ɉȰ#ÌÉÅÎÔÓȱɊȡ
)ÎÓÔÁÌÌ ȰProxess-Installer-#ÌÉÅÎÔȢÍÓÉȱ  

PC SPEC (minimum):
Intel Core i5, 2GHz
8MB Cache
8GB RAM
256GB Hard Drive

http://www.proxess.com/Download


Locate the download link provided at www.Proxess.com/Downloads or which has been emailed or otherwise provided to you by the 
Proxess support staff or sales team. 

For basic and small-to-medium sized systems that choose to use the Proxess built-ÉÎ ȰLocalDBȱ ÄÁÔÁÂÁÓÅ ɉÁ -ÉÃÒÏÓÏÆÔ ÄÁÔÁÂÁÓÅ 
product), you will install the file from the top section (in the version depicted below, 1.5.2.1) 
Ȱ0ÒÏØÅÓÓ)1;3ÅÒÖÅÒ;)ÎÓÔÁÌÌÅÒ;,ÏÃÁÌ$";BundleȢÅØÅȱȢ 

This file will install both the server and client (system programming user-ÉÎÔÅÒÆÁÃÅɊ ÁÐÐÌÉÃÁÔÉÏÎÓ ÏÎÔÏ ÔÈÅ ÃÏÍÐÕÔÅÒȢ 4ÈÉÓ ȰÂÕÎÄÌÅȱ ÃÁÎ 
only be installed on one computer per system, but the Client download files can be loaded onto several other computers, which will be 
used as administration workstations.

#ÌÉÃË ÏÎ ȰProxess-Server-Installer-LocalDB-"ÕÎÄÌÅȢÅØÅȱ ÁÎÄȟ ÉÆ ÐÒÏÍÐÔÅÄȟ ÃÌÉÃË ÏÎ Ȱ$Ï×ÎÌÏÁÄȱ ÏÎ ÔÈÅ ÓÃÒÅÅÎ ÔÈÁÔ ÏÐÅÎÓȢ

Note on Upgrading Versions:
When upgrading the version of your 
ProxessIQ  software, be certain to upgrade 
the server as well as all the clients to the 
same version, or there could be functions 
that do not operate properly.

www.Proxess.com/Downloads

Note: 1.4 versions are for 
support of Legacy systems 
Only

Alternatively, for systems where the server computer will Not be used as an administrative terminal, click on the 1.5.x Server file 
(instead of the Bundle). All the subsequent administrative workstations will have the Client file installed, as discussed above.

http://www.proxess.com/Support/Software


0ÅÒ ÔÈÅ ÐÒÅÖÉÏÕÓ ÐÁÇÅȟ ÃÌÉÃË ÏÎ ȰProxess-Server-Installer-LocalDB-"ÕÎÄÌÅȢÅØÅȱ to begin the file download.

There are 3 automated wizards that will guide you through each the download bundle, the server installation and the client 
installations. At the completion of all 3, the Server program, ProxessIQ Control Center will launch.

This is the Download Bundle installation wizard:

Follow the windows that open and prompts 
that appear on this page. Depending on your 
ÃÏÍÐÕÔÅÒȭÓ ÓÅÔÔÉÎÇÓȟ ÓÏÍÅ ÏÆ ÔÈÅÓÅ ×ÉÎÄÏ×Ó 
may not appear and can be ignored.

The icon below 
may blink in 
ÙÏÕÒ ÃÏÍÐÕÔÅÒȭÓ 
taskbar. If so, 
click on it to 
proceed.



Continue following the windows that open 
and the prompts that appear on this page. 

.ÏÔÅȡ /ÎÌÙ ÃÌÉÃË Ȱ%ØÉÓÔÉÎÇȱ 
if you are upgrading the 
version of your 
ProxessIQ  system.

#ÌÉÃË Ȱ.Å× )ÎÓÔÁÌÌȱȢ /ÎÌÙ ÃÌÉÃË Ȱ%ØÉÓÔÉÎÇ 
)ÎÓÔÁÌÌȱ ÉÆ ÙÏÕ ÁÒÅ ÕÐÇÒÁÄÉÎÇ ÔÈÅ ÃÕÒÒÅÎÔ 
version of your system.

Check the box to Use LocalDB and do not 
change the path that appears.
Only set a different path if you have already 
installed SQL Express and will take 
responsibility for its maintenance.

This is the Server Installation installation wizard:



Do not change the default server address or name, unless you are prepared take 
responsibility for the resulting network connectivity.
,ÅÁÖÅ Ȱ5ÓÅ 0ÒÏØÙȱ ÃÈÅÃËÅÄȢ 

3ÅÌÅÃÔ Ȱ4ÙÐÉÃÁÌȱȟ ÕÎÌÅÓÓ ÏÔÈÅÒ×ÉÓÅ 
discussed with Proxess. 



"ÏÔÈ ÔÈÅ Ȱ3ÅÒÖÅÒȱ ÁÎÄ Ȱ#ÌÉÅÎÔȱ ÐÏÒÔÉÏÎÓ ÏÆ ÔÈÅ ÓÏÆÔ×ÁÒÅ ÈÁÖÅ ÎÏ× ÂÅÅÎ ÉÎÓÔÁÌÌÅÄ 
on your computer. 
It is good practice to follow the steps on this page, which will assure that the 
essential Server services are running on this computer.

Press the Windows icon on the keyboard or click on the Windows icon on 
the left side of the Taskbar on the bottom of your screen. Locate  and click on 
ÔÈÅ Ȱ0ÒÏØÅÓÓ)1 #ÏÎÔÒÏÌ #ÅÎÔÅÒȱȟ ×ÈÉÃÈ ×ÉÌÌ ÂÅ ÉÎ ÂÏÔÈ ÔÈÅ Ȱ2ÅÃÅÎÔÌÙ !ÄÄÅÄȱ 
section of the pop-ÕÐ ÌÉÓÔ ÏÆ ÐÒÏÇÒÁÍÓȟ ÁÓ ×ÅÌÌ ÁÓ ÕÎÄÅÒ ÔÈÅ ȱ0ȱ ÓÅÃÔÉÏÎ ÄÏ×Î 
below. If prompted with the window requesting to make changes to your 
ÃÏÍÐÕÔÅÒȟ ÃÌÉÃË Ȱ9ÅÓȱȢ

The above screen will open. If the Server Status is shown as 
Ȱ3ÔÏÐÐÅÄȱ ÔÈÅÎ ÃÌÉÃË ÏÎ Ȱ3ÔÁÒÔ 0ÒÏØÅÓÓ 3ÅÒÖÉÃÅÓȱȢ

Usually within several seconds (and upwards of about a minute) after 
ÃÌÉÃËÉÎÇ Ȱ3ÔÁÒÔ 0ÒÏØÅÓÓ 3ÅÒÖÉÃÅÓȱ ÔÈÅ 3ÅÒÖÅÒ 3ÔÁÔÕÓ ×ÉÌÌ ÃÈÁÎÇÅ ÔÏ Ȱ2ÕÎÎÉÎÇȱȢ 
We will now proceed to initiate the software.

Initializing the Server



#ÌÉÃË ÔÈÅ Ȱ'ÅÔ #ÌÉÅÎÔ #ÏÎÆÉÇÕÒÁÔÉÏÎ &ÉÌÅȱ ÂÕÔÔÏÎȢ
/Î ÔÈÅ Ȱ3ÁÖÅ !Óȱ ÓÃÒÅÅÎȟ ÎÁÖÉÇÁÔÅ ÔÏ ÔÈÅ ÆÏÌÌÏ×ÉÎÇ ɉÐÒÅÆÅÒÁÂÌÅɊ ÆÏÌÄÅÒ 
location to save the file in:
Ȱ4ÈÉÓ 0# \ Windows (C) \ Program Files (x86) \ Proxess \ #ÌÉÅÎÔȱȢ
#ÌÉÃË ÔÈÅ Ȱ3ÁÖÅȱ ÂÕÔÔÏÎȢ
#ÌÉÃË ÏÎ ÔÈÅ ȰØȱ ÏÎ ÔÈÅ ÔÏÐ ÒÉÇÈÔ ÏÆ ÔÈÅ 0ÒÏØÅÓÓ)1 Control Center 
window to close the application.

Note: It is important to keep the Proxess Services Running at all times 
and especially to enable it to automatically start-up upon a restart of 
the computer.



#ÌÉÃË ÔÈÅ Ȱ7ÉÎÄÏ×Óȱ ÉÃÏÎ ÏÎ ÙÏÕÒ ÃÏÍÐÕÔÅÒ ÁÎÄ ÓÅÌÅÃÔ ÔÈÅ Ȱ0ÒÏØÅÓÓ)1ȱ 
program and allow the app to make changes to your device.

NOTEȡ /ÔÈÅÒ ÔÈÁÎ ÁÓ ÓÔÁÔÅÄ ÈÅÒÅȟ ÄÏ ÎÏÔ ÍÁËÅ ÁÎÙ ÃÈÁÎÇÅÓ ÔÏ ÔÈÅÓÅ ÓÃÒÅÅÎÓȢ #ÌÉÃË ÔÈÅ Ȱ,ÏÁÄ #ÌÉÅÎÔ #ÏÎÆÉÇÕÒÁÔÉÏÎȱ ÂÕÔÔÏÎ ÏÎ ÔÈÅ ÆÉrst 
screen. If you have not yet pasted it into the Client folder, you will be asked to search for the Configuration file, which may be found in the 
file folder you saved it in. Click on it. 
/Î ÔÈÅ ÎÅØÔ ÓÃÒÅÅÎ ɉÂÅÌÏ×Ɋȟ ÃÌÉÃË ÔÈÅ Ȱ!ÐÐÌÙ #ÌÉÅÎÔ #ÏÎÆÉÇÕÒÁÔÉÏÎȱ ÂÕÔÔÏÎȢ 
4ÈÅ ,ÏÇÉÎ ÓÃÒÅÅÎ ×ÉÌÌ ÏÐÅÎȢ %ÎÔÅÒ Ȱadministratorȱ ÁÎÄ ȰproxessȱȢ 

Defaults:
User Name: administrator
Password: proxess

Initializing the Client



You will now be prompted to change your password, which is strongly recommended, but not required. 
One option is to get familiar with the software and configure it and get a second administrator trained before changing the default 
password.
Please do not take either of these options lightly and be certain to SAVE YOUR PASSWORD !! 
The ProxessIQ  software will now open.

After installing the ProxessIQ software, you may add the icon 
to your taskbar and\or desktop. 

The following section will guide you through adding a License Key for ProxessIQ and for Mobile Credentials/Keys.



Assuring Software Clients Connect to the Server

Resolving Local Host Names

²ƘŜƴ ǳǎƛƴƎ ǘƘŜ ŎƻƳǇǳǘŜǊ ƴŀƳŜ ŦƻǊ ŀ ǎŜǊǾŜǊΩǎ Ƙƻǎǘ ƴŀƳŜΣ ŀƴȅ ŎƭƛŜƴǘ ǘǊȅƛƴƎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ǎŜǊǾŜǊ ǿƛƭƭ ƴŜŜŘ ǘƻ ōŜ ŀōƭŜ ǘƻ 

resolve that host name. In a local network environment this happens automatically through either local DNS (typically 

ƛƴ ŀ ŘƻƳŀƛƴ ŜƴǾƛǊƻƴƳŜƴǘύ ƻǊ ǘƘǊƻǳƎƘ bŜǘ.Lh{ ƴŀƳŜ ǊŜǎƻƭǳǘƛƻƴΦ LŦ ȅƻǳ ŀǊŜ ŀǘǘŜƳǇǘƛƴƎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǎŜǊǾŜǊΩǎ Ƙƻǎǘ 

name outside of your local network environment, these name resolution methods will not be available. The simplest 

approach for creating this mapping is to create an entry for the host name in the local host file of the client computer 

that is attempting to reach the server.

The Windows Host file is located at c:\Windows\System32\Drivers\etc\hosts. To make edits to this file, you will need to 

open the file with a simple text editor (like Notepad) with administrator privileges (Right-Click and select Run as 

ŀŘƳƛƴƛǎǘǊŀǘƻǊύΦ ¢ƘŜ Ƙƻǎǘ ŦƛƭŜ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴ ŜȄǘŜƴǎƛƻƴ όΦǘȄǘύ ǎƻ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ǎŜƭŜŎǘ ά!ƭƭ CƛƭŜǎ όϝΦϝύέ ƛƴ ǘƘŜ ŦƛƭŜ hǇŜƴ 

dialog. Once the host file is open, you will need to create a new line that contains the routable IP address followed by 

the computers host name. Assuming this is outside the internal network, this will need to be the public IP with proper 

ǊƻǳǘƛƴƎκb!¢ ǊǳƭŜǎ ǎŜǘǳǇΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ȅƻǳǊ ǇǳōƭƛŎ Lt ƛǎ άмноΦпрсΦлΦмллέ ŀƴŘ ȅƻǳǊ ǎŜǊǾŜǊΩǎ Ƙƻǎǘ ƴŀƳŜ ƛǎ 

άmyservernameέΣ ǘƘŜ Ƙƻǎǘ ŦƛƭŜ ŜƴǘǊȅ ǎƘƻǳƭŘ ƭƻƻƪ ƭƛƪŜ ǘƘƛǎΥ

123.456.0.1  myserversname

! Ǌƻōǳǎǘ ŀƭǘŜǊƴŀǘƛǾŜ ǘƻ ǘƘƛǎ ƛǎ ǘƻ ǳǎŜ ŀ ǊŜƎƛǎǘŜǊŜŘ ŘƻƳŀƛƴ ƴŀƳŜ ǿƛǘƘ ŀ ǇǳōƭƛŎ 5b{ ǊŜŎƻǊŘ ŦƻǊ ȅƻǳǊ ǎŜǊǾŜǊΩǎ Ƙƻǎǘ ƴŀƳŜΦ

NAT/Port Forwarding

To connect to a server inside a local network from outside of the local network, you will need to set up the appropriate 

NAT or Port Forwarding rules on your gateway /firewall. These rules need to provide a path from the public IP 

(provided by your ISP) to the internal network IP forall ports required for communication to the AxessIQ server. The 

default ports that are used for this communication are 8008, 8009, and 8011. Setting up NAT/Port Forwarding rules will 

be specific to your gateway manufacture. Please refer to the manufactures documentation for setting this up.

Example documentation for setting up port forwarding on a Comcast gateway can be found here:

https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway

https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway


Assuring Software Clients Connect to the Server

When the Computer Host Name Changes

²ƘŜƴ ǘƘŜ Iƻǎǘ bŀƳŜ ƛǎ ŎƘŀƴƎŜŘ όƻƴ ǇǳǊǇƻǎŜ ƻǊ ŀŎŎƛŘŜƴǘŀƭƭȅΧύ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻΥ 

ÅEdit all the values in the ProxessIQ Configuration File, changing the old to the new name

ÅwŜƭƻŀŘ ǘƘŜ ŎƻƴŦƛƎ ŦƛƭŜΣ ƻǊ ŎƘŀƴƎŜ ƛǘ Ƴŀƴǳŀƭƭȅ ƛƴ ǘƘŜ ά[ƻŀŘ /ƭƛŜƴǘ /ƻƴŦƛƎ CƛƭŜέ ǎŎǊŜŜƴ

Å In ProxessIQ Control Center, change the old to the new Host Name in the Certificate Bindings

When a computer changes from a Wired to a WiFi connection:

ÅWhen a computer changes from a wired to a wireless (WiFi) connection, be certain to delete the localhost IP 

address listen in C://Windows/System32/drivers/etc/hosts



Software Licenses for:
ProxessIQ  

&
Mobile Credentials/Keys

The following are the separately licensable 
modules and features.
Please see your RSM or contact the Proxess HQ

American School District 

administrator@proxess.com



LicensPackage_Customer-ABC_4-19-24_344051f8.zip

When prompted to provide a license file in a ProxessIQ system and in order to add mobile credentials/keys to your system, a Proxess 
employee or authorized dealer will email a license package, as a .zip file.

The following instructions will show you how to download the .zip file and Extract and Save both files within it and note that location.

The first file we will address is the .lic validation and feature license for the ProxessIQ software.

This file may be added when prompted upon  your login to the software, via this notification on the bottom bar of the software:

: Error Validating License



Install the license file using the following instructions.

#ÌÉÃË ÏÎ ÔÈÅ -ÅÎÕ ɉȰ(ÁÍÂÕÒÇÅÒȱɊ ÂÕÔÔÏÎ ÉÎ ÔÈÅ ÔÏÐ ÂÁÒ ÏÆ ÔÈÅ ÓÏÆÔ×ÁÒÅȢ

: Error Validating License



)Î ÔÈÅ ×ÈÉÔÅ ÍÅÎÕ ÉÔÅÍÓ ÔÈÁÔ ÁÐÐÅÁÒȟ #ÌÉÃË ÏÎ Ȱ!ÂÏÕÔȱȢ

#ÌÉÃË Ȱ,ÉÃÅÎÓÉÎÇȱ #ÌÉÃË Ȱ5ÐÄÁÔÅ ,ÉÃÅÎÓÅȱ

Locate the file location you save the .lic file to and double click on it.

Your ProxessIQ software will now be licensed with the attributes that were purchased 
and you can return to the program to continue programming your system.

(In a New System) (Updating an Existing System)

ȢȢȢ/2ȣ



The second file you extracted from the .zip will provide you information to enable mobile credential operation. 

Locate the file location you save the .lic ÆÉÌÅ ÔÏ ÁÎÄ ÄÏÕÂÌÅ ÃÌÉÃË ÏÎ ȰProxessIQ_CloudTokenȱȢ

Allow this file to open in Notepad, or a similar program.

Once the data is entered, as explained below, your system will be provisioned with the number 
of mobile credentials your customer has purchased. 

Future mobile credential purchases will simply be added by the Proxess support team in the 
cloud and applied to your system, without further action by the ProxessIQ Operator.



Save and Synchronize

Proxess Customer NYC

H.+RM&&O.8Y:G\UP[MJN+PE2PL:3-N7M.F 

From the ProxessIQ dashboard, click on Cloud Settings . 

#ÈÅÃË ÔÈÅ Ȱ%ÎÁÂÌÅÄȱ ÂÏØȢ
Copy each line of text file (including all the special characters, but not 
any extra spaces) and paste them into the appropriate fields.
,ÅÁÖÅ ÔÈÅ Ȱ&ÏÒÃÅÄ /ÎÌÉÎÅȱ ÂÏØ ÃÈÅÃËÅÄȢ 
4ÈÅÎ ÃÌÉÃË Ȱ3ÁÖÅ ÁÎÄ 3ÙÎÃÈÒÏÎÉÚÅȱ ÕÎÔÉÌ Ȱ3ÙÎÃÈÒÏÎÉÚÅÄȱ ÉÓ ÓÈÏ×ÎȢ

You may now click the back arrow or the Home button and resume your system programming. 

&&O.8Y:G\UP[MJN+PE2PL: 



Begin Programming ProxessIQ

NOTE: The programming sequence from the Quick Start Guide (pages 
3&4) will be the order followed throughout this operator manual. 

Each module has dependencies on the previous modules, so attempting 
to configure a system out of this order may not be the most efficient, as 
it may result in the need to go back to the prescribed order to fill in 
various missing data entry fields.



The Login screen will appear after a short background start-up. 
Enter the default operator credentials you have been given. For 
security, be sure to immediately delete these credentials and 
add new personal credentials. Click on Login.

The Dashboard \ Home Screen will appear. In a later section 
we will show how to add the shortcut menu and change the 
background and icon colors, order and visibility. Click on the 
Module/Menu (the large icons) you wish to enter.

Click on the ProxessIQ icon from the  
Windows Program list, 

Computer Desktop or Task Bar

Opening the ProxessIQ Client Administrative Interface



OPERATOR ROLES



Operator Roles define what Modules (the large icons) Operators 
will have access to  and what actions they will be able to perform 
ÏÎÃÅ ÉÎ ÔÈÁÔ ÓÅÃÔÉÏÎȢ #ÌÉÃË Ȱ3ÙÓÔÅÍ /ÐÅÒÁÔÏÒ 2ÏÌÅÓȱȢ

Options on this page allow editing and deleting existing Roles and 
filtering down a longer list of Roles using the Filter checkboxes for 
!ÃÔÉÖÅ ÁÎÄ )ÎÁÃÔÉÖÅ 2ÏÌÅÓȟ ÏÎ ÔÈÅ ÌÅÆÔ ÓÉÄÅ ÏÆ ÔÈÅ ÐÁÇÅȢ #ÌÉÃË Ȱ!ÄÄ 
.Å× /ÐÅÒÁÔÏÒ 2ÏÌÅȱ ÔÏ ÄÏ ÓÏȢ 

The following screen will open, for creation of the new Operator 
Role.

Enter a descriptive name for the Role, considering all the future 
possible names that may be in your system, to avoid future 
naming conflicts. You may add any descriptions that may assist 
you and the team. Click on the Create button when complete.



Once the new Role has been created, click on the Privileges button 
to define their modules and rights access.

For each of the listed ProxessIQ software modules, click the 
radio button for the rights this Role will have once an Operator 
×ÉÔÈ ÔÈÉÓ 2ÏÌÅ ÌÏÇÓ ÉÎȢ Ȱ-ÁÎÁÇÅȱ ÁÌÌÏ×Ó ÅÄÉÔÉÎÇ ÁÎÄ Ȱ2ÅÁÄȱ ÏÎÌÙ 
ÁÌÌÏ×Ó ÖÉÅ×ÉÎÇ ×ÉÔÈÉÎ ÅÁÃÈ ÍÏÄÕÌÅȢ #ÌÉÃË Ȱ3ÁÖÅȱ ×ÈÅÎ ÃÏÍÐÌÅÔÅȢ
Note that the Mobile Device Privileges apply to the entire IQ 
-ÏÂÉÌÅ ÐÈÏÎÅ ÁÄÍÉÎÉÓÔÒÁÔÉÏÎ ÁÐÐȢȠ Ȱ5ÓÅÒÓȱ ÁÌÌÏ× ÔÈÅ ÄÅÖÉÃÅ ÈÏÌÄÅÒ 
ÔÏ ÅÎÃÏÄÅ ÁÎÄ ×ÉÐÅ ÃÒÅÄÅÎÔÉÁÌÓȟ Ȱ$ÏÏÒÓȱ ÁÌÌÏ×Ó ÔÈÅ ÄÅÖÉÃÅ ÈÏÌÄÅÒ 
to see, bind, unbind & synchronize locksets and Logs allows the 
device holder to view the system Event Logs from their phone. 
Note: Be sure to apply the appropriate Operator Role to each 
ÐÈÏÎÅ ÉÎ ÔÈÅ Ȱ-ÏÂÉÌÅ $ÅÖÉÃÅÓȱ ÍÅÎÕȢTo review or edit any Role, click on the above icon. Other options 

on this page allow deleting existing Roles and filtering down a 
longer list of Roles , using the Filter checkboxes, for Active and 
Inactive Roles, on the left side of the page, or searching by name.

Search for an Operator by 
typing the first few letters of 
their name. The resulting list 
will automatically appear.



The Role you selected will appear. You may change any notes you 
wish. Click on the Privileges label to review those rights.

For each of the listed ProxessIQ software modules, click the 
radio button for the rights this Role will have, once an Operator 
×ÉÔÈ ÔÈÉÓ 2ÏÌÅ ÌÏÇÓ ÉÎȢ Ȱ-ÁÎÁÇÅȱ ÁÌÌÏ×Ó ÅÄÉÔÉÎÇ ÁÎÄ Ȱ2ÅÁÄȱ ÏÎÌÙ 
ÁÌÌÏ×Ó ÖÉÅ×ÉÎÇ ×ÉÔÈÉÎ ÅÁÃÈ ÍÏÄÕÌÅȢ #ÌÉÃË Ȱ3ÁÖÅȱ ×ÈÅÎ ÃÏÍÐÌÅÔÅ 
ÁÎÄ Ȱ/ÐÅÒÁÔÏÒÓȱ ÔÏ ÒÅÔÕÒÎ ÔÏ ÔÈÅ ÍÁÉÎ /ÐÅÒÁÔÏÒ 2ÏÌÅÓ ÓÃÒÅÅÎȢ

4ÈÅ ÍÁÉÎ /ÐÅÒÁÔÏÒ 2ÏÌÅÓ ÓÃÒÅÅÎ ÁÐÐÅÁÒÓȢ #ÌÉÃË ÏÎ ÔÈÅ Ȱ!ÄÍÉÎȱ ÔÁÇ 
to return to your Home view.

You will be returned to your Home Screen \ Dashboard.



OPERATORS



From the Home Screen (Dashboard) click on the System 
Operators icon, where you will be able to add and modify 
individual operators\programmers, including assigning them 
to one or more Operator Groups.

#ÌÉÃË ÏÎ Ȱ!ÄÄ .Å× /ÐÅÒÁÔÏÒȱ ÔÏ ÐÅÒÆÏÒÍ ÔÈÉÓ ÁÃÔÉÏÎȢ /ÔÈÅÒ 
options on this page allow editing and deleting existing 
Operators and filtering down a longer list of Operators , using 
the Filter checkboxes, for Active and Inactive Operators, on the 
left side of the page. Or, search for a specific Operator by 
typing the letter you know of the name of that person.

The main New Operator screen appears, showing the 
mandatory and optional fields. You may click on the 
Ȱ/ÐÅÒÁÔÏÒÓȱ ÔÁÇ ÔÏ ÒÅÔÕÒÎ ÔÏ ÔÈÅ ÍÁÉÎ /ÐÅÒÁÔÏÒÓ ÌÉÓÔȢ

Create a case-sensitive User Name and Password, ensuring to verify 
the password exactly. No spaces are permitted in these fields. Enter a 
first and last name and a valid email, for use in later modules. The 
phone number and notes are optional. Click Register when complete.

Search for an Operator by 
typing the first few letters of 
their name. The resulting list 
will automatically appear.



The details for the Operator which you have just registered will 
ÁÐÐÅÁÒȢ 9ÏÕ ÍÁÙ ÅÄÉÔ ÔÈÅÓÅ ÄÅÔÁÉÌÓȟ ÉÎÃÌÕÄÉÎÇ ÃÌÉÃËÉÎÇ ÏÎ Ȱ#ÈÁÎÇÅ 
0ÁÓÓ×ÏÒÄȱ ÔÏ ÄÏ ÓÏȟ ÏÒ ÃÌÉÃË Ȱ3ÁÖÅȱȢ

Click on the Roles button to assign this individual to a category of 
rights within the software.

The existing list of Operator Roles that have been allocated to this 
Operator is displayed, which may be deleted. To add more Roles, 
click the dropdown arrow to reveal the full list of Operator Roles.

Select an additional or initial Operator Role to apply to this 
Operator.



The new Role added to this Operator now appears in the list of 
previous Roles for the Operator. To return to the Home Screen 
\ Dashboard, click on the Home icon on the top task bar. To 
ÒÅÔÕÒÎ ÔÏ ÔÈÅ ÌÉÓÔ ÏÆ /ÐÅÒÁÔÏÒÓ ÐÁÇÅȟ ÃÌÉÃË ÏÎ Ȱ/ÐÅÒÁÔÏÒÓȱȢ

This is the list of all the Operators, including the one that was 
just added. To return to the Home Screen \ Dashboard, click on 
ÅÉÔÈÅÒ ÔÈÅ (ÏÍÅ ÉÃÏÎ ÏÎ ÔÈÅ ÔÏÐ ÔÁÓË ÂÁÒȟ ÏÒ ÔÈÅ Ȱ!ÄÍÉÎȱ ÔÁÂ ÁÔ 
the top left of the page.

You have returned to the Dashboard \ Home Screen.



MOBILE DEVICES

This section will show you how to add administrative phone app 
users, using the IQ Mobile phone app, to the system, for the 
purposes of initializing Bluetooth locks, exit trim devices and 
controllers. 



To add a new (and manage existing) mobile phone to be used 
as an in-the-ÆÉÅÌÄ ÐÒÏÇÒÁÍÍÉÎÇ ÄÅÖÉÃÅ ÃÌÉÃË ÏÎ ÔÈÅ Ȱ-ÏÂÉÌÅ 
$ÅÖÉÃÅÓȱ ÍÏÄÕÌÅ ÉÃÏÎȢ

This is the list of all the registered mobile phone Apps in the 
ÓÙÓÔÅÍȢ #ÌÉÃË Ȱ!ÄÄ .Å× -ÏÂÉÌÅ $ÅÖÉÃÅȱ ÔÏ ÄÏ ÓÏȢ 4Ï ÒÅÔÕÒÎ ÔÏ 
the Home Screen \ Dashboard, click on either the Home icon on 
ÔÈÅ ÔÏÐ ÔÁÓË ÂÁÒȟ ÏÒ ÔÈÅ Ȱ!ÃÃÅÓÓȱ ÔÁÂ ÁÔ ÔÈÅ ÔÏÐ ÌÅÆÔ ÏÆ ÔÈÅ ÐÁÇÅȢ

Enter a name for the mobile phone to be added. Note: Be 
certain to select the responsible Operator for this App from 
the drop-down list, as discussed I the Operator Roles section.

#ÈÅÃË ÔÈÅ %ÎÁÂÌÅÄ ÂÏØ ÁÎÄ ÃÌÉÃË Ȱ3ÁÖÅȱȢ



Scroll 
down

#ÌÉÃË Ȱ/+ȱȢ A unique 2-dimensional bar code will be generated and 
ÄÉÓÐÌÁÙÅÄ ÆÏÒ ÕÓÅ ÉÎ ÔÈÅ ÎÅØÔ ÍÏÄÕÌÅȟ Ȱ-ÏÂÉÌÅ 0ÈÏÎÅ !ÐÐȱȢ 
#ÌÉÃË Ȱ3ÁÖÅȱȟ ÔÈÏÕÇÈ ÙÏÕ ÍÁÙ ÓÃÒÏÌÌ ÄÏ×Î ÔÏ ÖÉÅ× ÔÈÅ ÏÔÈÅÒ 
communications data.

No changes are encouraged or required to be made. Click 
Ȱ3ÁÖÅȱ ÔÏ ÃÏÎÔÉÎÕÅȢ

The list of all the registered mobile devices in the system will 
appear. You may enable, view, edit or delete any device you 
have access to in the list. To return to the Home Screen \ 
$ÁÓÈÂÏÁÒÄȟ ÃÌÉÃË Ȱ!ÃÃÅÓÓȱ ÏÒ ÔÈÅ (ÏÍÅ ÉÃÏÎ ÉÎ ÔÈÅ ÔÏÐ ÔÁÓË ÂÁÒȢ



MOBILE PHONE ADMIN APP
IQ Mobile (formerly Proxess Sync) 

INITIALIZATION

This section will show you how to add an administrative phone app, 
IQ Mobile  to the system.

Have your Apple or Android phone ready.



IQ MOBILE phone app Modules:

Lockset Synchronization
Å Audit retrieval
Å Initialization
Å Time Schedule changes
Å Functional changes
Å Remote support

Physical Credential Encoding
Å Encoding
Å Updating
Å Wiping & deleting

Full Users Module
Å Create & manage Users
Å Create & manage physical and mobile credentials

Door Control
Å Door unlocks, toggling, status updates
Å Lockdown

Audit Logs
Å System event and audit logs for investigation

Settings
Å Reset authentication codes for remote users
Å Add & delete additional systems



For lockset 
communication, assure 
Bluetooth is turned on in 

the Settings app.

For ProxessIQ  synchronization, 
ensure WiFi and\or Mobile 

Communication is turned on.

Click the Proxess icon 
to open the App.

Go to the App Store and 
ÓÅÁÒÃÈ ÆÏÒ Ȱ0ÒÏØÅÓÓȱȢ 3ÅÌÅÃÔ 
ÔÈÅ Ȱ0ÒÏØÅÓÓ )1 -ÏÂÉÌÅȱ 

Management App and 
download it to your phone.

IQ Mobile
Proxess Sync

iPhone
Download

The app will open and ask you to confirm you will allow it to sue the camera on your phone. Confirm this 
ÁÎÄ ÔÈÅ ÁÂÏÖÅ ÓÃÁÎÎÅÒ ÉÍÁÇÅ ×ÉÌÌ ÏÐÅÎȢ 0ÏÉÎÔ ÙÏÕÒ ÐÈÏÎÅȭÓ ÃÁÍÅÒÁ ÔÏ ÖÉÅ× ÔÈÅ 12 ÃÏÄÅ ÔÈÁÔ ÁÐÐÅÁÒÓ ÉÎ 
the screen in the software when your new Mobile Device was added, shown in the image on the right.

Mobile App Screenshot

PC Software Screenshot
Allow the app to use the 
camera on your phone.



NOTE: There are a few ways to scan the QR code in the software with the mobile 
phone being added: 
Å4ÈÅ ÆÉÒÓÔ ÉÓ ÔÏ ÂÒÉÎÇ ÔÈÅ ÐÈÏÎÅ ÔÏ ÔÈÅ ÓÏÆÔ×ÁÒÅȟ ÏÐÅÎ ÔÈÅ Ȱ-ÏÂÉÌÅ $ÅÖÉÃÅÓȱ 

module and click the edit button for the mobile device being added where the 
QR code will then appear. With the scanner screen open, hold the phone over 
the code and all of the connection data will automatically populate as shown in 
the image below on the left. This connection data will match what is on that 
software page.

Å If the phone is not near the software, a screenshot can be taken of the QR code 
and emailed to the person with the phone to scan it (from either the email 
screen or a printed copy) in the same manner as above.

Å The third way is to manually enter all the data into the phone whether the 
phone is local or remote.

!Ô ÔÈÅ ÂÏÔÔÏÍ ÏÆ ÔÈÅ ÓÃÒÅÅÎȟ ÙÏÕ ÍÁÙ ÃÌÉÃË Ȱ4ÅÓÔ 
#ÏÎÎÅÃÔÉÏÎȱ ÔÏ ÖÅÒÉÆÙ ÔÈÅ ÓÅÔÕÐ ×ÁÓ ÓÕÃÃÅÓÓÆÕÌȢ

NOTE: In order to assure the Test works, it is necessary to verify that the phone has 
connectivity to the ProxessIQ software, wherever it is located, via either the 
ÃÕÓÔÏÍÅÒȭÓ 7É&É ÏÒ ÔÈÅ mobile phone network. These are matters for resolution between 
the customer and the integrator and are not the responsibility of Proxess.

Name this as the 
system you are 
connecting to. 

Click Done to return to 
the Proxess Sync Home 
screen for this system.



0ÒÏØÅÓÓȭ IQ Mobile is an application suite providing a combination of remote 
observation and control of your ProxessIQ system.
 
The following modules are contained within the app and their visibility on the 
dashboard, per operator, are defined within the Operator Roles menu and with 
the Operator privilege they are assigned in the Mobile Devices menu.

This low-risk module displays all the locks and Mini-IQ controllers that have 
been entered into from the PC software client. Here, Doors may be initialized, 
Synchronized, Updated, Reset and have their Audits retrieved.

The Card Encoder module is a low-risk module for operators who will only need 
to encode and update physical credentials, which have been entered into the 
software from a PC client and for which they have been granted visibility for.

The Settings module provides for resetting the authentication codes for operator 
devices and allows users to add & delete additional ProxessIQ systems.  

Forthcoming: This module provides the Door Control functionality from the 
main Doors screen in the ProxessIQ PC client software. This includes Quick 
Unlock, Toggle, Lockdown, Refresh, reader status, Battery %

This provides the complete functionality of the Users module General and 
Credentials tabs from the ProxessIQ PC client software. The IQ Mobile app 
holder can add, edit and delete users and their credentials, including the ability 
to encode and update them from this module.

Forthcoming: The Logs module provides investigation of all system events and 
audit logs.



Homeless Hotel

Regional Catholic School

Engineering System

State University

Mid-Size School District

Dormitory Complex

Apartment Community

Southern Office Building

When opening the IQ Mobile app, either 
the Dashboard or the Organization 
screen will open.

If the Organization screen opens, tap the 
organization you want access to.

Engineering System

Engineering System Engineering System



Engineering System Engineering System

Engineering System Engineering System



Homeless Hotel

Regional Catholic School

Engineering System

State University

Mid-Size School District

Dormitory Complex

Apartment Community

Southern Office Building



When you click Done, you will be brought to the Doors screen 
for that system. By checking the radio buttons on the left, you 
will cull the list to see only doors in a certain location, or doors 
that have not be bound or connected to this system.

ȣ/2ȣȢ 

You may also click on the Menu/Hamburger 
button, which will take you to the overall Menu 
for Proxess Sync.

Click on Doors to bring you to the Doors screen. Click on Personal Settings to bring you to the that screen.

Minimum Bluetooth 
signal strength from 
your phone to a lock 
for it to show up in 
Proxess Sync to be 
ÖÉÅ×ÁÂÌÅ ÔÏ ÂÅ ÓÙÎÃȭÄȢ



As an alternative to clicking on the Door name to initialize/ sync 
it, Click on the Bluetooth icon and all the nearby doors will 
appear. The % indicates the Bluetooth signal strength of each 
lock. Place your phone near the front-facing plastic of the lock

ȣ/2ȣȢ 

So, from either screen view you wish, select a Door 
to connect with, ensuring you select the one with 
the greatest signal strength. For a first-time lock 
ÉÎÉÔÉÁÌÉÚÁÔÉÏÎȟ ÂÅ ÓÕÒÅ ÔÏ ÓÅÌÅÃÔ ÁÎ Ȱ5ÎÂÏÕÎÄȱ ÌÏÃËȢ

Click Sync to initialize or update a lock. Success will be displayed  and you can return to the Doors screen.





Depending on the rights of the Operator of the particular app, various 
view and control options will appear when a door is selected.

To Control Doors, click 
on the Doors menu.

Select a Door from your 
available view

Connected Doors for 
Remote Control

This Operator has Synch 
rights for this Door.
If this Operator has no 
Remote Control rights, 
the bottom statement 
will appear.

This Operator has 
Synch rights and 
Remote Control rights 
for this Door.
Those Commands are 
shown here.

For this Door, the 
Operator has no Synch 
rights but it does have 
Remote Control rights, 
but only to Quick 
Unlock & Toggle.




















































































































































































































































































































































