12-05-24

N
Froxess

SOFTWARE MANUAL

ProxesslQ" Software & Proxess SyfitMobile App Configuration



Equipment & Network Needs

In preparation for the system software download and hardware installation & configuration:

Here are the Computer & other required system components:

A Minimum Computer Spec(for each ProxessI® server and client), Windows 10+ Pro, Inteh Gen
2GHz, 1 USB input, 8GB RAM, 256GB hard drive, 40GB free disk space.

A ForLarger Systems 12 Generation Intel Core i7, 16MB RAM, 512GB HD, .NET 4.8.

A Itis strongly recommended to finstall Microsoft SQL Express 2022 on the Server PC prior to downloadi
the Proxess|® software. Consult Proxess for very large systems.

A Network or Internet connection for the PC, depending on the Proxess 8yromnection method

A Common WiFi connection to ProxessiQor mobile plan with connection to the Proxesstietwork

A Proxess|@" software Download linknww.proxess.com/downloads

A USB Enrolliment Reader

A Apple or Android Smart Phone

A Proxess Syr® Download link

A Router for DNS comms to controllers, or switches for static IP & WiFi comms

A USBto-Serial cable for custom controller configuration

Ports to be opened for client and IP controller communications:

A TCP 80083011 (cliento-server software comms), TCP 8031 (controller comms to the software) & UDP
8032 (controller beaconing)

A Note: The IP Controllers/Gateways may be configured to communicate over ethernet and/or WiFi

Website URLSs to bewvhite -listed:

A Bi-directional communications for Mobile Keys: Outbound for initialization and changes and Inbound fo
audits and events & Notificationéiitps://pmcs.proxess.com

AO$sOi A6 OAI T OA OUT AEOITEUAOQGETT ADPPh xEEAE AAT |,
anytime that it is to be useditips://proxyl.proxess.com

A The backup: https://proxy2.proxess.com

Emailto be white -listed, for Mobile Key& Notifications receipt:
DoNotReply@email.Proxess.com



http://www.proxess.com/downloads
https://pmcs.proxess.com/
https://proxy1.proxess.com/
https://proxy2.proxess.com/
mailto:DoNotReply@email.Proxess.com

Firewall Settings

Please prepare/enable your firewall to accept the following.
This is a summary of the firewall rules that the Proxess software installer attempts to create:

<fire:FirewallExceptiond="ProxessControllerCommunicatidn

Name="Proxess Controller Communicatitn

Protocok"tcp"

Port="8031

Scope"any"

IgnoreFailureyes'

Profile="all" />
<fire:FirewallExceptiorid="ProxessControllerBeacdn

Name="Proxess Controller Beactn

ProtocoF"udp"

Port="8032'

Scope="localSubnet

IgnoreFailureyes'

Profile="all" />
<fire:FirewallExceptiorid="ProxessServerSecureCommunication

Name="Proxess Server Secure Communication

ProtocoE"tcp"

Port="8009'

Scope="any"

IgnoreFailure'yes’

Profile="all" />
<fire:FirewallExceptiord="ProxessServerOpenCommunicativn

Name="Proxess Server Open Communication

ProtocoF"tcp"

Port="8011

Scope-"any"

IgnoreFailure'yes'

Profile="all" />
<fire:FirewallExceptiond="ProxessldentityServer

Name="Proxess ldentity Serveér

ProtocoF"tcp"

Port="8008'

Scope-"any"

IgnoreFailure'yes'

Profile="all" />




Click on
these
buttons to
go to each
section

A Software Installation: Instructions for downloading and installing the
ProxesslQ" software; both server & clients.

A Licensing:Add and upgrade licenses for Proxess|Q software and Mobile
Credentials/Keys.

==
=)
(L[ >
e
A System Operator Roles:Define the grouping for vievedit\delete rights for each
P S

software module.

A System Operators: Add operators into an Operator Role. Modifgrsonalize their role.

A Mobile Devices:Add mobile phonesvhich will operate the Proxess Sync simple
configuration App.

N B A 1Q Mobile / Proxess Syn: Sign in and enable the Proxess Sihsimple configuration
glely e App on your Apple or Androidobile Phone

A Time SchedulesCreate the days and times that locks and doors will operate with
credentials and remain locked or unlocked.

A A Door Groups:Create groups of Doors, for more easily assigning access rights to users.

A Doors: Adding, programming & editimgreless locks and online doors.

A Doors & Door GroupsMassAddingModifying\Deleting Doors & Door Groups
using a .csv spreadsheet

or Groups

A Doors: ControllingOnline & Bridged doors.

A Access ProfilesCreate groupings combining Time Schedules with Doors and Door
Groups.



Quick Start Guide (Page 2 of 3)

[ A Controllers: Define onlinacheckpoint dooreaders.
—h—

e A Users:Add\Modify\Delete credential holders and théiHYSICALcredentials (cards,
keychain fobs, stickers, watches), including custom Advanced Searches.

s

e A Users:Add\Modify\Delete credential holders and theifOBILEcredentials (Apple &
Android phones).

w
A Users:Mass-Adding\Modifying\Deleting Users & Credential using a .csv spreadsheet
Click on $lsever A Database Exports:%@bi OOET ¢ AAOA &£O01 1 OEA 31, AAOAA
Managemer .
buttons in Users, Doors & Door Groups

these

buttons to A Encoding & Deleting:Using theProxessIQ Softwareto Encode & Delete credentials

go to each

section B A Encoding & Deleting:Using theProxess Syngphone app to Encode & Delete credentials

A calendars:Schedule Holidays and special events, years in advance.

A Credentials: Simpler management utility for credentials, after a User is created in Users
menu, including custom\dvanced Searches

9 A Mobile (Phone) KeysAdministrative management of Mobile Keys/Credentials (Note:
K e Issuance typically occurs in the Users menu).



Quick Start Guide (Page 3 of 3)

A Cloud Settings: Communications management between ProxesslQ server and the
Mobile Credential Cloud.

Click on % A System SchedulesAggressive Event & Audit pulling

these
buttons to A Settings: Define system and operational attributes, including for door, reader, LED and
go to each credential operations.

section A Logs: AllUser & Door event logs are available here and may be searched using multiple

custom Boolean rules , with custom Advanced Searches.

— O F s B A User Interface:Arrange and hide Module icons and Ul color schemes.




Click on a Menu 1item for Instructions

| AL ORGANIZATIONS

- |

p‘ ProxesslQ™

File Window Access Admin Reporting Cloud About

Bl aAn i 24 & &P

Door Groups Calendars Credentials Time Schedules Access Profiles
A
3 b 3 ;.

¢] 15 : =
System Operator

Controllers System Operator  Roles Mobile Devices Settings Logs Mobile Keys

[
= Ex o
-
System
Notifications Organizations Schedules

Ready | Operator: Administrator



SOFTWARE
DOWNLOAD & INSTALLATION
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Which software do | download for a Basic system?

From the links provided aiww.Proxess.com/Download$ your system is described on this
DbACAh OEAT 11 OEA AT i bOOAO OEAO xEI 1 AA
ET O @radxkssSeMerInstaller-LocalDB" O1 Al A@nfawothér computers (unlimited),
UT O xEI 1 Plotessnstafldr-©IOBAT O&i OE 6

Follow the instructions in this section if this describes your system.

Ui ¢

Therewill be only 1 (one)computer Thereis 1 (one)main computer (laptop or desktop)
(laptop or desktop) used for QR usedfor data entry and one (1) or more additional
configurationanddataentry. computersmay be usedfor configurationand data

entry, either now or in the future.

PCSPEQminimum):
Intel Coreib, 2GHz
8MB Cache
8GBRAM
256GBHardDrive

X



http://www.proxess.com/Download

Proxess support staff or sales team.

product), you will install the file from the top section (in the version depicted below, 1.5.2.1)
0001 BAOGO) 1; 3A0OOABUN)eB DGADBBAO; , 1T AAT $" ;

used as administration workstations.

#1 E AProxéséSer@erinstaller-LocalDB" O1 Al ASIAARAE £ POI I POAALR AlI EAE 11 O$1 x1

« C (G www proxess.com >
ProxessIQ™ Downloads

1.5.2.1 Release

www.Proxess.com/Downloads

ProxessIQ™ Client Installer

ProxessIQ™ Client Installer

Download: ProxessIQ).Installer Client.ms1 N Ote on U pg I‘ad | ng Ve I’SIO ns.:

Down{@d: ProxesslQ Server Installer LocalDB Bundle exe

o e Server Bundle with LocalDE When upgrading the version of your

Dowalond sl sl S pr— ProxessIQ¥ software, be certain to upgrade
the server as well as all the clients to the

Server Ouly same version, or there could be functions

Download: ProxesslQ Installer Server.msi that do not operate properly.

Downwad: ProxessI() Server Installer LocalDB Bundle exe >

Previous Releases

14151 Release

Server Bundle with LocalDB

Download: PronesslQ Server lnstaller LocalDBYfundle exe
Server Only

Dowaload: Prosess[O Lustaller Secver g

Note: 1.4 versions are for
support of Legacy systems
Only

Alternatively, for systems where the server computer will Not be used as an administrative terminal, click on tigeivBrkile
(instead of the Bundle). All the subsequent administrative workstations will have the Client file installed, as discussed abo

Locate the download link provided atww.Proxess.com/Downloadar which has been emailed or otherwise provided to you by the

For basic and smatb-medium sized systems that choose to use the Proxess-BuiltocdIDB®d AAOAAAOA j A - EAOQI Ol

This file will install both the server and client (system programming#&sérOAOZAAAQ ADPDPI EAAOQET 1 DABT DAT «
only be installed on one computer per system, but the Client download files can be loaded onto several other computersilidech


http://www.proxess.com/Support/Software

0AO0 OEA b OAOE ProxéssEeAe hdialleAliocaldEE" & 11 A 10AksBbigmAhe file download.

There are 3 automated wizards that will guide you through eachdtwenload bundle, the serverinstallation and theclient
installations. At the completion of all 3, the Server program, Proxegs@@ntrol Center will launch.

Can't scan file for

This is theDownload Bundleinstallation wizard:

Follow the windows that open and prompts
that appear on this page. Depending on you
AT i DOOAOEO OAOOET ¢O

may not appear and can be ignored.

What do you want to do with Proxess.Server.Installer.LocalDB.Bundle.exe 3/~

From: doc-0s-44-docs.googleusercontent.com

\S:: Save )> Save as Cancel X

|

Proxess.Server.Installer.LocalDB.Bundle.exe is not commonly downloaded

and could harm your device.

Delete View downloads

Windows protected your PC

Windows protected your PC

User Account Control

Do you want to allow this app to make
changes to your device?

@ 3
.;1:—].; Proxess ACS Server (LocalDB Bundle

lisher: Proxess

1 drive on this compute

ﬁ] ProxesslQ Bundle Setup

‘The icon below

may blink in @ ProxesslQ Bundle

ui 6o Al i

taskbar. If so,
click on it to
proceed.

Proxess®

End User License Agreement

THE TERMS OF THIS END USER LICENSE AGREEMENT
(‘FUILAM  GOVFRN  YOUR __IISFOF ANY PROXFSS® ¥

[]1 2/ ree to the license terms and conditions

ﬁ ProxessiQ Bundle Setup - X ‘ ‘

§ Proxess|Q Bundle

P

Proxess® ~
End User License Agreement

THE TERMS OF THIS END USER LICENSE AGREEMENT
(‘FULAY _GOVFRN _YOUR _USF__OF ANY PROXFSS® ¥

[0 agree to the license terms and conditions|

(Sinstall_D) close



This is theServer Installationinstallation wizard:

E Proxess Access Control Server Setup - X

Welcome to the Proxess Access Control
Server Setup Wizard

The Setup Wizard will install Proxess Access Control Server
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

E Proxess Access Control Server Setup -

End-User License Agreement
Please read the following license agreement carefully @

End User License Agreement (the “EULA” or
“Agreement”)

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO
NOT AGREE TO ALL TERMS, DO NOT CLICK “I
ACCEPT” AND YOU WILL NOT BE PERMITTED TO

ﬁ Proxess Access Control Server Setup -

End-User License Agreement
Please read the following license agreement carefully @

End User License Agreement (the “EULA” or
“Agreement”)

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO
NOTAGREE TO ALL TERMS, DO NOT CLICK “I
/ACCEPT” AND YOU WILL NOTBE PERMITTED TO

ACCFSS AND LISF Proxess™ PRODIICTS N ACCFSS AND LISF Praxess™ PRODIICTS e
=
ent [ accept the terms in the License Agreement!
—=._ - ==
gack [ _Next )}  cancel » Print Back Next Cancel —p Print Back [((( mext ]) | cancel

Continue following the windows that open
and the prompts that appear on this page.

<«
ﬁ Proxess Access Control Server Setup X E Proxess Access Control Server Setup X ﬁ Proxess Access Control Server Setup X
Proxess ACS Proxess ACS Proxess ACS
Please select an install option @ Database Configuration: Using SQL Server 2016 Express or greater is reco... @ Database Configuration: Using SQL Server 2016 Express or greater is reco. @
Choose new installif you are instaling the product for the first time \nand @ Fise )
need to configure your system.

Set Database Path (ex:PRODSQLISQL2012): Set Database Path (ex:PRODSQL\SQL2012):

[ (@) 1 [pEskToP-QuU7CBGISQLENPT [Proxessacs (LocalDb)MSSQLLocalDB ﬁmxzssACs
N—— User Id:
Choose existing install if you already have a backed up configuration file and ——

an existing database. This will skip all other configuration steps.

<> |

OAgq /171U Al EAE O%GEOOET Co

if you are upgrading the
version of your

ProxessIQ@" system.
Back Cancel > Back Cancel > Back Cancel

#1 EAE 0. Ax )10
YT 6O6AT 16 EZE UI
version of your system.

1 6 8 Chedk théJboxatd Usidoéal DExpeidl& o0 E | (;
AOA EanGeQhk pdihithat agpeals. AOOOAT
Only set a different path if you have already
installed SQL Express and will take
responsibility for its maintenance.



E Proxess Access Control Server Setup X

Proxess ACS
Network Configuration

Server Host Address (ex:10.10.10.5,
server.localdomain, com):

Use Proxess Proxy for Mobile Programming Device
communication. Keeping this checked is highly
recommended

[ use Proxy

@ Proxess Access Control Server Setup

Proxess ACS
Advanced: Autentication Configuration. Leaving defaults is recommended

> B\ —

Cancel

Do not change the default server address or name, unless you are prepare

responsibility for the resultlng network connect|V|ty

, AAOA O50A 001 @Ub

AEAAF

ﬁ Proxess Access Control Server Setup - X

Ready to install Proxess Access Control Server

Click Install to begin the installation. Click Back to review or change any of your
instalation settings. Click Cance! to exit the wizard.

-

E Proxess Access Control Server Setup -

Installing Proxess Access Control Server

Please wait while the Setup Wizard installs Proxess Access Control Server,

Status:

) Proxess ACS Server (LocalDB Bundle) Setup - X

Proxess ACS Server (LocalDB

F’ Bundle)

Installation Successfully Completed

Cancel

#5 Proxess Access Control Server Setup - X

Choose Setup Type
Choose the setup type that best suits your needs @

e most common program features, Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

3AT AAO O4UPEAAI 6N
discussed with Proxess.

E Proxess Access Control Server Setup - X

Completed the Proxess Access Control
Server Setup Wizard

Click the Finish button to exit the Setup Wizard.




Initializing the Server

User Account Control . PROXESSIQ™ CONTROL CENTER

Do you want to allow this app to make
Recently added changes to your device?

Server Status

. Proxe Configuration Manager

N ProxessiQ

Client Configuration

Get Client Configuration File | || Includ} Root Certificate Export

Backup Utilities

Gl

" I O E 0 E A O 3 A o O A O 6 A T A O # i E A T é 6 D I O Create Local Database Backup Backup Server Config
on your computer.

It is good practice to follow the steps on this page, which will assure that the
essential Server services are running on this computer.

Logs

View Server Logs

Additional Details

Press the Window® icon on the keyboard or click on the WindoWscon on Server Location: (L\p.smw:of)\.;\sm
i R Database Server:
the left side of the Taskbar on the bottom of your screen. Locate and click o = I

OEA OO0 HBAOON1 #A1l OAO6h xEEAE xEI I
sectionofthepopOB® 1 EOO 1T £ POI COAI Oh AO XAITheaBOQbSQéepAVMQpeﬁ)Iﬁﬁqesb Yed St&d A e
T O

below. If prompted with the window requesting to make changes to your 0360 pPAAOd OEAT Al EAE 1
Al i pOOAOR Al EAE O0O9A06s8

PROXESSIQ™ CONTROL CENTER

Server Status

.5.2.101

Client Configuration

Get Client Configuration File | | | Include Root Certificate Export

Backup Utilities

Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

CAProgram Files (x86)\Proxess\Server\
atabase Ser calDb)\MSSQLLocalDB
bt

Usually within several seconds (and upwards of about a minute) after
Al EAEET ¢ O30A00 001 gAOO 3A0OOEAAOG OEA 3A00AO 30.
We will now proceed to initiate the software.
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PROXESSIQ™ CONTROL CENTER

1 EAE

I EAE OEA O' A0 #1 EAT O #i1 &
I OEA O3AO0A h T A
4 E E\Win@ows (C) Program Files (x88)Proxess# I EAT 006 8
I EAE OEA O3A0AO® ]
]
window to close the application.

Server Status

Stop Proxess Service

Server Status: Running

Server Version: 1.5.2.101

Client Configuration

["] Include Root Certificate Export

Backup Utilities

Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

Server Location:
Database Server:

Database Name:

1 06 OAOAAT N

AOOOI T 8

OEA O@o 11

the computer.

%] + | Client - [m] X
Home  Share View (2]
« v P > ThisPC > Windows (C) > Program Files (x86) > Proxess > Client v O  Search Client 2@
= Pictures ~ [ Name - Date modified Type
Network Harbor lib File folder
Nigeria X64 File folder
Proxess x86 File folder
Proxess PPT ] App.config.install File
& OneDrive B Proxess. AxesslQClient n
| Proxess AxesslQClient.exe CONFIG File
v = This PC I Proxess.AxesslQ.CloudClientexe CONFIG File
» 3D Objects | Proxess.AxesslQLocalClient.exe CONFIG File
= Desktop ] Proxess AxesslQOrigClient.exe CONFIG File
B Documents | Proxess.ProxessACSRx.exe CONFIG File
s Downloads | ProxessClientConfig XML Document
# ProxessRootCertificate 10/21/2017 12:00 PM Security Certificate
) Music

Save as 1y

~ Hide Folders

[T T EEProxessClientConfig)

pe: | Xml documents (xml)

Cancel

® Edhtrolderer OE CE

PROXESS CONFIGURATION MANAGER
St rver S'a'us

SU.4" Proxess Servie

Client Configuration

Get Chent Configuration File

Backup Utilities

Create L. ol Database |l wp

Additional Details

Note: It is important to keep the Proxess Services Running at all times
and especially to enable it to automatically stanb upon a restart of




Initializing the Client

Recently added

unknown publisher to make changes to your

device? (
N Proxess|Q \
C:\Users\robsc\AppData\Local\Packages |

Microsoft.MicrosoftEdge_8wekyb3d8bbwe

ProxesslQ Control Center empState\Downloads

Proxess.Installer.Client.msi

Do you want to allow this app from an —|

Il O [Type here to search 0 > s
#1 EAE OEA O7EIAI x06 EAITT 11 Ui dO \(A"l’ A O AT A
program and allow the app to make changes to your device./ — =0
P Prosess Access Control System p——— — N
e e

= Pictures * O w

Netwark Harbor

DremmorceTTicate

NOTE, / OEAO OEAT AO OOAOAA EAOAR AT 110 I AEA AT U AEAT CAaGt Ol
screen. If you have not yet pasted it into the Client folder, you will be asked to search for the Configuration file, eyEhfound in the
file folder you saved it in. Click on it.
/T OEA 1T A@dO OAOAAT j AAI T xgqh Al EAE OEA O!bPI U #1 EAT O #I11 EEC(
4EA |, 1T CET OAOA Administiatoro  Afrdkés®d 8%T OAO O

P Proness Access Control Sysem e e

Load Client Configuration

Proxess Log In

1

Defaults:
User Nameadministrator
Passwordproxess




You will now be prompted to change your password, which is strongly recommended, but not required.

One option is to get familiar with the software and configure it and get a second administrator trained before changirefahi: d
password.

Please do not take either of these options lightly and be certailBA/E YOUR PASSWORID
The ProxessI@ software will now open.

&

Time Schedules

Set Password

w;
System Operator Mobile
Roles 5

Controllers System Operator Logs Credentials

Notifications

After installing the ProxessI® software, you may add the icon
to your taskbar antr desktop.

The following section will guide you through adding a License Key for ProxessIQ and for Mobile Credentials/Keys.



Assuring Software Clients Connect to the Server

Resolving Local Host Names

2 KSYy dzaAy3 GKS O2YLIziSNI yIFYS F2NJ I &aSNWSNQa Kzaid ylI
resolve that host name. In a local network environment this happens automatically through either local DNS (typice
AY | R2YIAY SY@ANBYYSY(d0o 2NJ §KNRBdzZZK bSi.Lh{ VyIYS NZX
name outside of your local network environment, these name resolution methods will not be available. The simple:
approach for creating this mapping isdceate an entry for the host name in the local host file of the client computer
that is attempting to reach the server

The Windows Host file is located at\lindows System32Driversetc\hosts. To make edits to this file, you will need to
open the file with a simple text editor (like Notepad) with administrator privileges (Ritibk and select Run as
FRYAYA&AGNI 62N ¢KS K2ad FTAE{S R2S8a y2i KIF@S |y SEGS
dialog. Once the host file is open, you will need to create a new line that contains the routable IP address followed
the computers host name. Assuming this is outside the internal network, this will need to be the public IP with prop
NRdziAy3Ikb! ¢ Nz Sa &S0dzldd C2NJ SEIF YL ST AF @&2dzNJ LJdzo f A
émyservernamé > (0 KS K2adG FTA{S SyiNR akKz2dZ R 221 fA1S GKAaA
123.456.0.1 myserversname

I NRodzald FEftGSNYylFrGA@®S G2 GKA&A A& (2 dza I NB3IAa0SNBF

(0p))

NAT/Port Forwarding

To connect to a server inside a local network from outside of the local network, you will need to set up the appropri
NAT or Port Forwarding rules on your gateway /firewall. These rules need to provide a path from the public IP
(provided by your ISP) to the internal network IPdbrports required for communication to the AxesslQ server. The
default ports that are used for this communication are 8008, 8009, and 8011. Setting up NAT/Port Forwarding rules
be specific to your gateway manufacture. Please refer to the manufactures documentation for setting this up.

Example documentation for setting up port forwarding on a Comcast gateway can be found here:
https://www.xfinity.com/support/articles/portforwardingxfinity-wirelessgateway



https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway

Assuring Software Clients Connect to the Server

When the Computer Host Name Changes

~

A

O«

2 KSy GKS 1 2ai blYS Aa OKIYy3aSR 62y LiJz2N1}2asS 2N IO
A Hlit all the values in the ProxesslQ Configuration File, changing the old to the new name

AwSt 2R GKS O2yFTA3 FAESZT 2N OKIFy3aS Al Ylydaftte Ay |
A In ProxesslQ Control Center, change the old to the Heat Name in the Certificate Bindings

When a computer changes from a Wired to a WiFi connection:
A When a computer changes from a wired to a wireless (WiFi) connection, be certain to delete the localhost IP
address listen in C://Windows/System32/drivers/etc/hosts



Software Licenses for:
Proxess|QV
&
Mobile Credentials/Keys

Licensing Information

American School District

administrator@proxess.com

FEATURE VALUE

UserModule unlimited

The following are the separately licensable
modules and features. Avancedboorfestires e
Please see your RSM or contact the Proxess HQ [t e

OrganizationModule 3

DoorModule unlimited

AuditPullSchedules enabled
DeviceActions enabled
ExtendedUnlockSchedules enabled
WebAPI enabled

RemoteManagement enabled

Update License




When prompted to provide a license file in a Proxed$kystem and in order to add mobile credentials/keys to your system, a Proxess
employee or authorized dealer will email a license package, as a .zip file.

. LicensPackage_ Customer-ABC_4-19-24_344051f8.zip
i) TKB

The following instructions will show you how to download the .zip file and Extract and Save both files within it and nidoedtian.

The first file we will address is thiic validation and feature license for the ProxesslQ software.

This file may be added when prompted upon your login to the software, via this notification on the bottom bar of the softwar

Fg‘\ Proxess|Q™

[l afa 2] ¢ 2

Door Groups Credentials Calendars Time Schedules Access Profiles Controllers System Operator

w4 % = I — |

System Operator
Roles Mobile Devices Settings Notifications

Ready | Operator: Administratg_: Error Validating License



Install the license file using the following instructions.

#1 EAE 11 OEA -A7T O jO(Ai AOOGCAOoq AOOGOIT ET OEA O P AAO 1T &£ O

AL ORGANIZATIONS

T Schadules becess Profiles Controllens

) =

B -
cs

Mashile

Criclentals Motification. Organizations

Eiady | Opsialon S3minilraio: Error Validating License



YT OEA xEEOA 1 AT O EOAI O OEAO APPAAOh #1 EAE 11 O!AI
Fh' ProsessiO™ | ALL ORGANIZATIONS

File Window Access  Admin Reporting '3:|':ulj

#1 EAE O, EAAT OET Cco #1 EAE O5DPAAOA |, EAAT OAo
(In a New System) (Updating an Existing System)

Licensing Information

bud | About Licensing Information

1.5.2.101
FEATURE VALUE

Admin’s HP Laptop

rob.schom@proxess.com

888
FEATURE VALUE
UserModule unlimited

DooriModule unlimited

AdvancedDoorFeatures enabled
OrganizationModule 3

AuditPullSchedules enabled
DeviceActions enabled
ExtendedUnlockSchedules enabled
WebAP| enabled

RemoteManagement enabled

Locate the file location you save thie file to and double click on it.

§ 5 Extract LicensePackage_ Co_
Home Share View Compressed Folder Tools

Extri
all

Extract To
« v 4 « Dow... » LicensePa... v O
A [ Name

Proxe<clD CloudToken

# Quick access

;’ Desktop

ProxessIQ_License.lic LIC File
& Downloads

Your ProxesslQ software will now be licensed with the attributes that were purchased
and you can return to the program to continue programming your system.




The second file you extracted from the .zip will provide you information to enable mobile credential operation.

Locate the file location you save thicZEE1 A O1 AT A Préxes®@ IChudFokéBAE 11 O

01 M =1 Extract LicensePackage_ -Co_
Home Share View Compressed Folder Toaols

Documents &| Fictures Scanned Documents {

Zip Exe Quotes Proxess Word
Extre
Imports for ProxesslQ RAS Prezi aI‘I

Extract To
&« v 4 I <« Dow.. » LicensePa.. w Search LicensePackage_ Co_4-
~
A [0 Name Type

3 Quick access
| ProxesslQ_CloudToken Text Document

’ Desktop - _ : .
. Proxessiu_Licenselic LIC File
4+ Downloads -

Allow this file to open in Notepad, or a similar program.

| ProxesslQ_CloudToken - Notepad o )

File Edit Format View Help

pisplay Name: Company ABC

Host: https://pmcs.proxess.com

MC ACS ID: caed3b59-77f9-44da-aac@-6337796a7ead5
Token: eKH20jCC1KUv/Wdy9r2mxjgkH4mbO1lmiWPIkTj7Kc94=

Once the data is entered, as explained below, your system will be provisioned with the number
of mobile credentials your customer has purchased.

Future mobile credential purchases will simply be added by the Proxess support team in the
cloud and applied to your system, without further action by the Proxe¥<Derator.



From the ProxesslQ dashboard, click on Cloud Settings .

P ProwessiQ™ | AL ORGANZATIONS

Ready | Opevator: Adeninistrator

F§ ProxessiQ™ | AlLORGANIZATIONS -

File Window Access Admin Reporting Cloud About

Cloud Settings

e%

Display Name

Proxess Customer NYC

MCACS Id
[&&O 8Y:G\UP[MIN+PE2PL:
Token

iH.+RM&&0.8Y:G\UP[MIN+PE2PL:3-N7M.F

Saveand Synchronize

Ready | Operator: Administrator

#EAAE OEA O%l AAl AAo Al @8
Copy each line of text file (including all the special characters, but not
any extra spaces) and paste them into the appropriate fields.

AAOA OEA O&l OAAA /TiETAé Al @ AE]}
4EA| Al EAE O3AOA AT A 3UTAEOI T EUAC
7| ProxesslQ_CloudToken - Notepad — O

File Edit Format View Help

Display Name: Company ABC

Host: https://pmcs.proxess.com

MC ACS ID: caed43b59-77f9-44da-aacl-6337796a7ea5
Token: eKH20jCC1KUv/Wdy9r2mxjgkHAmbO1miWPIkTj7Kc94=

You may now click the back arrow or the Home button and resume your system programming.



Begin Programming Proxessi®

NOTE:The programming sequence from the Quick Start Guide (pages
3&4) will be the order followed throughout this operator manual.

Each module has dependencies on the previous modules, so attempting
to configure a system out of this order may not be the most efficient, as
it may result in the need to go back to the prescribed order to fill in
various missing data entry fields.



Opening the ProxessIQ Client Administrative Interface

a Photos

rovecs

R e Y \

PN P 1Q . .

\\F TOXESS) Click on the ProxesslQ icon from the
£33 F$§$H§§16 Control Center WindOWS Program I|St

B3l Publisher Computer Desktop or Task Bar

n

/

=) - . 12:02 PM
e £ 5/13/2017

F.“\ Proxess Access Control System

E 3 AlA ==

Time Schedules Access Profiles.

Proxess Log In 2 ; j a |E

tor
Controllers System Operator | Roles ices ettings Logs

Notifications

The Login screen will appear after a short background stigrt The I_Dashboard Home Screen will appear. In a later section
ter the default operator credentials you have been given. For ~ we will show how to add the shortcut menu and change the

ity, be sure to immediately delete these credentials and background and icon colors, order and visibility. Click on the
ersonal credentials. Click on Login. Module/Menu (the large icons) you wish to enter.




OPERATOR ROLES




P Prowssia

| ALL ORGANIZATIONS

& 2=

Credentials

Time Schedules

at
A S
Controllers

o) 4 % =]
-

Mobile
'Mobile Devices

Credentials

System Operator Settings Logs

Notifications

Operator Roles define what Modules (the large icons) Operators
will have access to and what actions they will be able to perform
ITAA EIT OEAO OAAOEI T8 #I1 EAE

F’ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name:
New

Role Description

he following screen will open, for creation of the new Operator

ﬁ\ Proxess Access Control System

OPERATOR ROLES

Filter by

+ Add New Operator Role

[ | AcTiONS | USERMAME DESCRIPTION

O # M Customer-Manager Customer's Admin at Manager Level, under Administrator Level
O # W Proxessadminisuator

] Active
] inactive

Delete Selected Advanced Search Reload

Optlons on this page allow editing and deleting existing Roles a

filtering down a longer list of Roles using the Filter checkboxes f

UGADEIOA BMABAAJIT @ ADEIORO®E 1| AOh 1
Ax | DPAOAOGI O 211 A6 O Al O 8

F.i\ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name: | Main St. Elementary
New

Role Description | ProxylQ mobile App rights

Enter a descriptive name for the Role, considering all the future
possible names that may be in your system, to avoid future
naming conflicts. You may add any descriptions that may assist
you and the team. Click on the Create button when complete.




@ Proxess Access Control System

MAIN ST. ELEMENTARY > GEMERAL

Role Name:  Main St. Elementary
General

Role Description | PraxylQ mobile App rights

Once the new Role has been created, click on the Privileges butto
to define their modules and rights access.

@ Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

[ | ACTIONS | USERNAME DESCRIPTION

O & WM Customer-Manager Customer's Admin at Manager Level, under A
O o M Main St Elementary  ProxylQ mobile App fights

T ProxessAdministrator

inistrator Level

] Active
[ ] nactive

Search for an Operator by
typing the first few letters of
their name. The resulting list
will automatically appear.

Delete Selected Advanchd Search Reload

To review or edit any Role, click on the above icon. Other optlo%sE i

on this page allow deleting existing Roles and filtering down a

ger list of Roles , using the Filter checkboxes, for Active and

P‘ ProxessiQ™ | ALL ORGANIZATIONS -

File Window Access Admin Reporting Cloud About

MAIN ST. ELEMENTARY > PRIVILEGES

Door Module
General

User Module
Privileges Credential Madule
Credential Card
Access Profile Module
Calendar Module
Time Schedule Module
Controller Module
Mobile Programming Device Module
Log Module

Settings

System Administration

Remote Door Commands

Quick Unlock

Toggle

Lockdown

Cancel Lockdown

Get Lock Info

Remote Lock Configure
Multi-Door Remote Commands.

Reset Reader Communications

Mobile Device Privileges

Ready | Operator: Administrator

For each of the listed Proxessixoftware modules, click the

radio button for the rights this Role WI|| have once an Operator
xEOE OEEO 211 A QO ET 8 OAIA
Al 1T x0O0 OEAxXET C XEOEEI AAAE 11
Note that the Mobile Device Privilegesipply to the entire 1Q
-TAEIT A PETTA AAI ETEOOOAOQET I
o1 AT AT AA AT A

A
xEDA AOAAAT OEAI
to see, bind, unbind & synchronize locksets and Logs allows the
device holder to view the system Event Logs from their phone.

e: Be sure to apply the appropriate Operator Role to each

i A ET OEA O-1AEI A $AOEAAOD

e Roles, on the left side of the page, or searching by name.




F; Proxess Access Control System EaeB W -8 x p‘ Proxess Access Control System EaeB W -8 x

MAIN ST. ELEMENTARY > GENERAL MAIN ST. ELEMENTARY > PRIVILEGES

Role Name: Main St Elementary Door Module O Manage
General LT General

ProxylQ mobile App rights User Module O Manage

Privi]eges Privileges Credential Module O Manage

Access Profile Module O Manage

Calendar Module O Manage

Time Schedule Module O Manage

Controller Module O Manage

Mobile Programming Device Module O Manage

Log Module

Settings O Manage

F—p

@ Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

ACTIONS = USERNAME DESCRIPTION

O
O # M Customer-Manager Customer’s Admin at Manager Level, under Administrator Level

(] Active O # M WanstBementary ProsylQ mobile App rights

[ tnactive O # M Proxessadministrator

Delete Selected Advanced Search Reload

AEA T AET 1/ PAOAOGI O 211 A0 OAOAAT Ydupvll BeAeduded taybuk Hothe ScieeddsbdardO! Al E 1
eturn to your Home view.




OPERATORS




[@ Proxess Access Control System

OPERATORS

[0 | AcTIONS | USERNAME | EMAIL

Administrator
| Active

] inactve

ahass adam@datausa.com
bgrissom

dihunder boomer(@dateusa.com
Jiome

mmalone

rschor

trichardson  tom@datausa.com

O0D0DO00OD0O0O0OD
AL N T T Y
Sssssasss

Search for an Operator by
typing the first few letters of
their name. The resulting li
will automatically appear.

Delete Selected Advanced Search Reload | Viewing 9 operators

From the Home Screen (Dashboard) click on the System #1 EAE 11 O!'AA . Ax | PAOAOI 06

Operators icon, where you will be able to add and modify options on this page allow editing and deleting existing

individual operator§programmers, including assigning them Operators and filtering down a longer list of Operators , using

to one or more Operator Groups. the Filter checkboxes, for Active and Inactive Operators, on the
left side of the page. Or, search for a specific Operator by
typing the letter you know of the name of that person.

Fa Proxess Access Control System

NEW OPERATOR > REGISTER NEW OPERATOR > REGISTER

Register Register

First Name

Last Name

Emait: rob.schor@proxess.com

Phone Number: Phone Number: | 210-213-6475

Motes: Notes: Solutions Architect, EAC

The main New Operator screen appears, showing the Create a cassensitive User Name and Password, ensuring to veri

mandatory and optional fields. You may click on the the password exactly. No spaces are permitted in these fields. Ente
DAOAOI 006 OAC OI OAOOOT Ofirst &d last naMecand a/vaidemAil¥or @s©in latér @dales. The
phone number and notes are optional. Click Register when compl




a Proxess Access Control System f% Proxess Access Control System

RSCHORR > GENERAL RSCHORR > GENERAL

User Name: rschorr User Name: rschorr
General FistNeme  [Rob General

Change Password sl B

Emaik

fistName  [Rob

Last Name ‘ Schorr

Change Password

‘ rob.schorr@proxess.com

Email ‘ rob.schorr@proxess.com
Phone Number: [210-213-6475

Phone Number: ‘zm 213-6475
Notes: Solutions Architect, EAQ

Notes: Solutions Architect, EAQ

The details for the Operator which you have just registered will Click on the Roles button to assign this individual to a category

Al EAE /O3A0OAGS

APPAAO8 91 O 1 AU AAEO OEAOA AAQAights dithin thd sAfiv@dd ET ¢ Al EAEET C
0AOOx1T OAd6 O1I Ai Oih 10

|’.a Proxess Access Control System [.a\ Proxess Access Control System

RSCHORR > ROLES RSCHORR > ROLES

General O Add Operator To Role caneral .
|

Customer - Manager
ACTIONS = NAME
Change Password =

| Main st. Bementary

7] [Ty —— Change Password

ProxessAdministrator

Roles Roles

Remove Selected Remove Selected

Ready | Operator: rschorr Ready | Operator: rschorr

existing list of Operator Roles that have been allocated to this Select an additional or initial Operator Role to apply to this
or is displayed, which may be deleted. To add more Roles, Operator.
opdown arrow to reveal the full list of Operator Roles.




@ Proxess Access Control System 2 é‘ Proxess Access Control System

+ Add New Operator
i Main St. Elemental - Add Operator To Role
General | il pe

[0 | ACTIONS | USERNAME | EMAIL
] | acrions | name

Change Password [ T

] m Main 5t. Elementary

Administrator
ProxessAdministrator

[] Active

ahass adam@datausa.com

bgrissom

Roles : ] inaciive

dthunder boomer@datausa.com
jtorre

mmalone

MSEPrincipal  rob.schorr@yahoo.com
rschor

trichardson  tom @datausa.com

O0oo0opooooo
AL N N T R L
[S=N= M= == 0= S ]

tschmidt

Delete Selected Advanced Search Reload | Viewing 10 operators |

The new Role added to this Operator now appears in the list of This is the list of all the Operators, including the one that was
previous Roles for the Operator. To return to the Home Screen just added. To return to the Home ScreeDashboard, click on

\ Dashboard, click on the Home icon on the top task bar. To AEOEAO OEA (11 A EATT 11 OEA
OAOOOT OiI OEA T EOO 1T £ | DAOAODT Otfe tdp kfCohthe pAge.EAE 11 O/ DAOAOI 006

You have returned to the Dashboaréiome Screen.




MOBILE DEVICES

This section will show you how to add administrative phone app
users, using the 1Q Mobile phone app, to the system, for the
purposes of initializing Bluetooth locks, exit trim devices and
controllers.



F”‘ Proxess Access Control System

MOBILE DEVICES

+ Add New Mobile Device

ACTIONS NAME OPERATOR | LAST SYNCED ENABLED

wee dthunder nexus 6p dthunder
«es Robert's iPad Mini rschorr
wes ProxessGalaxy/3  dthunder
eee Jon'sMoto Z jtorre
ees RODMotoG4  rschorr
«ee TaylorNexus tschmidt
ees WavelymMoto  tschmidt

ess Jon's 6 jtorre

opDooooooo|o
A S R )
ssossasss
(<< <B<B<B<H<N<N<]

ees DATANexusS5x  dthunder

Advanced Search Reload

-1 AEI
the Home ScreehDashboard, cI|ck on either the Home |co_n on
OEA OI b OAOE AAOh 1T O OEA O! A

@ Proxess Access Control System ) Fh Proxess Access Control System

NEW MOBILE DEVICE > GENERAL NEW MOBILE DEVICE > GENERAL

(1 update required €15 update required
General General

Name: Name: Rob Moto G4

Operator; Operator: rschorr

Enabled: inistrator Enabled:

ACS Address
ACS Port:

Enter a name for the mobile phone to be addéthte: Be #EAAE OEA
ertain to select the responsible Operator for this App from
drop-down list, as discussed | the Operator Roles section.




P o —

ROB MOTO G4 > GENERAL

General
Mobile Device Saved

The mobile device changes have been saved

A unique 2dimensional bar code will be generated and
AEODPI AUAA &£ 0 OOA ET OEA
#1 EAE O3A0OA6h OEI OGCE Uil O
communications data.

P Proxess Access Control System ’ P Proxess Access Control System = o L Alic s

ROB MOTO G4 > GENERAL MOBILE DEVICES

+ Add New Mobile Device

General
ACTIONS OPERATOR LAST SYNCED ENABLED

Device Communication Codes

0O000o0ooooo|o
AR R S Y
ssaasssss
[<B<H<H<H<E<B< <]

No changes are encouraged or required to be made. Click The list of all the registered mobile devices in the system WI||
3A0As OiF Ai1 OEi OAs appear. You may enable, view, edit or delete any device you
have access to in the list. To return to the Home Scieen
$AOEAT AOARh Al EAE O! AAAOGs 10



BILE

MOBILE PHONEADMIN APP
|Q Mobi |€(formerly Proxess Synt)
INITIALIZATION

This section will show you how to add an administrative phone app,
IQ Mobile™ to the system.

Have your Apple or Android phone ready.



N

IQ

MOBILE

IQ MOBILE phon@pp Modules:

Lockset Synchronization
Audit retrieval
Initialization

Time Schedule changes
Functional changes
Remote support

o To T I Do

Physical Credential Encoding
A Encoding

A Updating

A Wiping & deleting

Full Users Module
A Create & manage Users
A Create & manage physical and mobile credentials

Door Control
A Door unlocks, toggling, status updates
A Lockdown

Audit Logs
A System event and audit logs for investigation

Settings
A Reset authentication codes for remote users
A Add & delete additional systems




For lockset
communication, assure
Bluetooth is turned on in

the Settings app.

IPhone
Download

For ProxessI® synchronization,
. .. ensure WiFi andr Mobile
AA OCommunication is turned on.

Go to the App Store and
OAAOAE & O 00¢d
OEA 0001 gk©O
Management App and .S
download it to your phone.

I MOBILE

Click the Proxess icon
to open the App.

Mobile App Screenshot

PC Software Screenshot
Allow the app to use the

camera on your phone.

The app will open and ask you to confirm you will allow it to sue the camera on your phone. Confirm this

AT A OEA AAT OA OAAT1TAO Ei ACA xEIl 1TPAT8 01TEIT O UlQ
the screen in the software when your new Mobile Device was added, shown in the image on the right.



3:25 Wl =

= ACS Settings
15 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

NOTE:There are a few ways to scan the QR code in the software witmtbtgle

phonebeing added:

A4eEA EEOOO EO Oi

AOET ¢ OEA DPEITA Oi

OEA

module and click the edit button for the mobile device being added where the
QR code will then appear. With the scanner screen open, hold the phone over
the code andall ofthe connection data will automatically populate as shown in
the image below on the left. This connection data will match what is on that

software page.

A 1f the phone is not near the software, a screenshot can be taken of the QR code
and emailed to the person with the phone to scan it (from either the email

screen or a printed copy) in the same manner as above.

A The third way is to manually enter all the data into the phone whether the
phone is local or remote.

325 Wl =

= ACS S_ettings

1sC wam

To connect to your ACS:

- Open the Proxess |Q client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen,

3:25 wl T 4

= ACS Settings
155 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mabile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

3:26 al = B

= ACS Settings
15 West

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
«code on your screen.

Name Name Name Name
s ) ISC Wi
\(_IsC west )) ISC West ISC West fest
Com Code Com Code Com Code Com Code
+~[Plet#>!j[%) +~|_[Plel#>1j[%) +~[Plet#>1j[%) +_[Plet>1][%)
Key Code Key Code Key Code Key Code

+8]_[NQ[+H?+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalci6bade...
¥ Advanced Settings

Test Connection

+A_[NQ[+H+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalci6bade..,

~ Advanced Settings

( Test Connection )

+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalclGbade...
w Advanced Settings

Test Connection

I
— &

+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalciBbade...
w Advanced Settings

Test Connection

O

i T &£ OEA OAOQidkDdne tietdntb AU A]
Ol OAOEEU OEthe POYeSSSPT Hohed 0O,
screen for this system.

Name this as the
system you are
connecting to.

-0
-0

T M
> e

(@}

3>
— O
o1 O

+ —

NOTE:In order toassure the Test works, it is necessary to verify that the phone has
connectivity to the Proxess|® software, wherever it is located, via either the
AOOOT i A OB GnohileEphdhendtvidrk.TEede are matters for resolution between
the customer and the integrator and are not the responsibility of Proxess.




0 O @A KMaiteis an application suite providing a combination of remote

10 observation and control of your Proxessigystem.
The following modules are contained within the app and their visibility on the
dashboard, per operator, are defined within the Operator Roles menu and with
the Operator privilege they are assigned in the Mobile Devices menu.

This lowrisk module displays all the locks and Mi@Qi controllers that have
been entered into from the PC software client. Here, Doors may be initialized,

Dashboard
— Synchronized, Updated, Reset and have their Audits retrieved.

The Card Encoder module is a loisk module for operators who will only need

to encode and update physical credentials, which have been entered into the
software from a PC client and for which they have been granted visibility for.

Settings
The Settings module provides for resetting the authentication codes for operator
devices and allows users to add & delete additional Proxé$systems.

Forthcoming:This module provides the Door Control functionality from the
main Doors screen in the ProxesSt@C client software. This includes Quick
Unlock, Toggle, Lockdown, Refresh, reader status, Battery %

This provides the complete functionality of the Users module General and
Credentials tabs from the ProxessiKPC client software. The IQ Mobile app
holder can add, edit and delete users and their credentials, including the ability
to encode and update them from this module.

Forthcoming:The Logs module provides investigation of all system events and
audit logs.




mn

= Dashboard

Rob's Laptop

< A

3

Settings

When opzning the 1Q Mobile app, either

R 2

the Dashboarc or the Organizatior.

screen will open.

If the Organization screen opens, tep the
organization you want access to.

217
Dashboard

Rob's Lantop

I1Q

MOBILE

< Engineering System

oo

2 Dashboard
Doors

Users

Do &

Card Encoder

&

Settings

2, Preferences

X Uutiities

ol T

27
— Dashboard
Robs Laston

IQ

MOBILE
State University >
Engineering System >

-

Homeiess Hotel >

Regional Catholic School >
Mid-Size School District >
Dormitory Complex >
Apartment Community >

Southern Office Building »

217
Doors
Rob's Laotap
520 ) Unbound Update Pending

All American Classroom 1
City Hall Cylindrical
David's STC

Director's Office

Dog Wash

Employee Entrance
Employee Entrance Crash-bar Door
H117 Tech Office

Infant Room

Lumberyard Main Entry
Medical Cabinet Switch
New Office Door

Proxess HQ

Research Lab 4

SC FL1 North Corridor
Seam CX 1

Steve's PH Corner Office

Vaught Bldg 1 Perim 1

ol T

C

Location

$54%

I1Q

MOBILE

< Engineering System

Dashboard

oo
ao

Doors

o &

Users

)

Card Encoder

& o b

Settings

,o Preferences

K utiities

2117

Doors

Rob's Lantop

IQ

MOBILE

< Engineering System

o

2 Dashboard

o

®

Doors
2 Users
_D Card Encoder

53 Settings

2, Preferences

2 utiities

Dashboard

Rob's Laptop

ol T

ol T

Location

$56%

Settings

217
. =
124, Borden
Admin, Super
Altadena, Angelica
Ba, Maya
Baas, Bill
Bartee, Carl
Boit, Husain
Cann, Phil
Caudillo, Claudia
Clark, Wilson
Cobb, Scott
CoreMK, SwitchTech
Darion, Nelly
Dog, Iz
Earney, Dexter
Email, User with
Fitzpatrick, Johnathan
Gia, MAd
Ho, Dawn
K, Steven J

Kagen, Vitaly

ol T

Dashboard

Rob's Lagtop

ol T

Users
Robis Laotop

fake@

tadenala@hp.com
baldewiczm@westerntc.edu
whaas@candelacorp.con
cbartee@fbcglenarden.org

boltjp@grace.edu

claudia.caudillo@gmail.com
clarkw@grace.edu

scobb@eyeonis.com

dstone@kb.com
isabellersch@gmail.com
eameyde@gvsu.edu
name@companyemail.com
ifitz@stateu.com
mgiardina@arcsgalloway.org

davn@getseam.com

vkagen@aaaravg



Users
Rob's Laotap

I1Q

MOBILE

< Engineering System

oo

8 Dashboard
Doors
Users

Card Encoder

& oD &

Settings

2, Preferences

2 Utilities

= ACS Settings
3

Rob's Lastoy

F}

MOBILE

< Engineering System

o

& o P & =\

Dashboard
Doors

Users

Card Encoder

Settings

&, Preferences

X Utilities

o T

fake@
a@hp.com
sterntc.edu
lacorp.con
narden.org

dgrace.edu

sgmail.com
dgrace.edu

reonis.com

e@kb.com
)gmail.com
2gvsu.edu
semail.com
stateu.com
slloway.org

tseam.com

-avg

o T

Done

Wl

118...

218
= Card Encoder
Rob's Laotap
<
218
= Preferences
Rob's Laotap
Color Scheme

Override device color scheme

Minimum Bluetooth Strength

0% ~

o T

Card Encoder

Rob's Lantop

I1Q

MOBILE

< Engineering System
Dashboard

Doors

Users

Card Encoder

& © P & =

Settings

2, Preferences

2 Utilities

Preferences

Rob's Laptop

o)

< Engineering System

Dashboard
Doors
Users

Card Encoder

& oD & 8

Settings

2. Preferences

2 utilities

o T

218 al T
= ACS Settings
Robis Latop
Done
Settings
Config Name
Rob's Laptop

Scan QR Code

Advanced Settings
Com Code

U %(OZ>}1>(%
Key Code

P$~+%!12{0_ )%
Installation Id
d2a021ab-136¢-42b8-a546-b253ce118...
Naming Convention
https://proxy{0}.proxess.com/

@ s Dynamic

Preferred Proxies

218 "l T
= ACS Settings
Robis Laotop
Done
Settings
Config Name
Rob's Laptop

Scan QR Code

Advanced Settings

Com Code
U%(O(Z>}>(%

Key Code
P$*+%!2{0_}"I[_%

Installation Id
d2a021ab-136c-42b8-a646-b253ce118...

Naming Convention
https://proxy{0}.proxess.com/

o

Preferred Proxies
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10:24 il = 10:24 wo= 10:25 v 56 #1
Dashboard = Dashboard
— X — — Doors — Doors
Rob's Laptop. Rob's Laptop ) 8225 Lawndale q 8225 Lawndale q S 8225 Lawndale q
.@ Unbound Update Pending Location 20 Unbound Update Pending A Location 21 Unbound Update Pending A Location
Doors
de 3304
\ 4101 Model % C 4101 Mode! ¥
3305 ™
4102 % C 4102 ]
MOBILE %)
@ 4103 % 2103 %0 3306 .
Settings a10a $0 a104 %0 3307 I
State University > 4105 $0 4105 % 3308
4106 Model 2 A X 4106 Model 2 A X Dog Wash *x
Engineering Systen; > 2107 30 4107 B Frio St Gate 2 IS
4108 de Filters Reset Gate 10 8
Homeless Hotel >
4201 3 Gate 11 )
. . 420 [ Unbound
Regional Catholic School > Aot d Gate 12 N
4203 B
Gate 2 (5]
Mid-Size School District > 4208 1 UpcsteRending
Gate 3
4205 L
i ati Gate 9 =
Dormitory Complex > P 3o acation:
Leasing [
4207 b Al @
Apartment Communit > R
P Y 4208 b Default Location Matheo 2
. - 2501 B Main Front Door
Southern Office Building »
Pool Gate Office
4303 3 Show Results (125) 53
4304 v d Pool leasing 1
10:27 w1 56 3
10:26 R
10:26 11156 #1 10:24 B = Doors a
= Doors . Caventry Viliage
8225 Lawndalo Q = 00! Q = Doors Q
Samtand L 20 Unbound Update Pending A Location
Unbound Update Pending Location
=0 Unbound Update Pending A Location =0 Unbound Update Pending A Location
122 Exterior ¥
& 4101 Mode! % 122 Interior $C
101 A 30 4102 ¥ 123 Office %0
102 A 30 a103 % 124 Office B
103 A ¥ 4104 %0 125 Office B
104 N 4105 ¥ 126 Office A 3
108 A XC 4106 Model 2 A X 128 Exterior ¥
106 %0 4107 0 128 Interior ¥
107 30 4108 ¥ 129 Exterior 3
108 A R 4201 ¥ 129 Interior ¥
109 A 30 4202 ¥ 130 Exterior G
mo [N 4203 * 130 Interior
1201 4204 3 131 Exterior *
4205 ¥ 131 Interior $C
Location
4206 ¥ Attic Stairwell ¥
All @ 4207 % 0 Gym Exterior By 106 %0
Default Location 4208 e Heating Exterior g
4301 $C Heating Interior *
Show Results (125) 4303 * Sprinkler Room
4304 v



3:25 wl T 352 wlow 3:26 W oT 353 ol =

— ACS Settings = Doors a =) ACS Settings = ACS Settings
15C West = 5 et I\ /) 15C West. = 1SC wast
Total doors: 40 At Room Door 1 i ISC West
To connect to your ACS: Filter Classroem Door 102 : To connect to your ACS:
- Open the Proxess IQ client. - Open the Proxess IQ client. Select/Edit Configuration

- Add a new Moabile Device. Unbound Classroom Door 104 3 - Add a new Mobile Device.
- Press "Scan QR Code" below and scan the e e - Press "Scan QR Code" below and scan the Doors. an the
«code on your screen. Classroem Door 105 L1 code on your screen. R
_ Lostions . - _ R I
Default Lacation Classroom Door 107 A0
ACS Setti
Name i Door 108 ) Name s
Clear Filter lassroom Door B0 S
ool Classroom Door 109 30 ISC West
Com Code Classraom Door 110 % Com Code
+°L[Plet#=j[%) Classraem Door 111 % 8 / 2 8 8 +"L[Pret#=lj[%)
Key Code Classroom Door 112 % Key Code
+_[NQ[+H?+:%; Classroem Door 113 3 +_[NQ[+H?+:%;
Installation Id Classroom Door 114 * Installation Id
3c28ebfe-deab-4e65-b9le-aalcibbade... Classroom Door 115 N 3c28ebfe-deab-4e65-b9le-aalciBbade... e..
Classroom Door 116 :
¥ Advanced Settings Classroem Door 201 i ¥ Advanced Settings
Classroom Door 203 '
Test Connection Test Connection

Classroem Door 208 3

- o .

Classroem Door 208

Classroom Door 209 3
¢ ¢ -

When you click Done, you will be brought to the Doors screen You may also click on the Menu/Hamburger
for that system. By checking the radio buttons on the left, you button, which will take you to the overall Menu
will cull the list to see only doors in a certain location, or doors for Proxess Sync.

that have not be bound or connected to this system.

3:53 il 352 wl w5 353 ol 421 il F
= ACS Settings = Doors Q = ACS Settings = Personal Settings
- I5C Wast 150 Went 1SC Wast 15C West
1SC West Total doors: 40 At Room Door 3 150 st i ikame

Filter Classraom Door 102 3
dit Configuration Select/Edit Configuration Override device color scheme
(L) Classraom Door 104 ] ®
an the Doors an the
(=D Classroom Door 105 %
‘Gard Encoder Card Encoder

i Classraom Door 106 ] s
ersonl Sattngs I Locations I Minimum Bluetooth Strength
Default Location Classraom Doar 107 i —
ACS Settings ACS Seffings ( ) =
Clear Filter Classroom Doar 108 % \

Firmware Firmware

Classroom Doar 102 ]
Classroom Door 110 3
Classroom Door 111 ]
Classroom Door 112 3

Cossmomonrtt1 8 ¥ Minimum Bluetooth
Classroom Door 114 R0 -
— signal strength from

5 Me..
Casromoorte® 40 your phone to a lock
Classroom Door 201 i for |t to ShOW up |n
Classroom Door 203 i
Classroom Doar 205 ] Proxess Sync to be
I Classroom Door 207 % I O E A X A A I A O

o Classroom Doar 208 i
Classraom Doar 209 i

k on Doors to bring you to the Doors screen. Click on Personal Settings to bring you to the that screen.

e..




Classroom Doar 208 +
Classraom Doar 209 +

As an alternative to clicking on the Door name to initialize/ sync
it, Click on the Bluetooth icon and all the nearby doors will
appear. The % indicates the Bluetooth signal strength of each
lock. Place your phone near the frefdacing plastic of the lock

10:48 il LTE 10:49 i LTE 4
< Doors Assumption Classroom 1 £ Doors Assumption Classroom 1
Address: CF.CB:85F9/1076 Address: CF:CB:85:F8:1076
Location: Assumption Schaal Location: Assumption Schoel
Has updates: false Has updat

Lack bundle version: 7 Lock bundle versi
Battery level: 9% Battery le:
Reader firmware version: 3.0.9 Reader firmware versi

Lock firmware version: 3.1.2 Lock firmware versi ' —
Bluetooth 74% Bluetooth @Eﬂij

) Getlockinfo More
Cancel

Click Sync to initialize or update a lock.

3:52 wil & 10:48 o LTE B3
= Doors Q Nearby Doors = Daors. Q Nearby Doors
Assumption RCS - ks Lapten
Total doors: 40 Art Room Door . Total doors: 24 (@
Filter Classroom Door 102 30 Filter City Hall Cylindrical &
R Classraom Door 104 ET L David's STC 2
Has updates. F— 1o Has updates R .
i Classroom Door 106 + i
Locations Locations Dog Wash S
DefaultLocation  classroom Door 107 N Default Location
. - HI7 Tech Office ®
Clear Filter Classroom Door 108 * S
Infant Room ®
§ Lumberyard
Classroom Door 109 0 Apartmants
KBVT &9
Classraom Door 110 ¥0 City Hall
Laurens Remate Bullding &
Classroom Door 111 30 8 / 2 8 8 Reieigh
Classroom Door 112 EL UCANR 3 Lomberyar Main Entry ~
Classroom Door 113 T IeL Borden Medical Cablnet Switch 9
Classraom Door 114 * Spectrum M. F's Door I
Classroom Door 115 ¥ Son FranHQ New Office Door S
Classroom Door 116 ¥ GLPEEE] Research Lab 4 S
HS
Classraom Door 201 . Schreiver 124 5
Classroom Door 203 i Clear Filter SC FL1 North Corridor S
Classraom Door 205 * Seam CX 1 L
eam 2
Classroom Door 207 +

Steve's PH Corner Office b0

o Vaught Bidg 1 Perim 1 S

Vansabt Rl 1 Darim 2 b

So, from either screen view you wish, select a Door
to connect with, ensuring you select the one with
the greatest signal strength. For a firiitne lock

ET EOEAI EUAOGETI T h AA OOOA Oi

10:49 W UE il 5G 5
{ Doors  Assumption Classroom 1 ‘Assumption Classroom 1
Address: CF:CB:85:F9:10:76 Address: CF:CBiB5F9:10.76
Location: Assumption School Location: Assumption School
alse Has updates: false
Lock bundle version: 7
8% Battery level: 98%
Reader firmware version: 3.0.9 Reader firmware version: 3.0.9
Lock firmware version: 3.2 Lock firmware version: 312
Bluetooth Bluetooth 78%
< Sync Get lock info More
)

Sync Get lock info More

Success will bdisplayedand you can return to the Doors screen.



Settings

124, Borden
Admin, Super
Altadena, Angelica
B3, Maya

Baas, Bill

Bartee, Carl

Bolt, Husain

Cann, Phil

Cauillo, Claudia
Clark, Wilson

Cobb, Scott

CoreMK, SwitchTech
Darion, Nelly

Dog, Iz

Earney, Dexter

Email, User with
Fitzpatrick, Johnathan
Gia, MAd

Hevesy, Paul

Ho, Dawn

K, Steven J

Users

Rob's Laptop.

fake@

tadenala@hp.com
baldewiczm@westerntc.edu
whbaas@candelacorp.con
chartee@fbcglenarden.org

boltjp@grace.edu

claudia.caudillo@gmail.com
clarkw@grace.edu

scobb@eyeonis.com

dstone@kb.com
isabellersch@gmail.com
eameyde@gvsu.edu
name@companyemail.com
fitz@stateu.com
mgiardina@arcsgalloway.org

paul hevesy@provzss.con™

dawn@ ;e(semc

4:29 wioe %

< Users new user v

First Name

Last Name

Middle Name

User Name

External Id

Email

Organization Global

Save the user to enable creating credentials.



To Control Doors, click
on the Doors menu.

1M oz %

= Dashboard
Roo's Laptop
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Q
=
L
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=
o

This Operator has Synch
rights for this Door.

If this Operator has no
Remote Controtights,
the bottom statement
will appear.

Select a Door from your
available view

B <

Depending on the rights of the Operator of tiparticular app various
view and control options will appear when a door is selected.

< Front Door

Location

Update Pending

Lock bundle version
Battery level:

Reader firmware version
Lock firmware version
Bluetooth

Advertisement Info

Bluetooth Door Commands
set |

Remote Door Commands

Door State

This Operator has
Synch rights and
Remote Controtights
for this Door.
ThoseCommandsare
shownhere.

For this Door, lhe
Operator has no Synch
rightsbut it does have
Remote Control rights,
but only to Quick
Unlock & Toggle.






























































































































































































































































































































































































































































































































