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Equipment & Network Needs

In preparation for the system software download and hardware installation & configuration:

Here are the Computer & other required system components:

* Minimum Computer Spec (for each ProxesslQ® server and client), Windows 10+ Pro, Intel 12th Gen 2GHz,
1USB input, 8GB RAM, 256GB hard drive, 40GB free disk space.

* ForLarger Systems; 12 Generation Intel Core i7, 16MB RAM, 512GB HD, .NET 4.8.

* Itis strongly recommended to pre-install Microsoft SQL Express 2022 on the Server PC prior to downloading
the ProxessIQ™ software. Consult Proxess for very large systems.

* Network or Internet connection for the PC, depending on the Proxess IQ Mobile™ connection method

* Common WiFi connection to ProxesslQ™, or mobile plan with connection to the ProxessIQ® network

* ProxesslQ™ software Download link: For New Installations www.proxess.com/downloads/current
For updates and additional clients www.proxess.com/downloads/archive

* USB Enrollment Reader

* Apple or Android Smart Phone

* Proxess Sync™ Download link

* Router for DNS comms to controllers, or switches for static IP & WiFi comms

* USB-to-Serial cable for custom controller configuration

Ports to be opened for client and IP controller communications:

* TCP 8008-8011 (client-to-server software comms), TCP 8031 (controller comms to the software) & UDP
8032 (controller beaconing)

* Note: The IP Controllers/Gateways may be configured to communicate over ethernet and/or WiFi

Website URLs to be white-listed:

* Bi-directional communications for Mobile Keys: Outbound for initialization and changes and Inbound for
audits and events & Notifications: https://pmcs.proxess.com

* "Dumb"” remote synchronization app, which can be enabled & disabled with a click in the software
anytime that it is to be used: https://proxyi.proxess.com

* The back-up: https://proxy2.proxess.com

Email to be white-listed, for Mobile Key& Notifications receipt:
DoNotReply@email.Proxess.com



http://www.proxess.com/downloads
http://www.proxess.com/downloads/archive
https://pmcs.proxess.com/
https://proxy1.proxess.com/
https://proxy2.proxess.com/
mailto:DoNotReply@email.Proxess.com

Firewall Settings

Please prepare/enable your firewall to accept the following.
This is a summary of the firewall rules that the Proxess software installer attempts to create:

<fire:FirewallException Id="ProxessControllerCommunication"
Name="Proxess Controller Communication"
Protocol="tcp"
Port="8031"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException Id="ProxessControllerBeacon"
Name="Proxess Controller Beacon"
Protocol="udp"
Port="8032"
Scope="localSubnet"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException |d="ProxessServerSecureCommunication"
Name="Proxess Server Secure Communication"
Protocol="tcp"
Port="8009"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException Id="ProxessServerOpenCommunication"
Name="Proxess Server Open Communication"
Protocol="tcp"
Port="8011"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
<fire:FirewallException |d="ProxessldentityServer"
Name="Proxess Identity Server"
Protocol="tcp"
Port="8008"
Scope="any"
IgnoreFailure="yes"
Profile="all" />
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Quick Start Guide (Page 1 of 3)

» Software Installation: Instructions for downloading and installing the
ProxesslQ™ software; both server & clients.

* Licensing: Add and upgrade licenses for ProxessIQ® software and Mobile
Credentials/Keys.

System Operator Roles: Define the grouping for view\edit\delete rights for each
software module.

* System Operators: Add operatorsinto an Operator Role. Modify\personalize their role.

Mobile Devices: Add mobile phones which will operate the ProxesslQ Mobile simple
configuration App.

B Proxess 1Q Mobile™ (old Proxess Sync): Sign in and enable IQ Mobile to perform
system configurations on your Apple or Android Mobile Phone.

* Time Schedules: Create the days and times that locks and doors will operate with
credentials and remain locked or unlocked.

» Door Groups: Create groups of Doors, for more easily assigning access rights to users.

* Doors: Adding, programming & editing wireless locks and online doors.

7 Doors & Door Groups: Mass-Adding\Modifying\Deleting Doors & Door Groups
using a .csv spreadsheet

Door Groups

Access Profiles: Create groupings combining Time Schedules with Doors and Door
Groups.
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Controllers: Define online\checkpoint doors\readers.

Users: Add\Modify\Delete credential holders and their PHYSICAL credentials (cards,
keychain fobs, stickers, watches), including custom Advanced Searches.

Users: Add\Modify\Delete credential holders and their MOBILE credentials (Apple &
Android phones).

Users: Mass-Adding\Modifying\Deleting Users & Credential using a .csv spreadsheet

Database Exports: Exporting data from the SQL database, supplementing the “Export”
buttons in Users, Doors & Door Groups

Encoding & Deleting: Using the ProxesslQ® Software to Encode & Delete credentials
Encoding & Deleting: Using the Proxess Sync phone app to Encode & Delete credentials

Calendars: Schedule Holidays and special events, years in advance.

Credentials: Simpler management utility for credentials, after a User is created in Users
menu, including custom Advanced Searches

Notifications: Set Email alerts based on virtually any system event.

Mobile (Phone) Keys: Administrative management of Mobile Keys/Credentials (Note:
Issuance typically occurs in the Users menu).
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Cloud Settings: Communications management between ProxesslQ® server and the
Mobile Credential Cloud.

System Schedules: Aggressive Event & Audit pulling

Click on ito

System

these
buttons to . Settlng_s: Define system and operational attributes, including for door, reader, LED and
go to each credential operations.

section B Logs: All User & Door event logs are available here and may be searched using multiple
custom Boolean rules, with custom Advanced Searches.

Logs

— i e« User Interface: Arrange and hide Module icons and Ul color schemes.
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Which software do | download for a Basic system?

From the links provided at www.Proxess.com/Downloads/Current (for new systems) or
www.Proxess.com/Downloads/Archive (for existing systems) if your system is described on
this page, then on the computer that will be your primary (the “server”) you will download and
install "Proxess-Server-Installer-LocalDB-Bundle.exe”. On all other computers (unlimited),
you will only install “Proxess-Installer-Client.msi"”

Follow the instructions in this section if this describes your system.

There will be only 1 (one) computer There is 1 (one) main computer (laptop or desktop)
(laptop or desktop) used for QR used for data entry and one (1) or more additional
configuration and data entry. computers may be used for configuration and data

entry, either now or in the future.

PC SPEC (minimum):
Intel 12th Gen, 2GHz

8MB Cache
8GB RAM
256GB Hard Drive
[ ]

Primary computer (“Server”):
Install “Proxess-Server-Installer-LocalDB-Bundle.exe”.

X

Additional computers (“Clients”):
Install “Proxess-Installer-Client.msi”

B



http://www.proxess.com/Downloads/Current
http://www.proxess.com/Downloads/Archive

Locate the download link provided at www.Proxess.com/Downloads/Current (for new systems) or
www.Proxess.com/Downloads/Archive (for existing systems) or which has been emailed or otherwise provided to you by the Proxess
support staff or sales team.

For basic and small-to-medium sized systems that choose to use the Proxess built-in “LocalDB” database (a Microsoft database
product), you will install the file from the top section (in the version depicted below, 1.5.2.1)
“ProxesslQ_Server_Installer_LocalDB_Bundle.exe”.

This file will install both the server and client (system programming user-interface) applications onto the computer. This “"bundle” can
only be installed on one computer per system, but the Client download files can be loaded onto several other computers, which will be
used as administration workstations.

Click on “Proxess-Server-Installer-LocalDB-Bundle.exe” and, if prompted, click on "Download” on the screen that opens.

€ C (_:vl/ww.Proxess.com/Downloads/(urrer}g;‘

ProxessIQ™ Downloads
a1 Release www.Proxess.com/Downloads/Current
ProxesslQT™ Client Installer

ProxessIQ™ Client Installer

Download: PromesslQ Installer Client msi
o with LecalDl — Download: ProxessIQ).Installer Client.ms1 Note on Upgrading Versions:
8410 Server Installer LocalDB Bundle exe ;r“j A o
— — Server Bundle with LocalDB When upgrading the version of your

pm—— ProxesslQ™ software, be certain to upgrade
the server as well as all the clients to the
D Server Ouly same version, or there could be functions

ProxessIQ™ Client Installer \ Download: ProxessIQ Installer Server.msi that do not Operate properly.

Dowaload: Py

Dowm.((ia': ProxessI() Server Installer T ocalDB Bundle,a:}éj)‘:

Previous Releases

0l Installer Clisntmsi

Server Bundle with LocalDRl

Download: Proxessl0 Servec lnstallee LocalDByffundle exe
Server Only

Dowaload: ProxesslQ lnstaller Secver gl

. a7 ‘

=

Note: 1.4 versions are for
support of Legacy systems
Only

Alternatively, for systems where the server computer will Not be used as an administrative terminal, click on the 1.5.x Server file
(instead of the Bundle). All the subsequent administrative workstations will have the Client file installed, as discussed above.


http://www.proxess.com/Downloads/Current
http://www.proxess.com/Downloads/Archive

Can't scan file for viruses

v

Per the previous page, click on “Proxess-Server-Installer-LocalDB-Bundle.exe” to begin the file download.

There are 3 automated wizards that will guide you through each the download bundle, the server installation and the client
installations. At the completion of all 3, the Server program, ProxesslQ™ Control Center will launch.

This is the Download Bundle installation wizard:

Follow the windows that open and prompts
that appear on this page. Depending on your
computer’s settings, some of these windows
may not appear and can be ignored.

What do you want to do with Proxess.Server Installer.LocalDB.Bundle.exe =T —
" | Save )> Save as

From: doc-0s-44-docs.googleusercontent.com

|

and could harm your device.

Proxess.Server.Installer.LocalDB.Bundle.exe is not commonly downloaded

Delete View downloads

Windows protected your PC

Windows protected your PC

gnized app from

User Account Control

changes to your device?

s

lisher: Proxess LL(

gin. 1 drive on this

compute

Do you want to allow this app to make

=)
'1—1 Proxess ACS Server (LocalDB Bundle

- . ﬁ] ProxesslQ Bundle Setup - X ﬁ ProxessiQ Bundle Setup - X
The icon below [
may blink in @ ProxesslQ Bundle @ ProxesslQ Bundle
your computer’s

Proxess® ~ Proxess® ~
taskbar. If so, 7 7
. g End User License Agreement End User License Agreement
clickonitto
proceed. THE TERMS OF THIS END USER LICENSE AGREEMENT THE TERMS OF THIS END USER LICENSE AGREEMENT
(“FUILA" _ GOVFRN _YOUR __UISF_OF ANY PROXFSS® ¥ (‘FULAMY  GOVFRN _YOUR IISF_QF ANY PROXFSS® ¥
[J1 9 gree to the license terms and conditions [ agree to the license terms and conditions
Ginstal Close | —— @!nstall/ ) Close




E Proxess Access Control Server Setup - X

Welcome to the Proxess Access Control
Server Setup Wizard

The Setup Wizard will install Proxess Access Control Server
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

E Proxess Access Control Server Setup - X

End-User License Agreement

Please read the following license agreement carefully

End User License Agreement (the “EULA” or
“Agreement”)

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO

NOT AGREE TO ALL TERMS, DO NOT CLICK “I
ACCEPT” AND YOU WILL NOT BE PERMITTED TO
ACCFSS AND LISF Proxess™ PRODLICTS )

Back \ Cancel > Print Back N
Continue following the windows that open
and the prompts that appear on this page.
ﬁ Proxess Access Control Server Setup X . E Proxess Access Control Server Setup X
Proxess ACS Proxess ACS

Please select an instal option

Choose new install if you are installing the product for the first time \nand
need to configure your system.

i [ New Instal )) |

Choose existing install if you already have a backed up configuration file and
an existing database. This will skip all other configuration steps.

Note: Only click “Existing”
if you are upgrading the
version of your
ProxesslQ™ system.

Back Cancel

Database Configuration: Using SQL Server 2016 EXpress or greater is reco...

Set Database Path (ex:PRODSQLISQL2012):

[oEsKkToP-QU7CBG NS QLENR! [Pruxgss.ncs

User Id:

Password:

Back Cancel

Cancel —p

v

This is the Server Installation installation wizard:

ﬁ Proxess Access Cantrol Server Setup - X

End User License Agreement (the “EULA” or
“Agreement”)

End-User License Agreement

Please read the folowing license agreement carefully

THIS IS A BINDING LEGAL DOCUMENT. IF YOU DO
NOTAGREE TO ALL TERMS, DO NOT CLICK “I
/ACCEPT” AND YOU WILL NOTBE PERMITTED TO
ACCFSS AND LISF Proxess™ PRODLICTS ~

[ accept the terms in the License Agreement!

Print Back : Cancel
—

v
It

Click “New Install”. Only click “Existing
Install” if you are upgrading the current
version of your system.

Check the box to Use LocalDB and do not
change the path that appears.

Only set a different path if you have already

installed SQL Express and will take
responsibility for its maintenance.

ﬁ Proxess Access Control Server Setup X
Proxess ACS
Database Configuration: Using SQL Server 2016 Express or greater is reco. @

Milse )
Set Database Path (ex:PRODSQL\SQL2012):

ProxessACS

(LocalDb) \MSSQLLocalDB

P —




E Proxess Access Control Server Setup X

Proxess ACS
Network Configuration @

Server Host Address (ex: 10.10.10.5,
server . localdomain. com):

-SKTOP-QU7CBG.

Use Proxess Proxy for Mobile Programming Device
communication. Keeping this checked is highly
recommended

[ use Proxy

»
»

@ Proxess Access Control Server Setup

Proxess ACS
Advanced: Autentication Configuration. Leaving defaults is recommended

anet.com:5008):

#5 Proxess Access Control Server Setup - X
Choose Setup Type
Choose the setup type that best suits your needs @
Typical

e most common program features, Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back Next Cancel

Do not change the default server address or name, unless you are prepared take
responsibility for the resulting network connectivity.

Leave “Use Proxy” checked.

ﬁ Proxess Access Control Server Setup - X

Ready to install Proxess Access Control Server

Click Install to begin the installation. Click Back to review or change any of your
instalation settings. Click Cance! to exit the wizard.

s [CE) | e

) Proxess ACS Server (LocalDB Bundle) Setup - X

§ Proxess ACS Server (LocalDB

P Bundle)

Installation Successfully Completed

E Proxess Access Control Server Setup -

Installing Proxess Access Control Server

Please wait while the Setup Wizard installs Proxess Access Control Server,

Status:

Cancel

Select “Typical”, unless otherwise
discussed with Proxess.

E Proxess Access Control Server Setup - X

Completed the Proxess Access Control
Server Setup Wizard

Click the Finish button to exit the Setup Wizard.




Initializing the Server

Server Version:

User Account Control y PROXESSIQ™ CONTROL CENTER
Do you want to allow this app to make Server Status
Recently added changes to your device?
© Stop Proxess Service
ProxessIQ B Prox Configuration Manager Server Status: Running

Client Configuration

‘ Sl ProxesslQ Control Center

ﬁ L ffype here to search

Both the “Server” and “Client” portions of the software have now been installed Creste ocat Database Backup | | Bacul sever Contg
on your computer.

It is good practice to follow the steps on this page, which will assure that the
essential Server services are running on this computer.

Get Client Configuration File | || Includ} Root Certificate Export

Backup Utilities

Logs

View Server Logs Export Server Logs

Additional Details

Press the Windows™ icon on the keyboard or click on the Windows™ icon on oo

the left side of the Taskbar on the bottom of your screen. Locate and click on S ___

the “ProxesslQ™ Control Center”, which will be in both the “Recently Added”

section of the pop-up list of programs, as well as under the “P” section down The above screen will open. If the Server Status is shown as
below. If prompted with the window requesting to make changes to your “Stopped” then click on “Start Proxess Services"”.

computer, click “Yes".

PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service

Server Slalu

Server Version: 15.2.101

Client Configuration

Get Client Configuration File | | | Include Root Certificate Export

Backup Utilities

Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

Server Location: C\Program Files (x86)\Proxess\Server\
Database Server: (L( Db)\MSSQL LocalDB
Datbese Name

Usually within several seconds (and upwards of about a minute) after
clicking “Start Proxess Services” the Server Status will change to “"Running”.
We will now proceed to initiate the software.
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PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service
Server Status: Runniny
9 = Pictures ~ O Name
Server Version: 1.5.2.101 Network Harbor i
i
Nigeria <64
Client Configuration o
roXess x86
Proxess PPT ] App.config.install
["] Include Root Certificate Export P> Proxess.AxessiQClient
& OneDrive
| Proxess AxesslQClient.exe
v = This PC I Proxess.AxesslQ.CloudClientexe
| Proxess.AxesslQLocalClient.exe
XML Document

Backup Utilities
Create Local Database Backup Backup Server Config

Logs

View Server Logs Export Server Logs

Additional Details

QL

Server Location:
Database Server:

Database Name:

Click the “Get Client Configuration File” button.
On the “Save As” screen, navigate to the following (preferable) folder

-

Ma -
Home  Share View
> ThisPC > Windows (C) > Program Files (x86) > Proxess > Client
Date modified

+ | Client
e

v

| Proxess. AxesslQOrigClient.exe

» 3D Objects
] Proxess ProxessACSRx.exe

= Desktop
| ProxessClientConfig

2 Documents.
# ProxessRootCertificate

Security Certificate

& Downloads

) Music
[T T EEProxessClientConfig)

Save as type: | Xml documents (xml)

~ Hide Folders

Cancel

PROXESS CONFIGURATION MANAGER
Server Status

Start Proxess Service

Client Configuration

Get Chent Configuration File

Backup Utilities

Create Local Database Backup

location to save the file in:
“This PC\ Windows (C) \ Program Files (x86) \ Proxess \ Client”.

Additional Details
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Click the “Save"” button.
Click on the “x” on the top right of the ProxessIQ™ Control Center

window to close the application.

Note: It isimportant to keep the Proxess Services Running at all times
and especially to enable it to automatically start-up upon a restart of

the computer.
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Do you want to allow this app from an
unknown publisher to make changes to your

Initializing the Client

device?

Life at a glance
C:\Users\robsc\AppData\Local\Packages
Microsoft.MicrosoftEdge_8wekyb3d8bbwe

TempState\Downloads
)

Recently added
N Proxess|Q Tiiesd
uesday
q Proxess.Installer.Client.msi
sblisher: Unknowr
File origin: Hard drive on this computer

ProxessIQ Control Center
g
\\—‘fi =i —
X

Il O [Type here to search
Click the “"Windows" icon on your computer and select the “Proxess|Q"”
= | Client . o

program and allow the app to make changes to your device.
This PC Windows (C) Program Files (x86)

\

t
~ 0

= Pictures

P Prosess Access Control System
Netwark Harbor .
Nigeria 64
Proxess %86
Prowess PPT App.config.instal
B Proxess AxessiQ Client
& OneDrive
| Proxess.AxessiQ Client.exe
v = TnisPC ) Prowess AxessiQCloudClient exe
» 3D Objects | Proxess.AxessiQLocalClientexe
 Desktop ) Proxess AxessiQ OrigClient exe
o Acsfyere
niConfig

2 Documents

+ Downloads
wenicate

b Music

= Pictures

NOTE: Other than as stated here, do not make any changes to these screens. Click the “Load Client Configuration” button on the first
screen. If you have not yet pasted it into the Client folder, you will be asked to search for the Configuration file, which may be found in the

file folder you saved it in. Click on it.
On the next screen (below), click the “Apply Client Configuration” button.
The Login screen will open. Enter “administrator” and “proxess”.

B® Proess Access Control System

P Provess Access Control System
Proxess Log In

Load Client Configuration

Defaults:
User Name: administrator

Password: proxess



You will now be prompted to change your password, which is strongly recommended, but not required.
One option is to get familiar with the software and configure it and get a second administrator trained before changing the default
password.

Please do not take either of these options lightly and be certain to SAVE YOUR PASSWORD !!
The ProxesslQ™ software will now open.

Set Password

[*1 &

Doors Time Schedules
=
Mobile

Controllers Credentials

After installing the ProxesslQ®@ software, you may add the icon
to your taskbar and\or desktop.



ProxesslQ® Default Password Reset

e This does not reset Operator-created passwords. It only resets the default admin user
password, if it has been changed.

* Must be an admin on the machine that has the sever installed
e Goto the directory “C:\Program Files (x86)\Proxess\Server”
* Open the "Proxess.ServiceHost.Console.exe.Config” with notepad with administrator
privileges
o If not opened with admin privileges you cannot save an edited file

e Once open scroll to about line 35 (this may vary) and type <add
key="AdminPasswordReset" value="true" /> at the end of the “</connectionStrings>"
section

o ltshould look like line 37 pictured below
e Save and close the file

23 [E </connectionStrings>
—| <appSettings>

<add key="ServiceHost" value="LAPTOP-919DCOIN" />

<add key="ServiceSecurePort" wvalue="8009" />

<add key="ServiceUnsecuredPort" valus="8011" />

<add key="NetworkMPDPort" valus="8010" />

<add key="IdentityAuthorityUrl" value="https://LAPTOP-919DCOIN:8008/core" />
3 <add key="IdentityScopeSecret" valus="123456789%aaa" />
3 <add key="IdentityClientSecret" valus="aaabbbccecddd" />
3 <add key="LogAdditonalidentityDetails" value="false" />
33 <add key="ControllerPasswordLength" value="3" />
34 <add key="WebAPIPort" walue="8015" />

<add key="WebAPIEnabled" valus="True" />

<add key="AdminPasswordReset" valus="True" />

e Close out any running instances of ProxesslQ® and stop and start the services.
e The default credentials should now work again

o User: administrator

o Password: proxess

The following section will guide you through adding a License Key for ProxessIQ® and for Mobile Credentials/Keys.




Assuring Software Clients Connect to the Server

Resolving Local Host Names

When using the computer name for a server’s host name, any client trying to access the server will need to be able to
resolve that host name. In a local network environment this happens automatically through either local DNS (typically
in a domain environment) or through NetBIOS name resolution. If you are attempting to connect to the server’s host
name outside of your local network environment, these name resolution methods will not be available. The simplest
approach for creating this mapping is to create an entry for the host name in the local host file of the client computer
that is attempting to reach the server.

The Windows Host file is located at c:\Windows\System32\Drivers\etc\hosts. To make edits to this file, you will need to
open the file with a simple text editor (like Notepad) with administrator privileges (Right-Click and select Run as
administrator). The host file does not have an extension (.txt) so you will need to select “All Files (*.*)” in the file Open
dialog. Once the host file is open, you will need to create a new line that contains the routable IP address followed by
the computers host name. Assuming this is outside the internal network, this will need to be the public IP with proper
routing/NAT rules setup. For example, if your public IP is “123.456.0.100” and your server’s host name is
“myservername”, the host file entry should look like this:

123.456.0.1 myserversname

A robust alternative to this is to use a registered domain name with a public DNS record for your server’s host name.

NAT/Port Forwarding

To connect to a server inside a local network from outside of the local network, you will need to set up the appropriate
NAT or Port Forwarding rules on your gateway /firewall. These rules need to provide a path from the public IP
(provided by your ISP) to the internal network IP for all ports required for communication to the ProxesslQ® server. The
default ports that are used for this communication are 8008, 8009, and 8011. Setting up NAT/Port Forwarding rules will
be specific to your gateway manufacture. Please refer to the manufactures documentation for setting this up.

Example documentation for setting up port forwarding on a Comcast gateway can be found here:
https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway



https://www.xfinity.com/support/articles/port-forwarding-xfinity-wireless-gateway

Assuring Software Clients Connect to the Server

When the Computer Host Name Changes

When the Host Name is changed (on purpose or accidentally...) you will need to:
Edit all the values in the ProxesslQ Configuration File, changing the old to the new name

Reload the config file, or change it manually in the “Load Client Config File” screen

In ProxesslQ Control Center, change the old to the new Host Name in the Certificate Bindings

When a computer changes from a Wired to a WiFi connection:
* When a computer changes from a wired to a wireless (WiFi) connection, be certain to delete the localhost IP

address listen in C://Windows/System32/drivers/etc/hosts



Software Licenses for:
ProxesslQ®
&
Mobile Credentials/Keys

Licensing Information

American School District

administrator@proxess.com

FEATURE VALUE

5 q UserModule unlimited
The following are the separately licensable R

modules and features.
Please see your RSM or contact the Proxess HQ

DoorModule unlimited
AdvancedDoorFeatures enabled
OrganizationModule 3
AuditPullSchedules enabled
DeviceActions enabled
ExtendedUnlockSchedules enabled
WebAPI enabled

RemoteManagement enabled

Update License




When prompted to provide a license file in a ProxessIQ® system and in order to add mobile credentials/keys to your system, a Proxess
employee or authorized dealer will email a license package, as a .zip file.

. LicensPackage_ Customer-ABC_4-19-24_344051f8.zip
i) TKB

The following instructions will show you how to download the .zip file and Extract and Save both files within it and note that location.

The first file we will address is the .lic validation and feature license for the Proxess|Q® software.

This file may be added when prompted upon your login to the software, via this notification on the bottom bar of the software:

Fg‘\ Proxess|Q™

AR 2] a7 7 2

Door Groups Credentials Calendars Time Schedules Access Profiles Controllers System Operator

¢] % = I — |
System Operator

Roles Mobile Devices Settings Notifications

Ready | Operator: Administratg_: Error Validating License



Install the license file using the following instructions.

Click on the Menu (“Hamburger”) button in the top bar of the software.

Fh Promessic™ AL ORGANIZATIONS

T Schadules becess Profiles Controllens

g 8

O =
Es

Mabile

Credentals Mo ticnd Organizatsons

Eiady | Opsialon S3minilraio: Error Validating License



In the white menu items that appear, Click on “*About”.

Fb' PromessiQ™ | ALL ORGANIZATIONS

File o Access  Admin Reporting

Click “Licensing” Click "Update License”
(Ina New System) (Updating an Existing System)

-

Licensing Information

bud | About Licensing Information

Admin’'s HP Laptop

O rob.schom@proxess.com

FEATURE VALUE

Clme

FEATURE VALUE
UserModule unlimited

DooriModule unlimited

AdvancedDoorFeatures enabled
OrganizationModule 3

AuditPullSchedules enabled
DeviceActions enabled
ExtendedUnlockSchedules enabled
WebAP| enabled

RemoteManagement enabled

Locate the file location you save the .lic file to and double click on it.

- Extract LicensePackage | Co

Home Share View Compressed Folder Tools

Extri
all

“ v P « Dow... » LicensePa... vy earch LicensePackage_

A [ Name

Proxe<clD CloudToken Text C

# Quick access

;’ Desktop

ProxessIQ_License.lic LIC File
& Downloads

Your ProxesslQ® software will now be licensed with the attributes that were purchased
and you can return to the program to continue programming your system.




The second file you extracted from the .zip will provide you information to enable mobile credential operation.

Locate the file location you save the .lic file to and double click on “ProxesslQ_CloudToken".

[ ] =1 Extract LicensePackage_ -Co_:
Home Share View Compressed Folder Toaols

Documents &| Fictures Scanned Documents {

Zip Exe Quotes Proxess Word
e
Imports for ProxesslQ RAS Prezi arl‘l

Extract To
&« v 4 I <« Dow.. » LicensePa.. w Search LicensePackage_ Co_4-
~
A [0 Name Type

3 Quick access
| ProxesslQ_CloudToken Text Document

’ Desktop - _ : .
. Proxessiu_Licenselic LIC File
4+ Downloads -

Allow this file to open in Notepad, or a similar program.

| ProxesslQ_CloudToken - Notepad o )

File Edit Format View Help

pisplay Name: Company ABC

Host: https://pmcs.proxess.com

MC ACS ID: caed3b59-77f9-44da-aac@-6337796a7ead5
Token: eKH20jCC1KUv/Wdy9r2mxjgkH4mbO1lmiWPIkTj7Kc94=

Once the data is entered, as explained below, your system will be provisioned with the number
of mobile credentials your customer has purchased.

Future mobile credential purchases will simply be added by the Proxess support team in the
cloud and applied to your system, without further action by the ProxesslQ® Operator.



From the ProxesslQ® dashboard, click on Cloud Settings.

&

Time Schedules | Access Profiles Contrallers

g =] [

Credentials Notifications Grganizations

Feady | Ogerator: Administrator

F\\ ProxesslQ™ | ALLORGANIZATIONS - |
S Ty Y e T Check the “Enabled” box.
Copy each line of text file (including all the special characters, but not
S any extra spaces) and paste them into the appropriate fields.
Leave the “Forced Online” box checked.
@ Then click “Save and Synchronize” until *Synchronized” is shown.
[Prowss Cusiome G 3 | ProxesslQ_CloudToken - Notepad - O

File Edit Format View Help
Display Name: Company ABC
Host: https://pmcs.proxess.com
MC ACS ID: caed3b59-77f9-44da-aacl-6337796a7ea5
IMWW Token: eKHZojCClKUv/Ndy9r‘2mxjng4mbOlmil~JPJij7Kc94=

Integrator Id

MCACS

[&&O 8Y:G\UP[MIN+PE2PL:

Status:  Synchronized

Ready | Operator: Administrator

You may now click the back arrow or the Home button and resume your system programming.



Begin Programming ProxessIQ®

NOTE: The programming sequence from the Quick Start Guide (pages
3&4) will be the order followed throughout this operator manual.

Each module has dependencies on the previous modules, so attempting
to configure a system out of this order may not be the most efficient, as
it may result in the need to go back to the prescribed order to fill in
various missing data entry fields.



Opening the ProxesslQ® Client Administrative Interface

a Photos

rovecs

\

=

N ProxessiQ
\\F Click on the ProxesslQ® icon from the
Fﬁ " ProxesslQ Control Center

Windows Program list,
i Publisher Computer Desktop or Task Bar

n

=) - . 12:02 PM
e £ 5/13/2017

F.“\ Proxess Access Control System

Time Schedules Access Profiles.

Proxess Log In —
2 4 = | =
. s

Controllers System Operator | Roles

Notifications

The Login screen will appear after a short background start-up. The Dashboard \ Home Screen will appear. In a later section
ter the default operator credentials you have been given. For we will show how to add the shortcut menu and change the
ity, be sure to immediately delete these credentials and background and icon colors, order and visibility. Click on the
ersonal credentials. Click on Login. Module/Menu (the large icons) you wish to enter.




OPERATOR ROLES




P Proressigm | au orsanzanons

& E | &

Credentials Time Schedules

¢ F 3 = =] &
-d- E2]
Mobile
Controllers System Operator Mobile Devices | Settings Logs Credentials

Notifications

Operator Roles define what Modules (the large icons) Operators
will have access to and what actions they will be able to perform
once in that section. Click “*System Operator Roles”.

F’ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name:
New

Role Description

he following screen will open, for creation of the new Operator

ﬁ\ Proxess Access Control System

OPERATOR ROLES

[ | AcTiONS | USERMAME DESCRIPTION

O # M Customer-Manager Customer's Admin at Manager Level, under Administrator Level
(] Active O # M ProxessAdministrator

] inactive

Delete Selected Advanced Search Reload

Options on this page allow editing and deleting existing Roles and
filtering down a longer list of Roles using the Filter checkboxes for
Active and Inactive Roles, on the left side of the page. Click “Add
New Operator Role” to do so.

@ Proxess Access Control System

NEW OPERATOR ROLE > NEW

Role Name: | Main St. Elementary

New

Role Description | ProxylQ mobile App rights

Enter a descriptive name for the Role, considering all the future
possible names that may be in your system, to avoid future
naming conflicts. You may add any descriptions that may assist
you and the team. Click on the Create button when complete.




@ Proxess Access Control System

MAIN ST. ELEMENTARY > GEMERAL

Role Name:  Main St. Elementary

General

Role Description | PraxylQ mobile App rights

Once the new Role has been created, click on the Privileges button
to define their modules and rights access.

@ Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

[ | ACTIONS | USERNAME DESCRIPTION

O & WM Customer- Manager Customer's Admin at Manager Level, under Adfninistrator Level

(] Active (m] o M Main St Blementary  ProxylQ mobile App rights
(] mactive W ProxessAdministrator

Search for an Operator by
typing the first few letters of
their name. The resulting list
will automatically appear.

Delete Selected Advanchd Search Reload

To review or edit any Role, click on the above icon. Other options

on this page allow deleting existing Roles and filtering down a
ger list of Roles , using the Filter checkboxes, for Active and

e Roles, on the left side of the page, or searching by name.

P‘ ProxessiQ™ | ALL ORGANIZATIONS -

File Window Access Admin Reporting Cloud About

MAIN ST. ELEMENTARY > PRIVILEGES

Door Module
General

User Module
Privileges Credential Madule
Credential Card
Access Profile Module
Calendar Module
Time Schedule Module
Controller Module
Mobile Programming Device Module
Log Module

Settings

System Administration
Remote Door Commands

Quick Unlock

Toggle

Lockdown

Cancel Lockdown

Get Lock Info

Remote Lock Configure
Multi-Door Remote Commands.

Reset Reader Communications

Mobile Device Privileges

Ready | Operator: Administrator

For each of the listed ProxessIQ® software modules, click the radio
button for the rights this Role will have once an Operator with this
Role logs in. *Manage” allows editing and "Read” only allows
viewing within each module. Click "Save” when complete.

Note that the Mobile Device Privileges apply to the entire IQ
Mobile phone administration app.; “Users” allow the device holder
to encode and wipe credentials, "Doors” allows the device holder
to see, bind, unbind & synchronize locksets and Logs allows the
device holder to view the system Event Logs from their phone.
Note: Be sure to apply the appropriate Operator Role to each
phone in the “Mobile Devices” menu.




F; Proxess Access Control System =EInaS B W -85 x p‘ Proxess Access Control System =ini%B

MAIN ST. ELEMENTARY > GENERAL MAIN ST. ELEMENTARY > PRIVILEGES

Role Name: Main St Elementary Door Module O Manage

General

Role Description | ProxylQ mobile App rights General User Module O Manage

Privi]eges Privileges Credential Module O Manage

Access Profile Module O Manage

Calendar Module O Manage

Time Schedule Module O Manage

Controller Module O Manage

Mobile Programming Device Module O Manage

Log Module

Settings O Manage

e 4
The Role you selected will appear. You may change any notes you For each of the listed ProxesslQ® software modules, click the radio
wish. Click on the Privileges label to review those rights. button for the rights this Role will have, once an Operator with this
Role logs in. *Manage” allows editing and "Read” only allows
viewing within each module. Click "Save” when complete and
“Operators” to return to the main Operator Roles screen.

@ Proxess Access Control System

OPERATOR ROLES

Filter by + Add New Operator Role

ACTIONS = USERNAME DESCRIPTION

# M Customer-Manager Customer's Admin at Manager Level, under Administrator Level
(] Active # M MainSLElementary ProxylQ mobile App rights
" mactive # M Proxessadministrator

Delete Selected Advanced Search Reload

The main Operator Roles screen appears. Click on the "Admin” tag You will be returned to your Home Screen \ Dashboard.
eturn to your Home view.




OPERATORS




[@ Proxess Access Control System

OPERATORS

ACTIONS | USERNAME & EMAIL

Administrator
| Active

] inactve

ahass adam@datausa.com
bgrissom

dihunder boomer(@dateusa.com
Jiome

mmalone

rschor

trichardson  tom@datausa.com

tschmidt

0000000000
AR S L Y
s s s

Search for an Operator by
typing the first few letters of
their name. The resulting list
will automatically appear.

Delete Selected Advanced Search Reload | Viewing 9 operators

From the Home Screen (Dashboard) click on the System Click on “Add New Operator” to perform this action. Other

Operators icon, where you will be able to add and modify options on this page allow editing and deleting existing

individual operators\programmers, including assigning them Operators and filtering down a longer list of Operators, using

to one or more Operator Groups. the Filter checkboxes, for Active and Inactive Operators, on the
left side of the page. Or, search for a specific Operator by
typing the letter you know of the name of that person.

Fa Proxess Access Control System 9 p“ Proxess Access Control System

NEW OPERATOR > REGISTER NEW OPERATOR > REGISTER

User Name: User Name: | rschorr

Register Register

Password Password

Verify Password Verify Password

First Name First Name Robert

Last Name Last Name Schorr

Emait: Emait rob.schor@proxess.com

Phone Number: Phone Number: | 210-213-6475

Motes: Notes: Solutions Architect, EAC

The main New Operator screen appears, showing the Create a case-sensitive User Name and Password, ensuring to verify
pandatory and optional fields. You may click on the the password exactly. No spaces are permitted in these fields. Enter a
erators” tag to return to the main Operators list. first and last name and a valid email, for use in later modules. The

phone number and notes are optional. Click Register when complete.




a Proxess Access Control System f% Proxess Access Control System

RSCHORR > GENERAL RSCHORR > GENERAL

User Name:  rschorr

firstName [Rob General

User Name:  rschorr

General FirstName  [Rob

Change Password sl B

Last Name ‘ Schorr

Change Password

Email ‘ rob.schorr@proxess.com Email rob.schorr@proxess.com

Phone Number: [210-213-6475

Phone Number: ‘zm 213-6475

Notes: Solutions Architect, EAQ Notes: Solutions Architect, EAQ

L
The details for the Operator which you have just registered will Click on the Roles button to assign this individual to a category of
appear. You may edit these details, including clicking on "Change rights within the software.
Password” to do so, or click “Save”.

|’.a Proxess Access Control System [.a\ Proxess Access Control System

RSCHORR > ROLES RSCHORR > ROLES

General O Add Operator To Role caneral .

Customer - Manager
] | acrions | name ‘ o
Change Password T 0 rrosmimisme Change Password

| Main st. Bementary

ProxessAdministrator

Roles Roles

Remove Selected Remove Selected

Ready | Operator: rschorr ) Ready | Operator: rschorr
existing list of Operator Roles that have been allocated to this Select an additional or initial Operator Role to apply to this
is displayed, which may be deleted. To add more Roles, Operator.

epdown arrow to reveal the full list of Operator Roles.




@ Proxess Access Control System

| Main St. Elementary * | Add Operator To Role

] | acrions | name

Change Password LT T

] m Main 5t. Elementary

ProxessAdministrator

Roles

The new Role added to this Operator now appears in the list of
previous Roles for the Operator. To return to the Home Screen
\ Dashboard, click on the Home icon on the top task bar. To
return to the list of Operators page, click on “"Operators”.

You have returned to the Dashboard \ Home Screen.

Filter by + Add New Operator

ACTIONS USERNAME | EMAIL

Administrator

[] Active
[] inactive

ahass adam@datausa.com
bgrissom

dthunder boomer@datausa.com
jtorre

mmalone

MSEPrincipal  rob.schorr@yahoo.com
rschor

trichardson  tom @datausa.com

Ooooooooooojo
AL N N T R L
[S=N= M= == 0= S ]

tschmidt

Delete Selected Advanced Search Reload | Viewing 10 operators |

This is the list of all the Operators, including the one that was
just added. To return to the Home Screen\ Dashboard, click on
either the Home icon on the top task bar, or the "Admin” tab at
the top left of the page.




MOBILE DEVICES

This section will show you how to add administrative phone app
users, using the ProxesslQ Mobile™ phone app, to the system, for
the purposes of initializing Bluetooth locks, exit trim devices and
controllers.



To add a new (and manage existing) mobile phone to be used
as an in-the-field programming device click on the “Mobile

Devices” module icon.

@ Proxess Access Control System

NEW MOBILE DEVICE > GENERAL

General

Name:

Operator:

Enabled:

Administrator
dthunder
jtorre

rschorr

ahass

trichardson

) update required

ACS Address
ACS Port:

Enter a name for the mobile phone to be added. Note: Be
ertain to select the responsible Operator for this App from
drop-down list, as discussed | the Operator Roles section.

F”‘ Proxess Access Control System

MOBILE DEVICES

+ Add New Mobile Device

ACTIONS

NAME OPERATOR | LAST SYNCED

ENABLED

opDooooooo|o
A S R )
ssossasss

wee dthunder nexus 6p dthunder
+s Roberts iPad Mini rschorr
vs ProxessGalaxy)3  dthunder
ee Jon'sMoto Z jtorre
e RODMotoG4  rschorr
vs TaylorNexus tschmidt
ees WavelymMoto  tschmidt
e Jon's 6P jtorre

s DATANexusSx  dthunder

Advanced Search Reload

(<< <B<B<B<H<N<N<]

This is the list of all the registered mobile phone Apps in the
system. Click “*Add New Mobile Device" to do so. To return to
the Home Screen \ Dashboard, click on either the Home icon on
the top task bar, or the “Access” tab at the top left of the page.

Fh Proxess Access Control System

NEW MOBILE DEVICE > GENERAL

General

Name:
Operator:

Enabled:

Rob Moto G4

rschorr

Check the Enabled box and click “Save”.

(3 update required

ACS Address:
ACS Port:




P o —

ROB MOTO G4 > GENERAL

General
Mobile Device Saved

The mobile device changes have been saved

Click “OK". A unique 2-dimensional bar code will be generated and
displayed for use in the next module, "Mobile Phone App”.
Click “Save"”, though you may scroll down to view the other

communications data.

P Proxess Access Control System ’ P Proxess Access Control System = o L Alic s

ROB MOTO G4 > GENERAL MOBILE DEVICES

+ Add New Mobile Device

General
ACTIONS NAME OPERATOR LAST SYNCED ENABLED

«ee dthunder nexus 6p dthunder

Device Communication Codes

0O000o0ooooo|o
NANNNNNNN
ssaasssss
[<B<H<H<H<E<B< <]

Advanced Search Reload

No changes are encouraged or required to be made. Click The list of all the registered mobile devices in the system will
ave” to continue. appear. You may enable, view, edit or delete any device you
have access to in the list. To return to the Home Screen\

Dashboard, click “Access” or the Home icon in the top task bar.



MOBILE PHONE ADMIN APP
Proxess IQ Mobile® (formerly Proxess Sync)
INITIALIZATION

This section will show you how to add an administrative phone app,
Proxess |Q Mobile® to the system.

Have your Apple or Android phone ready.



N

IQ

MOBILE

ProxesslQ MOBILE® phone app Modules:

Lockset Synchronization
* Auditretrieval

* Initialization

*  Time Schedule changes

*  Functional changes

* Remote support

Physical Credential Encoding
*  Encoding

*  Updating

*  Wiping & deleting

Full Users Module

* Create & manage Users
*  Create & manage physical and mobile credentials

Door Control
*  Doorunlocks, toggling, status updates
*  Lockdown

Audit Logs
*  System event and audit logs for investigation

Settings
J Reset authentication codes for remote users
*  Add & delete additional systems



For lockset
communication, assure
Bluetooth is turned onin

the Settings app.

iIPhone
Download

For ProxesslQ® synchronization,
ensure WiFi and\or Mobile
Communication is turned on.

Go to the App Store and
search for “Proxess”. Select
the “Proxess 1Q Mobile ®”
Management App and
download it to your phone.

D

MOBILE

Click the Proxess icon
to open the App.

Mobile App Screenshot

PC Software Screenshot
Allow the app to use the

camera on your phone.

The app will open and ask you to confirm you will allow it to use the camera on your phone. Confirm this
and the above scannerimage will open. Point your phone’s camera to view the QR code that appears in
the screen in the software when your new Mobile Device was added, shown in the image on the right.



ACS Settings
15 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
= .
Com Code
+AL[Plet#=1i[%)
Key Code
+8]_[NQ[+H?+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalci6bade...
w Advanced Settings

Test Connection

Name this as the
system you are
connecting to.

NOTE: There are a few ways to scan the QR code in the software with the mobile
phone being added:

The first is to bring the phone to the software, open the “"Mobile Devices”
module and click the edit button for the mobile device being added where the
QR code will then appear. With the scanner screen open, hold the phone over
the code and all of the connection data will automatically populate as shown in
the image below on the left. This connection data will match what is on that

software page.

If the phone is not near the software, a screenshot can be taken of the QR code
and emailed to the person with the phone to scan it (from either the email

screen or a printed copy) in the same manner as above.

The third way is to manually enter all the data into the phone whether the

phone is local or remote.

325 Wl =

ACS Settings
o W

To connect to your ACS:

- Open the Proxess |Q client.

- Add a new Mabile Device.

- Press "Scan QR Code" below and scan the
code on your screen,

Name
ISC West
Com Code
+AL_[Plel#=li[%)
Key Code
+A_[NQ[+H+%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalc16bade...

w Advanced Settings

( Test Connection )

3:25 wl T 4

ACS Settings
155 st

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mabile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+ L[Plet#>1j[%)
Key Code
+A]_[IQHH?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalclGbade...
w Advanced Settings

Test Connection

I
— &

At the bottom of the screen, you may click “Test
Connection” to verify the setup was successful.

3:26 al = B

ACS Settings
15 West

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
«code on your screen.

Name
ISC West
Com Code
+°_[Plel#=>!j[%)
Key Code
+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalciBbade...
w Advanced Settings

Test Connection

Click Done to return to

the Proxess Sync™ Home

screen for this system.

NOTE: In order to assure the Test works, it is necessary to verify that the phone has
connectivity to the ProxesslQ® software, wherever it is located, via either the customer’s
WiFi or the mobile phone network. These are matters for resolution between the

customer and the integrator and are not the responsibility of Proxess.



& ProxesslQ Mobile® is an application suite providing a combination of remote
IQ) observation and control of your ProxessIQ® system.
The following modules are contained within the app and their visibility on the
dashboard, per operator, are defined within the Operator Roles menu and with
the Operator privilege they are assigned in the Mobile Devices menu.

This low-risk module displays all the locks and Mini-1Q controllers that have
been entered into from the PC software client. Here, Doors may be initialized,
Synchronized, Updated, Reset and have their Audits retrieved.

mn ol T %

= Dashboard
Rab's Latop

This module also provides the Door Control functionality from the main Doors
screen in the ProxessIQ™ PC client software. This includes Quick Unlock,
Toggle, Lockdown, Refresh, reader status, Battery %

Settings

The Card Encoder module is a low-risk module for operators who will only need
to encode and update physical credentials, which have been entered into the
software from a PC client and for which they have been granted visibility for.

3 The Settings module provides for resetting the authentication codes for operator
devices and allows users to add & delete additional ProxesslQ® systems.

This provides the complete functionality of the Users module General and
Credentials tabs from the ProxessIQ® PC client software. The ProxessIQ
Mobile® app holder can add, edit and delete users and their credentials,
including the ability to encode and update them from this module.

Forthcoming: The Logs module provides investigation of all system events and
audit logs.

Mobile Device Privileges

NOTE: In order to enable the Users, Doors and Logs modules on the app, you IS Manage None
must go to the System Operator Roles Page 2 and edit the Doors Manage None

“ProxessAdministrator” Role to include “Manage” for each module.
Logs




mn

= Dashboard

Rob's Laptop

< A

3

Settings

R 2

When opening the 1Q Mobile app, either

the Dashboard or the Organization

screen will open.

If the Organization screen opens, tap the
organization you want access to.

Dashboard

Rob's Lantop

N
1Q

MOBILE

< Engineering System

Dashboard

& 83

Doors

Users

Card Encoder

& oD

Settings

£, Preferences

X Uutiities

ol T

217
= Dashboard
Rob's Liotop

I1Q

MOBILE
State University >
Engineering System >

L

Homeiess Hotel >

Regional Catholic School >
Mid-Size School District >
Dormitory Complex >
Apartment Community >

Southern Office Building ~ »

217
= Doors
Rob's Laotap
320 ) Unbound Update Pending

All American Classroom 1
City Hall Cylindrical
David's STC

Director's Office

Dog Wash

Employee Entrance
Employee Entrance Crash-bar Door
H117 Tech Office

Infant Room

Lumberyard Main Entry
Medical Cabinet Switch
New Office Door
Proxess HQ

Research Lab 4

SC FL1 North Corridor
Seam CX 1

Steve's PH Corner Office

Vaught Bldg 1 Perim 1

=

d

Location

$54%

217 al T

Dashboard

Rob's Laptop

N
IQ

MOBILE

< Engineering System

B8 Dashboard

 Users
D Card Encoder

83 Settings

,o Preferences

X utilties

217 ol T

Doors
Rob's Laotop c

Location

$56%
MOQE
< Engineering System %

2 Dashboard

@ Doors a
o

oo

& Users
[0 cardEncoder

53 Settings

2, Preferences

¥ utities -

Settings

217
124, Borden
Admin, Super
Altadena, Angelica
8a, Maya
Baas, Bill
Bartee, Carl
Boit, Husain
Cann, Phil
Caudillo, Claudia
Clark, Wilson
Cobb, Scott
CoreMK, SwitchTech
Darion, Nelly
Dog, Iz
Earney, Dexter
Email, User with
Fitzpatrick, Johnathan
Gia, MA
Ho, Dawn
K, Steven J

Kagen, Vitaly

al =

Dashboard

Rob's Lagtap

ol T

Users

Rob's Laotop

fake@
tadenala@hp.com
baldewiczm@westerntc.edu
wbaas@candelacorp.con
cbartee@fbcglenarden.org

boltjp@grace.edu

claudia.caudillo@gmail.com
clarkw@grace.edu

scobb@eyeonis.com

dstone@kb.com
isabellersch@gmail.com
eameyde@gvsu.edu
name@companyemail.com
ifitz@stateu.com
mgiardina@arcsgalloway.org

davn@getseam.com

vkage"@aaaravg



Users
Rob's Laotap

I1Q

MOBILE

< Engineering System

88 Dashboard
-@ Doors

2 Uusers

D Card Encoder

Z:O:] Settings

2, Preferences

2 Utilities

= ACS Settings

Rob's Laotop

D)

I1Q

MOBILE

< Engineering System

88 Dashboard

@ Doors
f) Users
D Card Encoder

53 Settings

&, Preferences

2 Utilities

Tm

fake@
a@hp.com
sterntc.edu
lacorp.con
narden.org

dgrace.edu

igmail.com
dgrace.edu

/eonis.com

e@kb.com
ygmail.com
2gvsu.edu
semail.com
stateu.com
slloway.org

tseam.com

-avﬁ

Done
.

ns...

218
— Card Encoder
Rob's Laotap
~
218
= Preferences
Rob's Laotap
Color Scheme

Override device color scheme

Minimum Bluetooth Strength

0% v

o T

Card Encoder

Rob's Lastop

I1Q

MOBILE

< Engineering System
88 Dashboard

4) Doors

2 Users

() card Encoder

{33 Settings

2, Preferences

2 Utilities

Preferences

Rob's Laptop

I1Q

MOBILE

< Engineering System
88 Dashboard

@ Doors

f) Users
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218 wl T
— ACS Settings
Rob's Laotap
Done
Settings
Config Name
Rob's Laptop

Scan QR Ct

Advanced Settings
Com Code

U %(OZ>}#1>(%
Key Code

P$~+%!120_ )%
Installation Id
d2a021ab-136¢-42b8-a546-b253ce118...
Naming Convention

https://proxy{0}.proxess.com/

@ is Dynamic

Preferred Proxies

218 al T
= ACS Settings
Rob's Latop
Done
Settings
Config Name
Rob's Laptop

Scan QR Code

Advanced Settings
Com Code
U %(O(Z>}i[>[%
Key Code
P$*+%!2{0 Y[ %

Installation Id
d2a021ab-136¢-42b8-a646-b253ce18...

Naming Convention
https://proxy{0}.proxess.com/

o

Preferred Proxies
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10:24 s 10:24 wi s 10:25 1156 #
Dashboard = Dashboard
— A 00! Doors
Rob's Lagtap. Rob's Laptop 8225 Lawndale q 8225 Lawndale q 8225 Lawncale Q
.@ Unbound Update Pending A Location Unbound Update Pending A Location 21 Unbound Update Pending 4 Location
Doors
de 3304
4101 Model %0 4101 Model T
3305 a
IO 4102 B 4102 ]
MOBILE
@ 4103 % 4103 % 2308
Settings a10a $0 a104 t 3307 L]
State University > 4105 B 4105 s 3308 ®
4106 Model 2 1 4106 Model 2 Ak Dog Wash =
Engineerin m
gineering Syste > 4107 %0 4107 + Frio St Gate 2 xR
4108 L Filters Reset Gate 10
Homeless Hotel >
4201 $C Gate 11
. 4202 $ Unbound )
Regional Catholic School > Gate 12 )
4203 B
Gate 2
Mid-Size School District > 4204 %0 Updata ending
Gate 3 ()
4205 ¥
. Gate 9 S
Dormitory Complex > 4208 20 Location
Leasing
4207 B Al @
Apartment Communit: > Mail R
P v 4208 %0 Default Location e
Main Front Door
X . 4301
Southern Office Building > S &
Pool Gate Office
4303
* Show Results (125) *
4304 it Pool leasing 1
10:27 115G 1
10:26 wil & )
10:26 v/ 5G 10:24 il = = Doors Q
= Doors Q - Coventry Village:
- 8225 Lawncale = Doors Q — Q
s Svesi =0 Unbound Update Pending A Location
321 ) [ Unbound | | Update Pending 4 Location
320 ) [ Unbound Update Pending 4 Location Unbound | | Update Pending 4 Location
122 Exterior %
& 4101 Model T 122 Interior ¥
101 A 4102 * 123 Office %0
102 A 30 4103 % 124 Office %0
103 A % 4104 %0 125 Office ¥
1104 1) 4105 % 126 Office A %
105 A3 4106 Model 2 A o 128 Exterior %
1106 R 4107 % 128 Interior T
107 %0 4108 + 129 Exterior ¥
108 %0 4201 % 129 Interior %
1109 A 30 4202 * 130 Exterior %0
1o ) 4203 * 130 Interior %0
1201 % 4204 30 131 Exterior %0
4208 1 131 Interior %
Location
4206 % Attic Stairwell b
All @ 4207 1 Gym Exterior By 106 %
Default Location 4208 ¥ Heating Exterior 3
4301 %0 Heating Interior 3

Show Results (125) 4303 * Sprinkler Room
4304 It
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ACS Settings
5 weat

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+7L[Plet#>1j[%)
Key Code
+_[JQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b9le-aalcl6bade...
w Advanced Settings

Test Connection

¢

When you click Done, you will be brought to the Doors screen
for that system. By checking the radio buttons on the left, you
will cull the list to see only doors in a certain location, or doors

352

Total doors: 40
Filter
Unbound

Has updates

Locations

Detault Location

Clear Filter

Doors

56 Vant
Art Room Door
Classroem Door 102
Classroem Door 104
Classroem Door 105,
Classroem Door 106
Classroom Door 107
Classroom Door 108
Classraom Door 109
Classroem Door 110
Classroom Door 111
Classroom Door 112
Classroom Door 113
Classroom Door 114
Classroom Door 115
Classroom Door 116
Classroem Door 201
Classroem Door 203
Classroom Door 208
Classroem Door 207
Classroem Door 208

Classroem Door 209

that have not be bound or connected to this system.

3:563 ol 7

= ACS Settings

sc wust
ISC West
it Configuration

an the

Card Encoder

Personal Settings I

ACS Settings

Firmware

e...

352

Total doars: 40

Filter

Unbound

Has updates

Locations

Default Lacation

Clear Filter

Doors
G Wt

Art Room Door
Classraom Doar 102
Classroom Doar 104
Classroom Doar 105
Classroom Doar 106
Classraom Doar 107
Classraom Doar 108
Classroom Doar 102
Classroom Door 110
Classroom Door 111

Classroom Door 112
Classroom Door 113
Classroom Door 114
Classroom Door 115
Classroom Door 116
Classroom Ooor 201
Classroom Doar 203
Classraom Doar 206
Classroom Doar 207
Classroom Doar 208

Classraom Doar 209

k on Doors to bring you to the Doors screen.

3:26 W

I E) ACS Settings
156 west

To connect to your ACS:

- Open the Proxess IQ client.

- Add a new Mobile Device.

- Press "Scan QR Code" below and scan the
code on your screen.

Name
ISC West
Com Code
+~_[Plet#>1j[%)
Key Code
+_[NQ[+H?+:%;
Installation Id

3c28ebfe-deab-4e65-b91e-aalc16bade...
w Advanced Settings

Test Connection

. R
$

353 ol =

= ACS Settings
e st
ISC West
Select/Edit Configuration
Doors. an the

Card Encoder

Persanal Settings I

ACS Settings

Firmware

You may also click on the Menu/Hamburger
button, which will take you to the overall Menu

for Proxess Sync.

363 vl
= ACS Settings
15C wast
ISC West
Select/Edit Configuration

Doors. an the

Card Encoder

Persanal Settings I

ACS Setfings

Firmware

Personal Settings
5 West
Color Scheme

Override device color scheme @&

Minimum Bluetooth Strength

3

Minimum Bluetooth
signal strength from
your phone to a lock
foritto show upin
Proxess Sync to be
viewable to be sync'd.

Click on Personal Settings to bring you to the that screen.
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= Doors Q Nearby Doors

Assumption RCs

Total doors: 40 Art Reom Doer ¥
Filter Classroom Door 102 ¥0
Unbound Classraom Door 104 Fo
(RS2 Classraom Door 105 $o
Locations Classroom Door 106 ¥
Default Location Classraom Doar 107 +
Clear Filter Classroom Door 108 ¥
Classroom Door 109 %0
Classraom Door 110 20
Classroom Door 111 %0
Classraom Door 112 %0
Classraom Door 113 ¥
Classraom Door 114 ¥
Classraom Door 115 ¥
Classroom Door 116 ¥

Classroom Door 201 L

Classroom Doar 203 30
Classraom Doar 206 +
Classraom Doar 207 +
Classroom Doar 208 +
Classraom Doar 209 +

As an alternative to clicking on the Door name to initialize/ sync
it, Click on the Bluetooth icon and all the nearby doors will
appear. The % indicates the Bluetooth signal strength of each
lock. Place your phone near the front-facing plastic of the lock

10:48 il LTE 10:49 i LTE 4
< Doors Assumption Classroom 1 £ Doors Assumption Classroom 1

Address: CF.CB:85F9/1076 Address: CF:CB:85:F8:1076

Location: Assumption Schaal Location: Assumption Schoel
Has updates: false Has updates: false

Lock bundle version: 7 Lock bundle version: 7

Battery level: 9% Battery level: 98%
Reader firmware version: 3.0.9 Reader firmware version: 3.0.9
Lock firmuare version: 3.1.2 Lock firmware version: 3.1.2

Bluetooth

74% Bluetooth @lﬂp

Get lock info More
Cancel

Click Sync to initialize or update a lock.

...OR....

10:48 ol LTE B3
= Doors Q Nearby Doors
notrs Lagtem
Total doors: 24 (ssumpiion Cassroon 1 ¥ 100%5)
Filter City Hall Cylindric 20
Unbound
Oavid's STC IS
Has updates
Director's Office S
Locations Dog Wash 20
Default Location
- HI? Tech Office S
Assumption
School
Inf
Lumberyard nfant feom b
Apartments
KB VT &9
City Hall
Crem Laurens Remate Bullding &
LCANR 8 Lumberyard Main Entry w9
ICL Borden Medical Cabinet Switch S
Spectrum Mr. F's Door &
Son FranHQ New Office Door S
GLNEEES Research Lab 4 53
HS
Schreiver 124 5
Clear Filter SC FL1 North Cerridor LS
Seam CX 1 S
Steve's PH Corner Office 29
o Vaught Bldg 1 Perim 1 S

Vansabt Rl 1 Darim 2 b

So, from either screen view you wish, select a Door
to connect with, ensuring you select the one with
the greatest signal strength. For a first-time lock
initialization, be sure to select an “Unbound” lock.

10:49 i LTE 10:49 il 5G 5
{ Doors  Assumption Classroom 1 < Doors )} Assumption Classroom 1
Address: CF:C8:85:F9:10:76 Address: CF:CBiB5F9:10.76
Location: Assumption School Location: Assumption School
Has updates: false Has updates: false
Lock bundle version: 7 Lock bundle version: 7
Battery level: 98% Battery level: 98%
Reader firmware version: 3.0.9 Reader firmware version: 3.0.9
Lock firmware version: 3.1.2 Lock firmmware version: 312
Bluetooth Bluetooth 78%
Sync Get lock info More

Sync Getlock info More

Success will be displayed and you can return to the Doors screen.



Settings

4:29

124, Borden
Admin, Super
Altadena, Angelica
Ba, Maya

Baas, Bill

Bartee, Carl

Bolt, Husain

Cann, Phil

Caudillo, Claudia
Clark, Wilson

Cobb, Scott

CoreMK, SwitchTech
Darion, Nelly

Dog, Iz

Earney, Dexter

Email, User with
Fitzpatrick, Johnathan
Gia, MAd

Hevesy, Paul

Ho, Dawn

K, Steven J

Users

Rob's Laptop

fake@

tadenala@hp.com
baldewiczm@westerntc.edu
whbaas@candelacorp.con
cbartee@fbcglenarden.org

boltjp@grace.edu

claudia.caudillo@gmail.com
clarkw@agrace.edu

scobb@eyeonis.com

dstone@kb.com
isabellersch@gmail.com
eameyde@gvsu.edu
name@companyemail.com
fitz@stateu.com
mgiardina@arcsgalloway.org

Ppaul.hevesy@provzes.con

dawn@ Aetsem‘

4:29 Wl T

< Users new user v

First Name

Last Name

Middle Name

User Name

External Id

Email

Organization Global

Save the user to enable creating credentials.



To Control Doors, click

on the Doors menu.

nm

Settings

Dashboard

T H

Depending on the rights of the Operator of the particular app, various
view and control options will appear when a door is selected.

= Doors Q

=0 Unbound

Connected Doors for
Remote Control

Select a Door from your
available view

Update Pending & Locatior

10:59 04 b @ — -
<  Front Door
Type

Address

Location

Update Pending

Lock bundle version
Battery level:

Reader firmware version
Lock firmware version
Bluetooth

Advertisement Info

Bluetooth Door Commands

Remote Door Comma

This Operator has Synch

rights for this Door.

If this Operator has no
Remote Control rights,
the bottom statement
will appear.

< Front Door

Location

Update Pending

Lock bundle version

Battery level:

Reader firmware version

Lock firmware version

Bluetooth

Advertisement Info

Bluetooth Door Commands

Sync Ge fo

Remote Door Commands

Door State

This Operator has
Synch rights and
Remote Control rights
for this Door.

Those Commands are
shown here.

<  Adam's Controller Door

Type

Remote Door Commands

Door State

For this Door, the
Operator has no Synch
rights but it does have
Remote Control rights,
but only to Quick
Unlock & Toggle.



For lockset
3@ 1S communication, assure
Bluetoothis turned on. Google

Android
(Legacy App)

For ProxesslQ synchronization,
ensure WiFi and\or Mobile
Communication is turned on.

N

MOBILE

Go to the Google Play Store
and search for “Proxess”.
Select the "Proxess |Q
Mobile®” Management App
and download it to your

phone.

Click the Proxess icon

to open the App.
HOOmoa 3 0 @ 20:53 L ] 3 ¥ 5 @ 2053 QWIEOLEM P 3T v 0 N 2320
Proxess Sync g Proxess Sync ({_ACS Settings Connect to ACS
STATUS SYNC DOORS STATUS Lock Sync Settings
Directions
Fiffoware In the a Mabile Programming Device to a
Operator. Add the com code and key code
Status Status "
Export Lot =\
Last synced: Tuesday, May 9,2017 11:19 PM Last synced: Tuesda; 3 . (SCAN QR CODE )
There are 16 doors to update. There are 16 doors to update. Com code

Key code

Proxy installation Id

Proxy naming convention

Is dynamic .

The screen on the left will appear the first time the App is opened. Future openings of the App will display the last screen
viewed from the last time the App was closed. Click the icon circled. Then click "ACS Settings” from the menu. The
screen on the right appears. To initiate the App, click on “*Scan QR Code”. To continue, you must now open the
ProxesslQ® software and go to the "Mobile Devices” module and click on the Edit icon for the device you will now add.



Mobile App Screenshot

QPO EOLCHE A 3T v B 2320

Connect to ACS

Directions

In the ACS, add a Mobile Programming Device to a
System Operator. Add the com code and key code
below.

SCAN QR CODE

Com code

Key code

Proxy installation Id

Proxy naming convention

Is dynamic .

7]
o
4
3
o
@
el
=
Q
4
o
®

Mobile App Screenshot

PC Software Screenshot

The screen on the left opens. Click the "SCAN QR CODE” button and the scanner screen in the center
opens. This is a scanner, which uses your phone’s camera to view the QR code that has appeared in the

screen in the software where your new Mobile Device was added, shown in the image on the right.



NOTE: There are a few ways to scan the QR code in the software with the mobile

phone being added:

* Thefirstis to bring the phone to the software, open the "Mobile Devices”
module and click the edit button for the mobile device being added where the
QR code will then appear. With the scanner screen open, hold the phone over
the code and all of the connection data will automatically populate as shown in
the image below on the left. This connection data will match what is on that

software page.

* Ifthe phone is not near the software, a screenshot can be taken of the QR code
and emailed to the person with the phone to scan it (from either the email
screen or a printed copy) in the same manner as above.

* The third way is to manually enter all the data into the phone whether the

phone is local or remote.

OOt AE 3% 0 B 132
Connect to ACS

SCAN QR CUDE

Com code

2#=-Ms>;)_y

Key code

srrrrsrsssaranns

Proxy installation Id

99999876-1111-4e65-
a065-00fd65531f18

Proxy naming convention

https://p{0}proxessproxy.azurewebsites
.net/

Is dynamic o
Preferred proxies
1,2

GEST CONNECTION ‘)

HOOMe t @ (v o 01133
Connect to ACS

SCAN QR CUDE

Com code

2#=-Ms>;)_y

Key code

srrrrersssEras e

Proxy installation Id

99999876-1111-4e65-
a065-00fd65531f18

Proxy naming convention

https://p{0}proxessproxy.azurewebsites
.net/

Is dynamic o
Preferred proxies

[  onTestConnectionComplete: success

TEST CONNECTION

& o O

At the bottom of the phone screen, you may click “Test Connection” to verify the

setup was successful.

Click the Back button on the phone to return to the Proxess Sync™ Home screen.

NOTE: In order to assure the Test works, it is necessary to verify that the phone has
connectivity to the ProxessIQ™ software, wherever it is located, via either the
customer’s WiFi or the mobile phone network. These are matters for resolution between
the customer and the integrator and are not the responsibility of Proxess.



NOTE: Bear in mind that Proxess Sync is a passive and un-hackable App in that
the programming is done only from the Proxess|Q® software. The App is simply
presented to the locksets and the operator will simply need to click a button for
the programming changes to be synchronized with the locksets.

CQEBEMB>m P Ov.96%E848 AM QEEE® e & Ow.06%0848AM

Proxess Sync

aEBEMBM e P L 0.196%0848 AM

Proxess Sync

STATUS SYNC DOORS CREDENTIALS STATUS SYNC DOORS CREDENTIALS

—

=\
Bluetooth is off ENABLE
S ]

Status

If the access control Status Bluetooth permission request Last synced: Friday, Feb 12, 2021 8:23 AM
software has changes o There are 2 doors to updae.
to be synchronized, Last synced: Friday Feb 12, 2021 823 AM ’;,‘;‘2;‘;2‘;;’“;.723,‘5 fotumen There are 5 unbound doors.
that note will appear There are 2 doors to update.
here There are 5 unbound doors. CANCEL (( ALLOW

To use the Proxess Sync App to update locksets and gather their audit trail data
to send to the ProxesslQ® software, open the App and click on “Status” in the top
menu. If Bluetooth on your phone is off, click "Enable” to turn it on or the phone
will not be able to communicate with the locksets and no updating or
downloading will take place.

NOTE: Before you will be able to proceed, it is also necessary to verify the phone
has connectivity to the ProxesslQ® software wherever it is located, via either the
customer’s WiFi or the mobile phone network. These are matters for resolution
between the customer and the integrator and are not the responsibility of
Proxess.



Sync with the Access Control System

aEEMEBEMm 2 PP 10.19%%0848AM QMO HMEBe P WS w.077%010:10 AM aMBpromeBQ @ .071% 08:18 AM @M O HEw M ® i w.077%010:10 AM @MOMBompPR I ®52%&E7:30AM

Proxess Sync H Proxess Sync Proxess Sync H Proxess Sync
= e ) )
STATUSC_ SYNC_))DOORS  CREDENTIALS STATUS  SYNC  DOORS  CREDENTIALS :@I SYNC  DOORS  CREDENTIALS STATUS ~ SYNC DOORS  CREDENTIALS
Status CLEAR SYNC HISTORY CLEAR SYNC HISTORY Status
< SYNC WITH ACS (PROXY) > SYNC WITH ACS (PROXY) Last synced: Thursday, Feb 11, 2021 3:21 PM

Last synced: Friday, Feb 12, 2021 8:23 AM There is one door to update.

AUTO SYNC DOORS AUTO SYNC DOORS

There are 2 doors to update. Synchronizing There are 6 unbound doors.
Connecting

There are 5 unbound doors.

Synchronize Complete

To perform any desired updates on the locksets, updates first need to be delivered to this phone. At this point, the
phone does not need to be near any lockset. Click “*Sync” from the top menu. The second screen above appears. Click
“Sync with ACS” and the status bar will update you with progress and a note when the synchronization is complete.




Must Initialize a Lockset Prior to First Synchronization

@i ®MEBEom PR fW52%E730AM amMe M P M @ w.52% 8729 AM aeMBEMmMe 2B L 0®.079%0831AM QMEBompPrReB O % .| 78% 0 8:30 AM

Proxess Sync : Proxess Sync i <  Engineering Manager

STATUS SYNC ‘ CREDENTIALS STATUS SYNC DOORS CREDENTIALS
Name Engineering Manager

Filter Address 00:A0:50:08:1C:0B
D Lock Mode Office Mode

Has updates True

Status

Last synced: Thursday, Feb 11, 2021 3:21 PM D Has updates

Bundle versions update:1
Locations D

Default
| Location

There are 6 unbound doors. D ‘Washington,
pC —— —

["] Long Island
[[] Lake Haptong
Lock Mode

Construction
o Mode

Storeroom
0 Mode

[[] office Mode
[] privacy Mode

°FILTER

To initialize a lockset click on “"Doors” from the top menu. To see the door you are looking for, check the box for the
location your lockset resides in. That list of doors will appear. Click on the lockset name to be initialized and the menu for
that door will appear. Click on “*Connect” and then “Sync” on the following screen. Stand close to the lock so that the lock
with the highest signal strength % is in front of you. Click on that Available lockset.

There is one door to update.

@MBMmMe PR B 0w, 78%0830AM

aMEOm= p B O v .i78%

axBme ARB 0®.79%0831AM

& Select Device < Engineering Manager

C Finding available devices

Name Engineering Manager
Address D2:43:AE:1B:F9:8D
% Lok e s Lock Mode Privacy Mode
Has updates True
- Bundle versions update:1 lock:2
. TN Battery level
(€ Avallsble (00:A0:5008:1C:08) 52% D) LU,
—_— Reader firmware version 3.0.1
Lock firmware version 3.0.2
Connecting to lock

CONNECT

DONE

The status bar will appear and then the Synchronization Complete bar will appear. The configuration is complete and you
may return to other screens in the App or connect to it again to update the firmware.



Automatically Sync with all (desired) Locksets

@MAeMBo A MLV (7701010 AM QPO EOCMH 20w 0 0 2319 aMAOMBE P PP M L 9.77%010:06 AM amedEBEMm PP o | .077%810:06 AM @M MEe P MWL V.I77%01000AM

Proxess Sync i Auto Sync < Auto Sync < AutoSync O Proxess Sync i
. 2 " N : % : - . - - STATUS DOORS CREDENTIALS
SIS L CRCCURS RIS ( Finding available devices A Connecting to Lakeside, Finding available devices SYNC
South
CLEAR SYNC HISTORY CLEAR SYNC HISTORY
Synced doors Synced doors

Synced doors

SYNC WITH ACS (PROXY) SYNC WITH ACS (PROXY)

e —————— Lakeside, South Updated: G2110/21 10:06AM
(C__autosyncpoors ) AUTO SYNC DOORS
S ———

O s °
Once the ACS syncis complete and you are ready to update the locksets, click "Auto Sync Doors” and proceed to the

first door to be updated. The 2"d (second) image will be shown as the App begins looking for locksets. The App will
automatically begin the handshake, verification and update process when the 374 image appears, usually within about

20 feet of a lock. However, it is highly recommended to remain close to a lock for it to sync quickly and completely,

which is not just more reliable, but will also help to reduce the battery usage on the lock. The App will show when the
update has completed. You may proceed to the next lockset(s) to be updated without the need to click on further

buttons.

When complete, click the back arrow at the top of the screen to return to the main menu.

NOTE: During the update process, audits will be collected from the locksets and as long as there is connectivity to the
ProxesslQ® software, those audits will be uploaded to the software and will be immediately available in the system
Event Log. Otherwise, you will need to tap “Sync with ACS” again to push the audits to the software.



Manually Sync with a Specific Lockset (1 of 2)

@MBEEo ™ AR L ®52%E730AM

@O MEB A Mo @ §w.52%8729 AM aMeMBEBMmMy» P (O sxErIAMEaMeMEMy PR ®52%E8731 AM

Proxess Sync H Proxess Sync H Proxess Sync i < Main Office, 3rd Floor

= J Name Main Office, 3rd Floor
s Filter Filter Q‘ —)\ Address
® [] unbound [] unbound — — Lock Mode Office Mode

Has updates True
Last synced: Thursday, Feb 11, 2021 3:21 PM [[] Has updates [[] Has updates
Bundle versions update:1

-
STATUS SYNC ,‘ CREDENTIALS STATUS SYNC DOORS  CREDENTIALS STATUS SYNC DOORS  CREDENTIALS
v/

Locations Locations
There is one door to update. Default O Default
D Location Location
There are 6 unbound doors. D Washington, D Washington, CONNECT
ne DC
[] Long Island Long Island
|| Lake Haptong D Lake Haptong
Lock Mode Lock Mode
Construction Construction
O Mode o Mode
Storeroom Storeroom
O e O Mode
[] office Mode [[] office Mode
] Privacy Mode [] Privacy Mode

°FILTER °FILTER

To manually perform any desired update on one specific lockset at a time, follow the instructions to “Sync with ACS”
from the beginning of this section.
From the Home screen of the App, click on “*Doors” from the top menu. To see the door you are looking for, check the

box for the location your lockset resides in. That list of doors will appear. Click on the lockset name to be updated and
the menu for that door will appear.



Manually Sync with a Specific Lockset (2 of 2)

@O MBPM™ P e i w.078%0956AM ] il 79% M eaMOAMBPMoe® 10k MdSAM @ ME PAPMe AR A 61%U800AM M @ M A ME P M« @ & 9.78%089:56AM

<  Lakeside, South

Name Lakeside, South
Address D2:43:AE:1B:F9:8D
Lock Mode Privacy Mode
Has updates True
Bundle versions update:1 lock:2 .
Be sure to reset the lock when connecting fo
Battery level the first time

Reader firmware version 3.0.1

Cgpeact via Bluetooth
Lock firmware version 3.0.2 ~ :\\
[o) & e
_ N\ o )/ Reset Fimmare \\\__’,

Connecting to lock Synchronizing

The door has been synchronized

DONE DONE

Proceed to the selected door and click "Connect” and the “Sync”. The App will automatically begin the handshake,
verification and update process. This can be accomplished, usually within about 20 feet of a lock. However, it is highly
recommended to remain close to a lock for it to sync quickly and completely, which is not just more reliable, but will help
to reduce the battery usage on the lock. The status will display as above. Click *“Done”.

NOTE: During the update process, audits will be collected from the locksets and as long as there is connectivity to the
ProxesslQ™ software, those audits will be uploaded to the software and will be immediately available in the system Audit
Log. Otherwise, you will need to tap “Sync with ACS” again to push the audits to the software.



MOBILE PHONE APP

FIRMWARE UPDATES & SYNCHING

with LOTS of DOORS AROUND
For both Apple & Android phones




iIPhone

n:21

Firmware
Fob's Lo

Rob's Laptop
Selec/Edit Configuration
Deors

Card Encader

Personal Settings

tings.

n22

Has updates: false

Lock bundle version: 7
Battery level: 98%
Reader firmware version: 3.0.9
Lock firmware version: 3.2

Bluetooth

| LTE

Lock Readar Moduis - 310 W

< Doors  Assumption Classroom 1

Address: CF:C8:85:F9:10:76
Location: Assumption School

Lock bundle version:

Firmware
Fob's Lo

Assumption Classroom 1

Address: CF:CB:86:F910:76
Location: Assumption School

Has updates: false

~

Battery level: 98%

Reader firmware version: 3.09
Lock firmware version: 3.1.2

)}

Cancel

Load from file

n:21

= Firmware

Show latest stable versions

show legacy versions

Show local

1n:23

< Doors  Assumption Classroom 1

Address:
Location:

Has updates:

Lock bundle version:
Battery level:

Reader firmwiare version:
Lock firmwrare version:

Bluetooth

*  Lock (3.0) Reader Madue - 31,0
Lock (3.0) Intesior - 3.1.4

® Minitg Frmware - 3.1.2

t configured (or has been reset), but

Firmware Updates for Locks, Readers & Controllers

10:48 S n:22 w56
= Doors Q € Doors  Assumption Classroom 1
Totaldoors: 24 (€L Assumpion Classroom 1 3 D)% Address: CFCBBEFSI076
- —_— Location: Assumption School
Filter City Hall Cyinarical % o weehon, fioo
i) Lock bundle version: 7
Oavid's $TC ® Battery level: 98%
Has updates. Reader firmuare version: 3.09
Director's Office S Lock firmware version: 3.2
Locations F— . Bluetooth
Oefaut Location .
HIT? Tech Office 8 Sync Get lockiinfo
Assumption
Schoal
nf
Lumberyard font freom \
Apartments
KB VT %
City Hall
- Laurens Remote Buiding 50
CONRS Lumberyard Main Entry 82
R Medical Cabinet Switeh 5
Spectrum M. F's Door %
San Fran HQ New Office Door S
e Research Lab 4 2
S
Schveiver 124 S
Clear Filter SC FL1 North Corridor ]
Seam Gx 1 %

Steve's PH Comner Office 50

° Vaught Bidg 1 Perim 1 ®

Vauaht Ride 1 Parim 7

In Proxess Syng, click on the Menu button and then “Firmware” and then “*Download from web”. For a lock, download both the “Lock
Interior” and “Lock Reader Module” files. They will show as loaded onto the phone. Click on the Menu button and click on the door/lock you
want to update. Click *More” and then “Firmware”. Select the first of the two firmware files and watch the update progress and then repeat
the firmware update for the second file.

Finally, click “"Reset and rebuild bundles” and watch the reset progress. The lock will be Reset and is upgraded. Go back to the Doors screen.

m:27 1l 5G 2 1:28 il 56

{ Doors  Assumption Classroom 1 Assumption Classroom 1

Address: CF:C8:85:F9:10:76 Address: CF:C8:85:F9:10:76
Location: Assumption School Location: Assumption School
Has updates: false Has updates: false
Lock bundle version: 7 Lock bundle version: 7
Battery level: 98% Battery level
Reader firmware version: 30.9 Reader firmwiare version
Lock firmware version: 3.1.2 Lock firmware version: 3.1.4
Warnings Bluetooth

This lock is not yet configured (or has been reset), but
we need to reset the bundles on the ACS to

reconfigure the lock S More
Reset and rebuild bundle:
8] Communicating.

. - Cancel
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Filter City Hall Cyinarical
Unbound
David's STC
Has updates
Director's Office
Locations

Dog Wash
Default Location
HIT7 Tech Office

Assumption
Senol infant Room
Lumberyard
il

kBT
City Hal
- Laurens Remole Bulding
UCANRS Lumberyard Main Entry
1cL Borden Medical Cabinet Switch
Spectrum M. s Door
SanFranHo New Office Door
i Research Lao 4
HS

Schreiver 124
Clear Filter SC FL1 Narth Corridor

Seam CX 1

Steve's PH Carner Office

° Vaught Bldg 1 Perim 1

Vauaht Ride 1 Parim 7
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Total doors: 24 Assumption Classroom 1 %100%
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Synching When there are LOTS of Doors Around

n:21 ! LTE 4 10:36 - T
= Firmware = Personal Settings
= Fob's ek = F5C Glemden
Rab's Laptop Color Scheme
SelectiEdit Configuration Override device color scheme o
Doors

Card Encader
Fersonsl Settings Minimum Bluetooth Strength
ACS Settings D; = ’::\
~= —

Firmware

From the Home screen of the App, click on the icon highlighted in the image on the
left; also known as the Menu or Hamburger button. The menu in the second image will
appear. Click “Personal Settings”. The image on the right will open. The two features
shown allow you to select the audit retrieval details for each phone. The first radio
button allows the phone to automatically pull the audits off the locksets when they are
synchronized. The second radio button authorizes the phone to delete the audit logs
off of the locksets once they are uploaded into the App.



Android

Sync Settings

aMeHBrmph (wi2xE70MBAEBem 8B O 9.080%E10:07 AM DO« tAHAE 3o 0 0 o725

7\
Proxess Sync \\ :) Proxess Sync ACS Settings Lock Sync Settings
o/ o N
STATUS  SYNC  DOORS  CREDENTIALS STATUS  SYNC @ Lock Sync Settings
N 9=z Pull audits during lock sync .
Delete audits after pull
Firmware & ®
Status Status
Last synced: Thursday, Feb 11, 2021 3:21 PM Last synced: Friday, F ST
There is one door to update. There are 2 doorsto 1 App Info
There are 6 unbound doors. There are 5 unbound doors.

From the Home screen of the App, click on the icon highlighted in the image on the
left. The menu in the middle image will appear. Click “Lock Sync Settings”. The image
on the right will open. The two features shown allow you to select the audit retrieval
details for each phone. The first radio button allows the phone to automatically pull the
audits off the locksets when they are synchronized. The second radio button authorizes
the phone to delete the audit logs off of the locksets once they are uploaded into the

App.



Lockset Firmware Uploading (Preparation)

HOOMm o a % % 0 @ 2053 HOQOm @ 3 % 0 0 2053 LA AR B ERECREl# R ] P P W 1O .086% 010:23 AM
D |
Proxess Sync { f ) Proxess Sync  ACSSettings < Firmware
N\
STATUS SYNC DOORS STATUS LockiSync:3ettings Load Firmware
,/:;f—i;,—j ] @ D) — Download Firmware
_Firmware ) = A
Status Status ) - Show latest stable versions .
Lock Firmware-1.4.3
Export Log
Last synced: Tuesday, May 9, 2017 11:19 PM Last synced: Tuesday

Latest Stable

Lock Firmware - 2.0.137
There are 16 doors to update There are 16 doors to update

Lock Firmware - 2.0.140 Delete firmware?

Are you sure that you want to delete
Lock Reader Module - 2.0.137

this firmware?

There are two (2) sets of firmware on each lockset, one for controller operations and one for the reader PC board.

Note: For the Cylindrical locksets, only download the Lock Firmware file. For the Mortise locksets, only download the
Mortise Firmware file. The reader module firmware is the same for both Cylindrical and Mortise locksets.

To retrieve the latest versions, click the 3-dot icon highlighted above and then select “Firmware”. If the file(s) you need have
already been downloaded to the phone (as they will be shown in the above list), then you may just click on it to begin the
download process to the lockset (only one file at a time may be downloaded). Once you are done with the firmware, or if there
is an obsolete firmware shown in the list, you may press and hold that item and tap “Yes” when asked to delete that firmware
version.



Lockset Firmware Downloading —
From Web & Device

aEBEEE om0 .94% 0958 AM

@MeMEMoRBE (v, 55 A @B pm P S 20O P.086%010:23AM 3O ong il cEEEE® e P2 L O.94% 09:44 AM

&« Firmware <  Firmware = Downloads mE =

Load Firmware Load Firmware

) o
\\; - — o -
Show latest stable versions Lock Firmware - 1.4.3 i i

Latest Stable Beta

Lock Firmware - 3.0.1

Lock Firmware - 3.0.2 Lock Firmware - 2.0.137

ock Firmware - 2 0.14 Lock_Firmw... Lock_Firmw...
Lock Reader Module - 1.2.3 Lock Firmware - 2.0.140 B Jan13 B Dec 24, 2020

Lock Firmware - 1.4.3 Loading

Lock Reader Module - 2.0.137
CANCEL

On the Settings-Firmware page, you may load firmware onto (the proper folder in) On the Settings-Firmware page, to load firmware onto
your device from either the Proxess website, or your device. To load firmware from the proper folder in your device from a general file

the Proxess website, just tap “From Web” and the available firmware (that is Not folder on your device (You may have received the
already on your device) will be listed. If allowed, you will be able to tap and select a firmware as an email attachment, for instance), tap
Beta version. Tap (one at a time) each of the firmware files you need and they will “From File”. Tap (one at a time) each of the firmware
automatically download onto your phone and will then appear in the list. files you need and they will automatically download

onto your phone and will then appear in the list.



Lockset Firmware Downloading (Execution)
@M@ MBE M PR W 52%E730AM @E@EMe @B O®.(79%08:31 AM aMBoMmprRE 0w

Proxess Sync : Proxess Sync E < Engineering Manager
STATUS  SYNC ‘ CREDENTIALS STATUS  SYNC  DOORS  CREDENTIALS
= Name Engineering Manager
Filter Address 00:A0:50:08:1C:0B
Status D Jnbound Lock Mode Office Mode
Last synced: Thursday, Feb 11,2021 3:21 PM [[] Has updates o Has updates True
Bundle versions update:1
Locations

There is one door to update. D Dafaul( o - o 3 to reset the lock when connecting fo

There are & unbound doors. W )
O Dcmmn Connect via Bluetooth
[ Long Island o aQ @
sy

[[] Lake Haptong

Lock Mode ®

Construction (o
o Mode

Storeroom
0 Mode

[[] office Mode
[] privacy Mode

‘ °FILTER

@MOMEB P Mo ® &9 78%09:56AM

Reset

CEBEHNED P P03 01019 AM

MEPem P IO/ AMBeBEBEMR AR & 210

eEBEFEE e M®™ P 10w 94% 0058 AM

€«  Firmware < Lakeside, South

Load Firmware
Name Lakeside, South

Address D2:43:AE:1B:F9:8D
Lock Mode Privacy Mode

From Web From File

Has updates True

Bundle versions update:1 lock:2
Lock Firmware - 3.0.2 Battery level
Reader firmware version 3.0.1

Lock Reader Module - 1.2.3 Lock firmware version 3.0.2

il

Connecting to lock

CONNECT

Pushing firmware Firmware pushed to lock

DONE DONE

To perform the lockset firmware update, select "Doors” from the top menu. Select the location in which the lockset is located
and then select the door from the resulting list. Click *Connect” and then tap “Firmware"”. Select the firmware from the list you
wish to update onto the lockset. The lockset will connect and begin pushing the firmware. When completed, the updated
firmware versions and battery life will display. The lock will reset, returning it to Construction Mode and then must be re-
synch’d using this app to work with the credentials programmed into this system.



Proxess Sync App Message Log
Export

HOOMmo @ 3 % 0 @ 2053 @ t BB 3© v o mo822
77\
Proxess Sync :O Proxess Sync ACS Settings
\\ /
STATUS SYNC DOORS STATUS Lock Sync Settings
Fiter Firmware
Status [ unbound J—
'(Export Log )
Last synced: Tuesday, May 9, 2017 11:19 PM [ Updatable N— —~
Locations
Th 16d to updat Demo
ere are joors 1o update. D uoﬂ
D DATAs
Office
(] Richmond
D Superior,
co

CLEAR
FILTER

For advanced diagnostics, usually upon request from the Proxess Technical Support team,
the Proxess Sync App maintains a support message log, which can be exported and emailed
to Tech Support.

From the Home Screen of the App, click on the icon above and then click on “Export Log”
from the resulting menu. Email the file that is downloaded into the phone’s file directory.



TIME SCHEDULES
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From the Home screen\ Dashboard, click “Time Click “Create New Time Schedule”. You may use the Search box in
Schedules”. the top right to find specific Time Schedule names if the list is
longer than what is seen in the current view. You may edit or

delete any existing schedule by clicking on its icon on the left side.
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Type in a name for the new Time Schedule and click “Create”. The new Time Schedule will appear at the bottom of the list. To
select the overall time for it click the dropdown buttons for both
the “"From"” and “To" columns. Select the days of the week in
which this will be in effect and whether it will apply during
Holidays. Optionally, add a note to describe the use of this
schedule. Click the “Save” icon on the left side of the screen.
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Add the second Time Interval and adjust the overall interval you
previously entered. This could be used for a lunch period, for
instance. In this case, the cards would grant access in the working
areas during these intervals, but would deny access during the
gaps between the intervals. Click the Save icon on the left, the
alete Interval icon on the right, or the Add Time Interval button.
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P Proxess Access Control System

SCHEDULES

+ Create New Time Schedule
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This is the screen you will see if you clicked Save. To return to th
Home Screen\ Dashboard, click either “Access” or the Home icon

in the top taskbar.




1-Minute & 5-Minute Increments for Time Schedules

For following Bell schedules, etc.
Enabled by each Client/Workstation

This is a licensable feature, available upon request from the Proxess sales team.

Once licensed, each workstation can select it’s time increment.

The ProxesslQ default is 15-minute increments and may be set to either 1 or 5-minute increments.
Be mindful that it may be annoying to spin through small time increments, so it may be better to set
all your non-small increment time schedules first and then change over to the smaller increment for
justthose schedules that need it.

Time Schedule

Name:

Organization

Notes:

TIME INTERVALS.

19350235~ [ 18200620 ~ = & = =

Time Schedule

Name:

Organization P —— Share with child
organizations

Notes:

TIME INTERVALS

MON |TUES |WED |THURS |FRI



Extended Unlock Time Schedules

Time Schedule

Time Schedule . Exerded UNLOCK Time Schedues

= Share with child
Hame: Extensded UNLOCK Time Schedules L - [rn—

Share with child

Global eryanizatins

TINE INTERVALS

FROM ™ MON |TUES |WED |THURS PRI [SAT |sUM | HOUDAY

TIME INTERVALS om0 @0~ | o200 0200

FROM 0 TUES |WED | THURS PRI |SAT  [SUN  |HOUDAY

0200 200~ | 03000300 ~
01000100 - | 02000200 =
0300 300~ | 0400 400
02000200 * | 02000200 ~ —

e - |oso0 s ~
0300[0300 = | G400 {BA0D = :
04000400~ | 05000500 )
— #%= Add Extended Time Interval
2= add Extended Time interval
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Cancel

N Up to 24 total Time Intervals can be added within a single Time
e Schedule. You can only add more than 4 Time Intervals for use as
an Unlock Schedule, such as to abide by school Bell Schedules.
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DOOR GROUPS

Before proceeding to create Door Groups, please review our
online tutorial, which will greatly simplify your data entry and
ongoing maintenance:

www.proxess.com/Proxess/media/Proxess/Documents/Pr
oxesslQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf


http://www.proxess.com/Proxess/media/Proxess/Documents/ProxessIQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf

ALL GRGANIZATIONS

i afn & Z

Door Groups Credentials Time Schedules  Access Profiles  Controllers

=
W4 = HE g 2
System { Mobile

Roles Mobile Devices Settings Logs Credentials Notifications

From the Home screen \ Dashboard, click *“Door Groups”.
Before adding Door Groups, consider adding any custom Time
Schedule and Access Profiles you desire.

ﬁ ProxessiQ™
File Window Acc epol Cloud  About

NEW DOOR GROUP > GEMNERAL

General

Enter the name for the new Door Group. “External ID"” and
“Notes” are not mandatory and are just for the administrator’s
reference. Checking the “Auto Enroll” box will cause all future
ors that are added into the software to be enrolled into this
Group. Click “Save” to do so.

P Promessio™ ALL ORGANIZATIONS. -
file Window Access Admin Reporting Cloud About

OopDoE00000000
AR R R A AR
L L B

Click *Add New Door Group” to do so. You may also use the
Search box in the top right to find existing Door Group names,
if the list is longer than what is seen in the current view. You
may edit or delete any existing Door by clicking on its
Pencil/Edit icon on the left side.

Door Saved

The dox ave heen saved

Click on “"OK".



cess Admin Reporting Cloud About wporting Cloud  About

ENGINEERING DEPARTMENT > GENE| 5 ENGINEERING DEPARTMENT > DOORS

General 1 General

Doors

Ready | Opesator. Administrator

Click on the “Doors” tab to add the Doors that will become a
part of this new group.

Click *Add New Door Group” to do so. You may also use the
Search box in the top right to find existing Door Group names,
if the list is longer than what is seen in the current view. You
may edit or delete any existing Door by clicking on its
Pencil/Editicon on the left side.

B Proesig™
file Window Access Admin Reporting Cloud About

NEW DOOR GROUP > GEMNERAL

General

Door Saved

Enter the name for the new Door Group. “External ID"” and Click on “OK".
“Notes” are not mandatory and are just for the administrator’s

reference. Checking the “Auto Enroll” box will cause all future

ors that are added into the software to be enrolled into this

Group. Click “Save” to do so.



B Prosessq™ P Proesio™
File Window Access Admin Reporting Cloud About Ele Window Access Admin Reporting Cloud  About

ENGINEERING DEPARTMENT > DOORS

General

Resay | Opetor acrisor

Click the drop-down arrow and from the list that appears, The door will now appear in this list. You can continue to add

select the first Door you wish to add to this Door Group. Then doors to this new Door Group and Delete doors from this

click the “Add"” button. group. Once you have added all the doors desired for this
group, you may return to the main Door Groups screen.

P ProesiQe | ALoRGANZATONS - B Proxessiq™ | At oRGANZATONS. B
File Window Access Admin Reporting Cloud About file Window Access Admin Repoting Cloud About

DOOR GROUPS DOOR GROUP MATRIX (BETA)

+ Add New Door Group

DOOR GROUP
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Click the View Door Group Matrix button. P——

Seam O 1

The complete matrix of all your doors and Door Groups will .
appear, for verification of your programming efforts. P——

Unipar Door &
Vaught Bidg 1 Perim 1

Ray now return to programming in other sections of Ve g 2

0 Vetide Gate
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DOORS

Creating, Synchronizing & Configuring



http://www.proxess.com/Proxess/media/Proxess/Documents/ProxessIQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf

m;«mmmums - f’ Proxess Access Control System

DOORS

Filter by ~

LOCATION | TYPE | LAST UPDATE CREATED BATTERY | ONLINE CONTROLS

Credentials Calendars. Time Schedules Access Profiles Controllers

(m]
5
E

Adams Test Door DATA's Office
Debug_Lock 0B:31 DATA's Office
Demo Door Demo Location
Demo Door 2 Demo Location
Front Door DATA's Office

F B g 8

Mobile
Settings Logs Credentials Notifications

Lock With Rolled Keys #1 DATA's Office:
Lock With Rolled Keys #2 DATA's Office:
Mikes Demo DATA's Office
Mike's Toggle Lock Demo Location
Real Door 08:1E DATA's Office
Real Door :17:28:11 DATA's Office
Real Dooc:172812  DATA's Office
Robs Office: Richmond
Server Room DATA's Office
TaylorDemo DATA's Office
Tomn's Office DATA's Office

000000000 DOO0ODOO0ODO00O0O
A R N Y
e N N R N )

Torre's Test Door Superior, CO

Advanced Search Reload Export

| — > e F]
From the Home screen \ Dashboard, click *“Doors”. Click *Add New Door” to do so. You may also use the Search box in

Before adding Doors, consider adding any custom the top right to find existing Door names, or Filter the list by

Time Schedule and Access Profiles you desire. “Online” or “Offline” types using the checkboxes on the left if the
list is longer than what is seen in the current view. You may edit or
delete any existing Door by clicking on its icon on the left side. We
will go over Advanced Searches at the end of this section.

P Proxess Access Control System

NEW DOOR > GENERAL

Door Type:

General Add New Location

Location Name
Name: @

External Lock ID:

Address Line 1

Location: @
p——y
Rienmand

f e oo
s

Lock Number:

T

Lock Modet
Battery Replaced Date: 5/21/2017

Notes

Battery Status:

Last Modified:

Select if the door will be online or offline. This selection will let the The “Add New Location” screen appears. Enter a *Name”, and
software know how to attempt to connect with this door for updates any other information you desire. Click the “Save” button to
and on-demand commands. If you select "Online” you will need to complete the action.
d a Controllerin a later section to connect it with.
in a name for the new Door and select a location from the
g arrow as shown above. To create a New Location, click




P Prosess Access Control System y p*‘ Proxess Access Control System

NEW DOOR > GENERAL
B'S OFFICE > GENERAL
General

Door Type: ‘ Offiine (' update reqired

General

Door Groups

Name: [Rovis Offce
Ao ogge Schede: - . Access Profiles Extemal Lock D ‘
Card Oy Schesle S
Location: ‘ Richmond - ‘ s +
[r———— st
S Time Zone Use et 1]

Minimum Validation Date: | 2/19/2017

o Logs
By s Dt | 212017 i Lock Mode: Use Defautt: ]

Notes .
Advanced Settings Lo R ‘

Lock Model ‘

Battery Replaced Date: 211972019
Notes: ‘ No Door Controler, yet

Battery Status:

Last Modified:

P Proxess Access Control System

DOORS DOORS

Filter by * £ Filter by Advanced Search

g

NAME LOCATION | TYPE | LAST UPDATE CREATED BATTERY | ONLINE CONTROLS

T oo = () O)

e

Debug_Lock 0831 DATA's Office (] oniine Nigme =’ Contains (©) AND (Exciusive)
Demo Door Demo Location [ orne Update Required Is equal to O OR linclusive)

Demo Door 2 Demo Location Lock Model Starts with N

Front Door DATA's Office Calendar Ends with B o

Lock With Rolled Keys #1 DATA's Office: Unlock Schedule

Lock With Rolled Keys #2 DATA's Office < Toggle Schedule LOCATION ‘ TYPE | LAST UPDATE CREATED BATTERY ‘ ONLI
J Card Only Schedule

Mikes Demo DATA's Office =
DATA's Office

Office Tower |

[ First Person In
Mike's Togge Lock
[ Last Update Date Time
Real Door 08:1E DATA's Office .
| Minimum Validation Date
Real Door :1728:11  DATA's Office LBaten Lot Chnoed e

Real Door :17:28:12 DATA's Office Battery Status Last Updated /s #1 DATA's Office

Rob's Office Richmond InstallationDate: 's#2 DATA's Office

Server Room DATA's Office
O # W MikesDemo DATA's Office

0O & W MikesToggle Lock Demo Location
O # W ProxessTest Door Proxess
]

TaylorDemo DATA's Office
Tom's Office DATA's Office

00000000 O0OOO0OO0O0O0OoOogn
NSNANNNNNNNNANNNANNANYN
N R )

Torre's Test Door Superior, CO

Delete Selected Reload Export

Click “Advanced Search”. The Advanced Search bar appears. Click the first dropdown
arrow to select the field or item you want to more granularly
search. Click the second dropdown arrow and a context-sensitive
list of information will appear to select from.




Initialize a Lockset (1 of 2)

NOTE: Once a new lockset Door has been created in the software, it MUST be initialized for operation using the
ProxesslQ Mobile or old Sync mobile App. This initialization process is detailed here and it may be done at
this step in the programming process, or anytime until you need the door to be in service.

MO At BE 30 @ 2107

HOOM A %% 0 W 2053 QPO CAN 3T R 2319

Proxess Sync i Proxess Sync i Proxess Sync
STATUS C swe ) DOORS STATUS SYNC DOORS STATUS SYNC DOORS
Status CLEAR SYNC HISTORY CLEAR SYNC HISTORY
Last synced: Tuesday, May 9,2017 11:19 PM SYNC WITH ACS SYNC WITH ACS
There &re 16 doors to update AUTO SYNC DOORS Synchronizing AUTO SYNC DOORS
Cleaning up Doors Nearby

Doors Nearby

Synchronize Complete

To perform any desired updates on the locksets, updates first need to be delivered to this phone. At this point, the
phone does not need to be near any lockset. The first way we are showing here is to open the old Proxess Sync mobile
App and click “*Sync” from the top menu. The second screen above appears. Click “*Sync with ACS” and the status bar
will update you with progress and a note when the synchronization is complete.




Initialize a Lockset (2 of 2)

amMe M P @ f ¥ L052% 8729 AM QMO MEBMe p 09.52%E731AM QMO MEMe AR L ®52%E731AM

@HAHMEBMm AR I ®52%E730AM

Proxess Sync B Proxess Sync i Proxess Sync i < Main Office, 3rd Floor
STATUS SYNC @‘ CREDENTIALS STATUS SYNC DOORS CREDENTIALS STATUS SYNC DOQRS CREDENTIALS
d B Name Main Office, 3rd Floor
H — Address
Filter ilter @ ,)/
Status D Unbound D Unbound —_—  _ ——— Lock Mode Office Mode
Has updates False
Last synced: Thursday, Feb 11, 2021 3:21 PM [[] Has updates [[] Has updates
5 5 Bundle versions update:0
Locations Locations
There is one door to update. Default O Default
o Location Location
There are 6 unbound doors. D Washington, D ‘Washington, CONNECT
ne DC
D % Long Island
|| Lake Haptong D Lake Haptong
Lock Mode Lock Mode
O Construction O Construction
Mode Mode
Storeroom Storeroom
o Mode O Mode
[] office Mode [] office Mode
] Privacy Mode [] Privacy Mode

°FILTER °FILTER

To initialize a lockset click on “"Doors” from the top menu. To see the door you are looking for, check the box for the

location your lockset resides in. That list of doors will appear. Click on the lockset name to be initialized and the menu for
that door will appear. Click on “*Connect”.

AP PPIOE v B1576

¥ .193% 03:07 PM Iy ¥ .193% B 3:07 PM

AHMAMEAM # R L CUS2%ETITAM

Select Device < Main Office, 3rd Floor

) Finding available devices

Name Main Office, 3rd Floor

B ————— =

Address 00:A0:50:18:0C:19
(& Available (00:A0:50:18:0C:19)

Lock Mode Privacy Mode

Has updates True
Battery level
Reader firmware version 0.5.0

Lock firmware version 1.2.8

Connecting to lock

CONNECT

DONE

If the select device screen appears, click on the device with the greatest signal strength. Click the “Sync” button and once

initialized, the battery level and firmware version for the lock’s boards will display. The initialization is complete and you
may return to other screens in the App or simply close it.




P ProxessiQ™ | ALL ORGANIZATIONS -
file Window Access Admin Reporting Cloud About

ALL AMERICAN CLASSROOM 1 > ADVANCED SETTINGS

Use Default:
Use Deefouit:
Use Detautt:

Exterior LED:

LED Wumination Time for invalid Access: [ Use Defauit:

Reset for new Hardware?

LED humination Time for Valid Access: Jif Use Defautt: Resetting the Door for new hardware will let you bind this door configuration to any
lock that is new or has been reset physically.

EE G =

Use Dicfoudt:
Use Defait:
Use Defoult:

Use Detaui:

Roll Bundle Key Roll Biuetaoth Key

When a lock needs to be replaced or reset to its factory If you are just resetting the original lock, perhaps after repairing
configuration, go to the Advanced Settings tab and click on the the wiring or after a firmware upgrade, click on *Manual Reset”.
“Reset Door” button. Click Cancel to stop this process.

P Prosessig™ | AU oRGAzATONS - x P Prosessig™ | AU oRGANzATONS -
file Window Access Admin Reporting Cloud About Fle Window Access Admin Reporting Cloud About

ALL AMERICAN CLASSROOM 1 > ADVANCED SETTINGS ALL AMERICAN CLASSROOM 1 > GENERAL

Beep with Programming Use Default: .,
Use Delault:

Use Detault:

LED Mumination Time for invalid Access: I Use Default:
LED iiumination Time for Vaiid Access: [ Use Default

Event Logs

Use Default:

Advanced Settings P Use Default

= | Use Detault
Use Default

Video Integration

Battery Status:

Last Modified:

It is not necessary unless the Proxess|Q Mobile® app requests it, Go back to the General tab and you will notice the lock has

ut it is good practice to also click “Roll Bundle Key”. If the IQ changes, which will require you to now go to the lock and Reset
ile app requests it, you will then need to click “Roll Bluetooth and re-synchronze it.

en click “Save”



To reset the lock, remove the battery cover, the lever and the trim screws.
Remove the trim off of the backplate while holding onto the bottom half of the trim, pulling it straight off (as in, not on an angle).
Press the blue reset button 3 times in rapid succession (3 times within 3 seconds) and the lock will go into a flash sequence.

Reconnect the lock, by first carefully placing the trim back onto the backplate, pressing straight into the door (not on an angle),
assuring the white connector (2 rows of 8 pins) at the bottom of the trim snaps into place.

As the lock is reconnected, you can listen for the motor to re-spin, assuring the lock is ready to be synchronized.



Re-Synchronizing or Resetting a Door with ProxesslQ Mobile®

12:35 5G . 12:35 oo - 12:37 il % - 12:38 v 56 . 12:38 v 5C .
= Doors Q < Doors  All American Classroom 1 = Doors Q < Doors  All American Classroom 1 < Doors  All American Classroom 1
+tamon ot Lapsen
Tetal daors: 17 A anescin * 380% Address: CFiC8:85:F9:1076 Total doors: 17 All American J— Address: CF:C8:85:F9:10:76 Address: CF:C8:85:F9:10:76
Filter iassroom Location: American School Filt Clagzsoom 1 Location: American School Location: American School
N Has updates: false iiter Has updates: Has updates:
Unbound City Hall Cylindrical Lock bundie version: 4 Unbound City Hall Cylindricsl Lock bundie version: 1 Lock bundle version: 1
Battery level: 92% Battery level: 92% Battery level: 92%
e David's STC Reader firmware version: 3.1.0 e David's STC Reader firmware version: 3..0 Reader firmware version: 3.1.0
Lock firmware version: 31176 Lock firmware version: 31176 Lock firmware version: 31176
. Diractor's Office . Director's Office
Locations Warnings Locations Warnings Warnings
Diog West og Wash
Detault Location 9 Wash This lock is not yet configured (or has been Default Location Dog Ws This lock is unconfigured. Pres: This lock is unconfigured. Press "Sync" to synchronize
) need to reset the bundles o the ACS to the door. the door
American School  Employue Entrance reconfigure the loc American School  Employee Entrance
R 9 Bluetooth 70% Biuetooth Connecting
umberyr . Reset Id bundle: Lumberyard . .
HIT7 Teeh Office f and ret i
Apartments Apartments HITZ Tech Office "
. Bluetooth 94% Syn: Get lock infc M
City Hall Infant Room City Hall Infant Roam Cancel
L Lumberyard Main Entry ¥ Sy et lock info More L Lumberyard Main Entry
Sl Medical Cabinet Switch Sl b Medical Cabinet Swich
ICL Borden ICL Borden
Mew Office Door New Office Door
Spectrum Specirum
Research Lab 4 Research Lab 4
San Fran HQ San Fran HQ
S FLY North Cormidor 5C FL1 North Corridor
High Schoal High School
Seam CX 1 Seam CX 1
HS HS
Steve's PH Corner Office Steve's PH Comer Office
Clear Filter Clear Filter
Vaught Bidg 1 Perim 1 Vaught Bidg 1 Perim 1
Vaught Bidg 1 Perim 2 Vaught Bidg 1 Perim 2

Once the lock has been reset in the software and the lock has been physically reset, open the ProxesslQ Mobile® app on your
phone.

On the Doors screen you will note a red dot by any door that has been reset and that needs to be re-synched.

Follow the screenshots on this page to complete the reset process for the lock.

12:38 + 5C w. 12:38 v 5C . 12:38 v 5C .
< Doors  All American Classroom 1 < Doors Al American Classroom 1 < Doors Al American Classroom 1 Easy Unlock
Address: CF:C8:85:F9:10:76 Address: CF.C8:85:F9:10:76 Address: CF:C8:85:F9:10:76
Location: American School Location: American School Location: American School
Has updates: Has updates: Has updates:
Lock bundie version: 1 Lock bundle version: 1 Lock bundle version: 1 All American Classroom 1 100%
Battery level: 92% Battery level: 82% Battery level: 82%
Reader firmware version: 3.1.0 Reader firmware version: 3.1.0 Reader firmware version: 3.1.0
Lock firmware version: 3.1.176 Lock firmware version: 31176 Lock firmware version: 31176
Warnings Warnings Blostooth %

ynchronize This lock is unconfigured. Press "Sync" to synchronize
the door

This lock is unconfigured. Press "Sync*
the door.

Syn

Bluetooth Communicating Blvetooth

Succe
Cancel
Get lock inf A
Toggle Unlocked
Enter Lockdown
All American Classroom 1




Going back to the Doors menu and editing the re-synched
Door, you will see the “Last Update” at the top and all the info
at the bottom have been refreshed.

P Proxessia™ AL ORGANIZATIONS. - x P Proxessio™ ALL ORGANIZATIONS -

file Window Access Admin Reporting Cloud About file Window Access Admin Reporting Cloud About

DOORS ALL AMERICAN CLASSROOM 1 > GENERAL

Filter by Lock Type
General

Door Groups

Access Profiles

Global

Access Audit

American School

Event Logs me US/Eastem & e et [
Advanced Settings | use et
Lock Mumber:

Video Integration

Madel:

Battery Status:

00000000000 OD0O0OO0
AR e R AR LN
e L L L L L)

_ Last Modifiet
Asssgred Controber:

Import Global Lockdown



F§\ Proxess Access Control System

Filter by Advanced Search

Name M ‘ Starts with

(] Oniine First Person In - ‘ s true

[] offline

s s G e

Doors
Fiter by
ACTIONS | NAME LOCATION | TYPE | LAST UPDATE CREATED
# W Rob'sOffice Richmond
Real Door :17:28:11 DATA's Office
Real Door :17:28:12 DATA's Office
Real Door 08B:1 DATA's Office

Jooooooooooold o
AANAAANAANAY

O

ssssYassssssaaaan

oooo,
RN

Delete Selected Reload Export

Ready | Operator: rschorr

To the first search filter\criteria you have just entered, additional Click the “*Doors” module and then click the edit icon for the door
filters can be applied by clicking “Add Filter” and then selecting to continue editing properties for.

whether they are to be searched with all conditions needing to be

met ("AND") or just one of the conditions needing to be met

(*OR"). When all your desired filters have been added, click

“Search” and the resulting list appears. Go back to the Main

Screen\ Dashboard by clicking “Access”.

F\ Proxess Access Control System ) ph Proxess Access Control System

ROB'S OFFICE > GENERAL ROB'S OFFICE > DOOR GROUPS

Door Type: ‘ Offline < W - Create New Door Group
General General
ACTIONS NAME
Door Groups Door Groups [ A1 DATA Offce Doors
Name: [Robr's Office

1] Every Door
Access Profiles ERRLEED ‘ Access Profiles

Lacation: ‘Rlchmand - ‘ 7 +

I - Access Audit
Minimum Validation Date: 2/19/2017 [l L

Logs ogs
Lock e —

Advanced Settings Lock Number: \ Advanced Settings

Lack Model ‘

Battery Replaced Date: 2/19/2019

Notes: ‘ No Door Controller, yet

Battery Status:

Last Modified:

Ready | Operator: rschorr

Click the "Door Groups” tab. Note that you may also add Door To add a new Door Group, type the name you want in the “Enter
aroups from the Door Groups menu on the Home page. New Door Group” field and then click the “Create New Door Group”
icon.
NOTE: A Door can be in a Maximum of 64 Door Groups.




B Proxess Access Control System ' B Provess Access Control System

ROB'S OFFICE > DOOR GROUPS ROB'S OFFICE > DOOR GROUPS

Manufacturing

All DATA Office Doars
| Dema Door Group 1

[eCLEE]] General

ACTIONS | NAME
Door Groups o R e Door Groups

Demo Door Group 2
o Every Door Every Daor

Access Profiles il Manufacturing Access Profiles Woodland Park Docrs
Access Audit Access Audit
Logs Logs

Advanced Settings Advanced Settings

The new Door Group you have created will appear in the list for To add a Door Group for this Door to belong, click the dropdown
that Door and will become available to all other Doors in the icon and select a Door Group. Then click *Add”. You can add a
system. Door to as many Door Groups as you want.

P Proxess Access Control System 9 B Proxess Access Control System

ROB'S OFFICE > DOOR GROUPS ROB'S OFFICE > ACCESS PROFILES

ACCESS PROFILE

General [Fr— - General

Management
ACTIONS | MAME

Door Groups o o DATA Ofte Doors Door Groups

o Every Door

Access Profiles ] Manufacturing
Access Audit ( Access Audit
Logs Logs

Advanced Settings Advanced Settings

Click the “Access Profiles” tab. Any Access Profile that this Door is a part of will appear in this list. It
is not necessary for a Door to be part of an Access Profile. If there is
no Door listed, you may go back to the Dashboard \ Home Screen
and click on the “Access Profiles” module to add this Door to an
existing Access Profile or create a new one. Click on “Access Audit”.




B Provess Access Control System

ROB'S OFFICE > ACCESS AUDIT

LASTNAME | FIRSTNAME | CREDENTIALID = CREDENTIALNAME | ASSIGNMENT TYPE | ASSIGNMENT VIA | VIEW

General

Schomr Robert Office Card Credential Door
Geraci Angelo Credential Credential Door
Door Gmups Test Joe SMPLO20-125266 Credential Door Group
M Mike Credential-7002 Credential Door Group
Access Profiles Schor Robert Office Card Credential

Geraci Angelo Credential Credential Door Group

Door Gioup
Schorr Robert Office Card Access Profile Door
Geraci Angelo Credential Access Profile Door Group

Logs Schorr Robert Office Card Access Profile Door Group

Advanced Settings

Each of the individual Cardholders\Users that have access to this
Door will appear in this list. For any of the Users, click on their
"“View” icon.

P Proxess Access Control System

ROB'S OFFICE > ACCESS AUDIT

LASTNAME | FIRSTNAME | CREDENTIALID = CREDENTIAL NAME | ASSIGNMENT TYPE | ASSIGNMENT VIA

General

Schomr Robert Office Card Credential Door
Geraci Angelo Credential Credential Door
Door Gmups Test Joe SMPLO20-125266 Credential Door Group
M Mike Credential-7002 Credential Door Group
Access Profiles Schor Robert Office Card Credential

Geraci Angelo Credential Credential Door Group

Door Gioup

Schorr Robert Office Card Access Profile Door

Geraci Angelo Credential Access Profile Door Group

Schom Robert Office Card Access Profile Door Group

Advanced Settings

or a list of all the recorded Events at this Door, click *Logs".

B Provess Access Control System

ROB'S OFFICE > ACCESS AUDIT > O(NODE-VIEW)

General
Door Groups
Access Profiles

Access Audit

Logs

Advanced Settings

This Access Audit view shows the relationship between the
cardholder and their credentials and the door’s record that we are
in.

The insert on the bottom right of the screen allows you to see the
entire relationship tree and the slide bar at the top of this insert
can be moved to widen or narrow the main screen view.

Click “X" in the top right to close this view and return to the list of
doors.

ﬁ\ Proxess Access Control System

ROB'S OFFICE > LOGS

General Date Range O

<« sy b «
o SOURC
Door Groups| s ve T we ™ & - L _
2 3 4 sHll7 8 || 2 s razill
Access Profile ‘ : “:' J _': J P N AMMABLE VIA_BLE M, Mike
2425 2% 2 2 2 S M5 % 22 - T o
(Geraci,
6/207201732212PM  6/20/2017 112212 AM ACCESS Schorr, R
6/207201732206PM 62072017 112206 AM ACCESS (Geraci,
6/207201732028PM  6/20/2017 112028 AM ACCESS (Gerac
6/20201731708PM 62072017 11:17:08 AM ACCESS Schom, R
/202017 31T04PM 6202017 11:17:04 AM ACCESS (Geradi,
60201731656 PM  6/20/2017 11:16:56 AM ACCESS Schorr, R
6/202017 31652PM  6/20/2017 11:16:52 AM ACCESS (Geraci,
6/2072017 31645 PM  6/20/2017 111645 AM ACCESS Schorr, R

6/20/2017 3:16:41 PM 6/20/2017 11:16:41 AM ACCESS (Geraci,

A T O

Though you may scroll through this list, you may instead select a
starting and ending date and time range for the events to be
displayed making the resulting list more pertinent.




p§ Proxess Access Control System

ROB'S OFFICE > LOGS

General

Door Groups
Access Profiles
Access Audit

Logs

‘Advanced Settings

Video Integration

Ready | Opesator: rschorr

Date Range

ACTIONS

4
e
e
rd
4
Y
4
rd
s
4
d
rd
s
4
2

EVENT DATE TIME(UTC) | EVENT DATE TIME(LOCAL) | EVENT CODE
DATE
DOOR_UPDATE

PARAMETERS.

ACCESS
017 11:16:56 AM ACCES!
17 11:16:52 AM

711:16:45 AM

Click on the “"Advanced Settings"” tab.

P\\ Proxess Access Control System

ROB'S OFFICE > ADVANCED SETTINGS

General

Door Groups
Access Profiles
Access Audit

Logs

Advanced Settings

Video Integration

Ready ‘ Operator: rschorr

‘General Advanced

Installation Date:

2/19/2017

Series Resistor: l:l Use Default: [ ]
Parallel Resistor: l:l Use Default: D
Toggle Delay Time: l:l Use Default: D

Failure Condition:
Audit Overwrite Policy:

Supervision:

Lockdown Configuration

Lockdewn Cancel Delay Time:

l:l Use Default: [ ]

Egress Cancels Lockdown ] Use Default: []
Pass-Through Cancels Lockdown: I:‘ Use Default: |:|

Interior LED Lockdown Indication:

Time llluminiated: l:l Use Default: D
Time Extinguished: l:l Use Default: |:|

SOURC

chorr &

(Geraci,

Schor, R

Al and Visual Feedback
Beep with Programming:
Beep when Access Granted:
Beep when Access Denied:

Exterior LED:

Use Default: D
Use Default: |:|
Use Default: |:|

LED lllumination Time for Invalid Access: l:l Use Default: [ ]
LED lliumination Time for Valid Access: l:l Use Default: [ ]

Valid Access Attempts:
Invalid Access Attempts:
Contact Points:

Lock Events:

Communications:

Reset

Reset Door Roll Bundle Key Roll Bluetooth Key

Event Recording to Card

Use Default: |:|
Use Default: |:|
Use Default: |:|
Use Default: []
Use Default: []

verything in the “Advanced Settings” tab is initialized in a default mode with all the “Defaults” being edited in the “Settings”

ule. To change any setting, first un-check its "Use Default” box. A lockset is able to be set to Fail in a Secure, Unsecure\Safe or
ode. To return to the Home Screen \ Dashboard, click the “"Doors” tab on the top left and then click “*Access”, or click the
on the top right taskbar.



P Proxess Access Control System

ROB'S OFFICE > ADVANCED SETTINGS

[y —
General

Installation Date:

Door Groups

Use Default: 7]

o E = o<t [
Access Audit B e verutc [

Access Profiles

. ot oty Tne: B 5 o= [
ogs

Advanced Settings

| Delay Time: l:| Use Defautt: [7]

Video Integration

EEEEN

D s

Roll Bundle Key Roll Bluetooth Key

Ready | Operator: rschorr

Click on the “Video Integration” tab.

Pﬁ ProxessiQ™ | ALLORGANIZATIONS -

ASSUMPTION CLASSROOM 1 > VIDEO INTEGRATION

General cled tames

| School Classroom THUMBNAIL
Door Groups Corporate Lobby
Senior Living Hallway
Access Profiles Dormitory Recreation
Center

. |T_Rack:

Access Audit 2
Athleticriera Equipment

Event Logs Room

Medical Laboratory

Package Room

Pool Area

AV Control Room

Advanced Settings

Video Integration

Ready | Operator: Administrator .:a

From this page you will select the cameras you wish to associate with and record video clips with for any event that
occurs at this Door.

Click on the drop-down arrow (1) and all of the cameras that are connected to the NVR/VMS entered into the config file
will automatically appear here. You may select (2) four (4) cameras to be associated with any event from this camera by
selecting the first camera and clicking the “"Add"” button (3) and repeating the process for the cameras you need.



@ ProxessiQ™ | ALLORGANIZATIONS

ASSUMPTION CLASSROOM 1 > VIDEO INTEGRATION

General Select Camera

ACTIONS | NAME THUMBNAIL

Door Groups
] School Classroom

Access Profiles
i} Corporate Lobby

Access Audit

Senior Living Hallway
Event Logs
Advanced Settings

Video Integration

Ready | Operator: Administrator

In this case, 3 cameras have been associated with this door. As a visual reference only, the static
thumbnail image from each camera will appear. Updated thumbnail images can be obtained by clicking
the “Refresh” button.

Note: Proxess does not display, record or store video clips. They exist solely on the NVR/VMS. Thus, for
real-time and archived video event viewing, please use the NVR/VMS client software.



ﬁ ProxessiQ™ | ALLORGANIZATIONS

AUDITS/EVENTS

Filter by

ACTIONS | EVENT CODE M NAME ‘ SOURCE USER/OPERATOR | EVENT DATE TIME(LOCAL) | CREATED (LOCAI ORGANIZATIONS | VIDEO

Assumption Classroom 1 Teacher, Math 14 Giobal -
adnoc = T

General =»
Dailyuse = T

Assumption Classroom 1 Teacher, Math 3/7/2024 3:34:10 PM Global
Assumption Classroom 1 124, Borden 8/8/2023 11:36:36 AM / Global
Assumption Classroom 1 124, Borden 8/8/2023 11:36:36 AM 9/20/2023 8:39: 8 Global
ACCESS Assumption Classroom 1 Teacher, Math 9/25/2023 3:35:35 PM 9/25/2023 3:36:13 PM Global
ACCESS Assumption Classroom 1 Teacher, Math 10/2/2023 11:06:16 AM 10/12/2023 12:0529 PM Global
ACCESS Assumption Classroom 1 Teacher, Math 172 11:34:15 AM 1/24/2023 11:35:06 AM / Global
ACCESS Assumption Classroom 1 Teacher, Math 3/18/2024 3:01:15 PM 4/17/2024 11:52:33 AM Global
ACCESS Assumption Classroom 1 Teacher, Math 1/16/2024 8:54:12 AM 1/16/2024 8:54:35 AM / Global

ACCESS Assumption Classroom 1 Teacher, Math 1/24/2023 7:06:27 PM 5/18/2023 4:39:00 PM / Global

AR S R

Teacher, Math 1/24/2023 7:06:27 PM 1/24/2023 707:18 PM / Global

Doors with one or more cameras affiliated with its events will display a video camera icon.
Double-click on the camera icon to view the thumbnail images of the cameras, at three (3) seconds
before the time of the event occurrence.

For further video information, go to the NVR/VMS event log.

p“ ProxessiQ™ | ALLORGANIZATIONS - |

LOG DETAILS

Log Details

nced Detail

Thumbnails THUMBNAIL

BUILD_8¢

ush_cam-HP Wid

Operator: Administrator



Configuring Video Integration
Proxess currently integrates with Hanwha Wisenet WAVE 5.0

To configure the Hanwha video integration, you must have Admin privileges on the Proxess Server
computer:

On that computer, go to c:/Program Files (x86)/Proxess/Server.

Locate and open, with Admin privileges, the Notepad file “Proxess.Service.Host.Console.exe”, which is
about sk in size.

Change the lines that are there and add the information below that is not already in the file, precisely,
per the below

<add key="videointegrationenabled" value="true" />

<add key="videointegrationtype" value="1" />

<add key="videointegrationhost" value="https://localhost:7001" />

<add key="videointegrationforcessltrust" value="true" />

<add key="videointegrationusername" value="admin" />

<add key="videointegrationpassword" value="SuperSecurePassword" />

Save that file and you may now close it.
Inside ProxessIQ™, in the Doors menu and the Video Integration tab for a selected door, the camera list
will now automatically populate with all cameras that are connected to the NVR/VMS.



DOORS & DOOR GROUPS
Spreadsheet Adding & Editing

How to MASS-Add and edit Doors & Door Groups
using .csv spreadsheets

N



Mass Adding and Editing Doors, using a .csv spreadsheet

P ProxessiQ™ ALL ORGANIZATIONS

To make mass Door additions, changes or deletions, no program is
DooRs simpler or more flexible than Microsoft Excel or Google Sheets.

Filter by * Add New Doox

ACTIONS | NAME LOCATION BATTERY | UPDATES | ONLINE CONTROLS COMMAND STATUS

" Proxess can import a .csv formatted file from those programs or
Notes, etc., with an unlimited number of Doors entered, for Door,
Door Group & Access Profile entry, deletion or changes.

We will now explain the columns of detail that can be added, their
format requirements and how to perform the imports and exports.

Begin by Clicking the “Export” button, to receive a fresh (if this
will be the first time you will be Importing) or up-to-date list of
Users, Credentials and their associated information.

0O000O0D0o0O0OO0OOooOoDoDOoOO0oO0|o
NVNVNOVSONOVONNNNLNN N NN,
S sssssssssassas s

Ready | Operator. Administrator

F" Save As X | M| [ =1 OneDrive Desktop - O >
« « 4 [ > OneDrive - Personal » Desktop > v O ’ eskt P ]al Home Share View Cloud Storage e
Organize ~ New folder =~ 7] | = | B & & Moveto~ X Delete = | | Il selectan
Deskt n . " Sl ! 1 Select none
esktop Name Status Date modified Type Pinto Quick Copy Paste ] . 1 Mew Properties
- access : - 2] R GiEpane folder - & 1 Invert selection
@ Documents Aol 3 M f
pple - " : Clipboard Organize New Open Select
g Email attachmer Downloads o .1 . i
o= Pictures MindManager « ~ 4 B » ThisPC » Desktop v O | Search Desktop 2
all LicensePackage_ ' ApkOnline Android online emulator S A [ MName Status Date modifie ®
#2) Chrome Remote Desktop M - 3 Quick access |~ -
Al Licensefackage. n 8% Userbxport_2024-11-15-135338 >) = 11/15/2024 1
) ) Doors_2024-10-03-151027 = 2024 3:11 PM M . o Desktop K serbxport ) = 5/202
v JThiskc ® 1 1 b o TT 2034002181003 T icrosoft Excel Comma Separated Values File
+d Dropbox ) 44 4 Downloads q
J 3D Objects B8 EventLogs 2023-08-23-151957 o) " M £ o] Proxess.ServiceHost.Console.exe | S1Z& KB
venitogs. 2023-08-e3 151357 - b ' = Documents ®z Date modified: 11/15/2024 1:54 PM
8 Desktop N Excel (O] 29/2022 252 PM horteut L /W foom Awailability status: Sync pending
g Documents & rrr [} 29004 2.ca o ¥ g Pictures " ProxesslQ_Licenselic
o ’ P Imports for Proxes: 3 Proxessl(QServerl ogs_20240201154729 (&)
File pame: | UserExport_2024-11-15-135338 @ Provess Pictures ] rustdesk-1.2.3-485_64 - Shortcut @
Save as [ype: v Proxess PPT 5 Microsoft Teams classic ®
= 8% Eventlogs_2023-08-23-151957 ®
f— @ Quotes wlz
Hide Fol ancel
* Hide folders 23items  1item selected 27.0KE  Sync pending  State: 8& Shared
Microsoft Excel x

By default, Excel will perform the following data conversions in this file:
| + Remove leading zeros
Do you want to permanently keep these conversions?

__|Don't notify me about default conversions in .csv or similar files.




Export List snapshot, of an Established Database — A New database Export will Only list the Headers:

a3 Autusavﬁw) %~ C = [ MyDoorExport_2024-11-12-194644 (version 1) - AutoRecovered v P Ssearch

File Insert Draw Page Layout Formulas Data Review View Help

@  m :

[ " [AptosNarrow 11 ] A A7 By 20 Wrap Text [Generat e % T Tl
Paste ) COPY o g0 Conditional Format as .
¥ <& Format Painter e MR mgedCanier < § < % 3 H Formatting ~  Table @I Exp & @
Clipboard 7] Font ¥l Alignment =] Number ] Styles
Us v i Jfx~/| FALSE
A B C D E F G H | J K L
1 |ForceUpdate Externalld Doorld Name Notes LockType LocationName CalendarName UnlockTimeScheduleName EnableButtonToggle EnableButtonlockdown LockdownRequiresHandle
2 FALSE 4a30a70f-6 1 All American Classrool Cylindrical American Schoc Default Calendar Never
3 FALSE 72783eba-7 3 Lumberyard Main Entry Mini_IQ Lumberyard Apa Default Calendar Never
4 FALSE fif2ddfa-1e 4 City Hall Cylindrical ~ Cylindrical City Hall Default Calendar Never
5 FALSE 81615882-9 5 Unipar Door 6 Controller Raleigh Default Calendar Never
6 FALSE 78b991fc-6 6 ST Baby SwitchTechCore City Hall Default Calendar Never
7 FALSE 2feaaf924-c. 7 Medical Cabinet Switct SwitchTechCore Default Locatior Default Calendar Never
8 FALSE 885b4492-¢ 8 Director's Office Cylindrical Default Locatior Default Calendar Never
9 FALSE 29726bc-fi 9 Infant Room Cylindrical Default Locatior Default Calendar Never
10 FALSE alcdeb29-2 10 Front Door Controller Default Locatior Default Calendar Never
11 FALSE 5044eced-d 11 Research lab 4 Cylindrical UCANR3 Default Calendar Never
12 FALSE 750ec36-9: 13 SC FL1 North Corridor Mortise Spectrum Default Calendar Never
13 FALSE JclcSefe-0( 14 Dog Wash Cylindrical Default Locatior Default Calendar Never
14 FALSE  92d57f64-ei 15 Vehicle Gate Controller Default Locatior Default Calendar General Staff
15 FALSE 9cbdfac-6t 17 New Office Door Cylindrical Lumberyard ApaDefault Calendar Never
16 FALSE  b9b30def-7. 18 Seam CX 1 Cylindrical SanFranHQ  Default Calendar Always
17 FALSE  2ebaedhd-: 19 David's STC SwitchTechCore DefaultLocatior Default Calendar Mever
10 EAIGE  424470-n R AN 11T Tank Nefinn Pulindrinal Hirth @rbnnl Pinfanilt Palandar Alaunr ToHE
< > MyDoorExport_2024-11-12-194644 +

Ready Y7 Accessibility: Good to go

M N o P Q R 5] T u a
EgressCancelslockdown DeadboltEnableslockdown BatteryReplacedDate DoorGrouplist  AccessProfilelist AccessProfileTimeScheduleName AssignedControllerExternalld OrganizationGuid ShareWithChildrenOrgs
12/13/2022 All Doors |WestWing | Administration | Bunch of Doors|Bunch of Doorz  e64hcfh9-1699-49f9-83ef-b447: 18d48486-c7d2-4e€ FALSE
12/13/2022 All Doors e64bcfh3-1699-4919-83ef-bdd7( 18d48486-c7d2-4e€ FALSE
1/12/2023 All Doors 18cd48486-c7d2-4e FALSE
1/12/2023 All Doors 16048486-c7d2-4eS FALSE
2/24/2023 All Doors 16048486-c7d2- ed FALSE 1
2/27/2023 All Doors 16048486-c7d2-4et FALSE
5/15/2023 All Doors | All Classrooms 18d48486-c7d2-4et FALSE
5/16/2023 All Doors 18d48486-c7d2-4eS FALSE
5/16/2023 All Doors e64bcfb9-699-4910-83ef-b447( 18d48486-c7d2-4e FALSE
6/5/2023 All Doors 18d48486-c7d2-4e FALSE
TRUE 8/2/2023 All Doors |West Wing 18d48486-c7d2-4e FALSE
9/15/2023 All Doors | Electrical & Mechanical | Bunch of Doorz e64bcfh9-1699-499-83ef-bd4 7 18d48486-c7d2-4et FALSE
9/15/2023 All Doors 18d48486-c7d2-de FALSE
11/15/2023 All Doors 18d48486-c7d2-4e FALSE
12/1/2023 All Doors 18d48486-c7d2-4e FALSE
12/6/2023 All Doors |West Wing 18cd48486-c7d2-4e€ FALSE
19199092 AU Danre | AHPlnccrannas 110 WA 1040188 ~TAD AAC calec v
4 >

L& Display Settings il M -—a—+ 100

Notes:

* The Door export will be listed in DoorID (by days & times of their creation) numeric order

A User is uniquely identified by its ExternallD

Each Credential is assigned (by the software or by an Administrator) a unique CredentialExternallD
Each Credential can be individually assigned one or more Access Profiles

Note that this csv may be re-sorted in the manner you wish to make updates as an Import sheet
Ensure the sheet remains a .csv, or it will not import



Mass Adding and Editing Doors, using a .csv spreadsheet

Import List snapshot (Page 1 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B T D E F G H I J K
Externalld Name Motes LockType CalendarMame UnlockTimeScheduleMame EnableButtonToggle EnableButtonlockdown LockdownRequiresHandle EgressCancelsLockdown DeadboltEnables
Lockdown

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User's existing ExternallD
must be included here for subsequent data imports, where you wish to have that record updated. Note: Therefore, this SHOULD
be entered for the initial import.

Name: Name of the Door that will be automatically entered into the database. If one is already entered with this name, and no
ExternallD is entered into column A, then an additional Door will be added to the system with the attributes in this line. If this
spreadsheet is meant to update an existing Door name in the system, then be certain the name is spelled correctly and the
ExternallD is included in column A. No minimum or maximum characters

Notes: No minimum or maximum characters. May be used as a “custom” field for searching and for mass updates via the import
sheet.

LockType: Must specifically be listed as either “Cylindrical”, *“Mortise”, “Exit Trim”, “*Mini_lQ" or “Controller”.

CalendarName: 24 maximum characters. This is the Calendar and associated Holidays (days on which credentials that do not
have the Holiday box checked will not work) the Door will follow.

UnlockTimeScheduleName: No minimum or maximum characters. This is the name of the Time Schedule that the Door will
follow to go into the Unlocked (no credential required for entry) position. This Time Schedule must already have been manually
entered into the system, as it will not be automatically created by this import spreadsheet.

EnableButtonToggle: Enter “TRUE” if you will allow the interior trim button to “toggle” the door lock status (change it from
locked to unlocked and from unlocked to locked), each time it is quick-pressed/pushed. Enter “FALSE" if you do not want this
door’s button to perform this operation.

EnableButtonLockdown: Enter "TRUE" if will allow the interior trim button to be long-pressed/pushed (for a variable 3-to-6
seconds in the software) and have the lock go into the Lockdown mode. Enter "FALSE” if you do not want this door’s button to
perform this operation.

LockdownRequiresHandle: Enter "TRUE" if, for a Lockdown to be performed on the lock, you wish for both the interior trim
button to be pressed/pushed, while simultaneously holding the exit lever down. Enter "FALSE" if you do not.

EgressCancelsLockdown: If a door is in Lockdown, by any means, any time the handle is used to exit or open the door, the
Lockdown will be cancelled and the lock will return to the state appropriate to the day and time.

dboltEnablesLockdown: Only for a mortise lock with a deadbolt, enter “TRUE" if you want this lock to go into Lockdown
e deadbolt is thrown from the inside. Enter "FALSE” if the deadbolt will only lock the door.



Mass Adding and Editing Doors, using a .csv spreadsheet

Import List snapshot (Page 2 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

L M M o p Q R S
BatteryReplace Date DoorGrouplist AccessProfilelist AccessProfileTime AssignedController QOrganizationGuid ShareWithChildren ForceUpdate
ScheduleMame ExternallD Orgs

BatteryReplaceDate: Not required to be entered by the end user. An informative entry field for maintenance purposes. If done
on a large number of locks at a time, it makes sense to use this spreadsheet to enter the date for all the locks.

DoorGrouplList: The Door Group(s) that this Door is a part of. If more than one will be listed, they must be separated by a “|”, with
no additional spaces on either side, or the Door Group will be interpreted as not being spelled correctly and it will not be added.
An unlimited number of Door Groups can be entered. No minimum or maximum characters.

AccessProfileList: Name of the Access Profile(s), which must first be manually added by the system administratorin the Access
Profiles menu. No minimum or maximum characters. Up to 24 APs can be added into this cell (which is the maximum number of
Direct Privileges [a combination of Doors & Door Groups] that a single credential may have), separated by a “|". Be careful not to
include any extra spaces, or the AP will be interpreted as not being spelled correctly.

AccessProfileTimeScheduleName: Enter the exact name of the Time Schedule (which must first be manually entered into the
Time Schedules menu) that this aggregation of doors will operate during.

AssignedControllerExternallD: Enter the exact External ID of the Controller this Door has been connected via Bluetooth with, in
the Offline Doors tab of the Controller. Leave this cell blank if the Door has not been connected with a Controller.
OrganizationGuid: If this system has a license for the Partitioned Database / Organizations feature, enter the exact Organization
GUID that this Door is apart of.

ShareWithChildrenOrgs: If this system has a license for the Partitioned Database / Organizations feature, enter “TRUE" if this
Door can be used by / shared with sub-organizations. Otherwise, enter "FALSE".

ForcedUpdate: Enter “TRUE" if this Door already exists and the information in this row should be used to update the existing
record in the software with this import. Otherwise, enter "FALSE".



Mass Adding and Editing Door Groups, using a .csv spreadsheet

Y R p—

File Window \dmin  Reporting Cloud  Abou

DOOR GROUPS

- To make mass Door Group additions, changes or deletions, no
Ko _booreiort program is simpler or more flexible than Microsoft Excel or Google
Sheets.

Proxess can import a .csv formatted file from those programs or
Notes, etc., with an unlimited number of Door Groups entered, for
Door, Door Group & Access Profile entry, deletion or changes.
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We will now explain the columns of detail that can be added, their
format requirements and how to perform the imports and exports.

View Doar Group Matrix Reload

For reference, these are the overall views of all the fields that can be imported & exported
and we will enlarge them and explain each field on the following pages.

Import List snapshot:

A B < D E F G H | J K
1 |Externalld DoorGroupMame Notes Doorlist AccessProfilelist AccessProfileTimeScheduleName Assigned(EnableAutoEnroll OrganizationGuid ShareWithChildrenOrgs ForceUpdate
2 Bunch of Doorz Classroom 110| Office 25 | Package Room Teachers School Day FALSE 00000000-0000-00( FALSE TRUE
3 Freshman Dorm Fresh Perim N |FP3|Laundry|Bike Room Freshers 2417 TRUE 00000000-0000-00( FALSE TRUE
4
Door Groups csv Import 08-14-24 + -y ]

Export List snapshot:

A B C
1 |Door Group Organization
2 |Administration Glohal
3 |AllClassrooms Glohal
4 |AllDoors Glohal
5 |Bunch of Doors Glohal
6 |Bunch of Doorz Glohal
7 |Electrical & Mechanical Glohal
8 |Greenbriar Dorm Global
Export of DoorGroups_: +




Mass Adding and Editing Door Groups, using a .csv spreadsheet

Import List snapshot (Page 1 of 1):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B T D E F G H | J K
Externalld DoorGroupMame Motes Doorlist AccessProfilelist AccessProfileTimeScheduleMame AssignedControllerExternallD EnableAutoEnroll OrganizationGuid ShareWithChildrenOrgs ForceUpdate

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User’s existing ExternallD
must be included here for subsequent data imports. Note: Therefore, this SHOULD be entered for the initial import.

DoorGroupName: Name of the Door Group that will be automatically entered into the database. If one is already entered with
this name, and no ExternallD is entered into column A, then an additional Door Group will be added to the system with the
attributes in this line. If this spreadsheet is meant to update an existing Door name in the system, then be certain the name is
spelled correctly and the ExternallD is included in column A. No minimum or maximum characters

Notes: No minimum or maximum characters. May be used as a “"custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.) field and for mass updates via the import spreadsheet.

DoorList: The Door(s) that are included within this Door Group is a part of. If more than one will be listed, they must be separated
by a “|”, with no additional spaces on either side, or the Door Group will be interpreted as not being spelled correctly and it will
not be added. An unlimited number of Doors can be entered. No minimum or maximum characters.

AccessProfileList: Name of the Access Profile(s), which must first be manually added by the system administratorin the Access
Profiles menu. No minimum or maximum characters. Up to 24 APs can be added into this cell (which is the maximum number of
Direct Privileges [a combination of Doors & Door Groups] that a single credential may have), separated by a “|". Be careful not to
include any extra spaces, or the AP will be interpreted as not being spelled correctly.

AccessProfileTimeScheduleName: Enter the exact name of the Time Schedule (which must first be manually entered into the
Time Schedules menu) that this aggregation of doors will operate during.

AssignedControllerExternallD: Not currently used
EnableAutoEnroll: Enter "TRUE" if this Door Group will be automatically added to every new User. Enter "FALSE” is it won't.

OrganizationGuid: If this system has a license for the Partitioned Database / Organizations feature, enter the exact Organization
GUID that this Door is apart of.

ShareWithChildrenOrgs: If this system has a license for the Partitioned Database / Organizations feature, enter “TRUE" if this
Door can be used by / shared with sub-organizations. Otherwise, enter "FALSE".

ForcedUpdate: Enter “TRUE" if this Door already exists and the information in this row should be used to update the existing
record in the software with this import. Otherwise, enter "FALSE".
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Controlling Online & Bridged Doors



http://www.proxess.com/Proxess/media/Proxess/Documents/ProxessIQ-Manual-without-Hidden-Slides_3.pdf?ext=.pdf
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Mobile

Settings Logs Credentials Notifications

We will now review the real-time/online door controls. This is the User Interface for online doors and circled (on the right)
From the Home screen\ Dashboard, click *“Doors”. are the available door controls. You can sort so that Online doors
"Online” Doors are BoxlQ PoE controllers, as well as any appear at the top of the list of doors by clicking on "Type”, circled
lock or Mini-1Q that is bridged to it. at the top of the screen.

| BATTERY | UPDATES | ONLINE CONTROLS | AVAILABLE | LOCK STATE l & | BATTERY | UPDATES | OMNLINE CONTROLS | AVAILABLE | LOCK STATE l

A a3xxan
3 3x3x3anm

Lockdown Door Cancel Lockdown

Click this icon to Lockdown this door and this icon to cancel the Lockdown.

| BATTERY | UPDATES | ONLINE CONTROLS | AVAILABLE | LOCK STATE l

aan

agnQn

Toggle Lock/Unlock

Click this icon to Toggle this door to an unlocked state. Click the icon again to Toggle it back to the state it was in.



| BATTERY | UPDATES | OMNLINE CONTROLS AVAILABLE | LOCK STATE CREATED (UTC) | BATTERY | UPDATES | OMLINE CONTROLS AVAILABLE | LOCK STATE I

[< < < < <
33 33anm

Refresh State

Click this icon to Refresh the state of the lock. This icon shows that the door has been programmed, but it is now
offline.

| BATTERY | UPDATES | ONLINE CONTROLS AVAILABLE LOCK STATE o | BATTERY | UPDATES | OMLINE CONTROLS AVAILABLE | LOCK STATE I
u

Momentary Unloc

[< < < < I
A3 33anm

g
L

Quick Unlock

Click this icon to perform a Quick/Momentary Unlock this door. The open This icon shows that the lock has been and is unlocked.
time is as programmed into the Settings screen in the Doors module.

| BATTERY | UPDATES | OMNLINE CONTROLS AVAILABLE | LOCK STATE l

33 x3xan

This icon shows that the lock has been and is now locked.
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Dynamic Command Progress
for Lock Commands

More Status Icons

This icon shows that Reader #1 is Connected.
This icon shows that the Door is Open.

Icon for Door
This icon shows that the Door is Lockdown

Connected via Bluetooth to a BX.

This icon shows that the Door is Closed. |
This icon shows that the Request-to-Exit
input has been activated.

Reader is defined in the software, but is
currently Disconnected or Not Found.

Mouse over
for detail

.. Reader has been
““ Tampered with

ORGAMIZATION | LAST UPD

Glakal

fﬁ Glabal

Reader 1
- Commurnecation State = Healthy

- Supports Encryplion = True
- Encryption Enabded = True

Glabal



Global and Grouped Lockdowns

pN ProxessiQ™ | ALLORGANIZATIONS - |

File Window Access Admin Reporting Cloud About

DOORS

Filter by Cl i

O | acrions | NaMmEe LOCATION BATTERY | UPDATES | ONLINE CONTROLS COMMAND STATUS

Ml AuAmerican Classroom 1 American School & o =

[ online
’7 Offline

City Hall Cylindnical City Hall

David's 5TC Default Location
Director’s Office Default Location
Dag Wash Default Location
Front Door Default Location
H117 Tech Office High School
Infant Room Default Location
KB VT Default Location

Laurens Remote Building Default Location

Lumberyard Main Entry  Lumberyard Apartments
Medical Cabinet Switch  Default Location

Mr. F's Door Lumberyard Apartments
New Office Door Lumberyard Apartments
Research Lab 4 UCANR 3

SC FL1 North Corridor Spectrum

Schreiver 124 Default Location
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Advanced Search

Ready | Operator: Administrator

Only the Global Lockdown button appears on this page.
Grouped Lockdowns can be configured and performed from within the Notifications menu.
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Mobile
Credentials Notifications.

To add a controller to the system, click on the “Controller” Any controller that is connected, within the guidelines of our
module icon. After adding a Controller, you will then be able to BoxIQ Connectivity document located here on our website:
select entry & exit readers that you have added into the “Doors” www.proxess.com/documents/BoxIQConnect will automatically
module to connect. appear in this window. To avoid confusion, it is best to connect and
—» configure one controller at a time.
Click “"Bind” to connect the newly discovered controller with
ProxesslQ

ow click “Configure” to have the software configure this Type a name for this controller.
oller for its proper function within this software instance. Next, click on the drop-down arrow above.


http://www.proxess.com/documents/BoxIQConnect

— H
Select any reader that you have already entered in the “Door” Click “OK” on the verification screen.
module to be connected to this controller. Then click "Save”.

Mobile Credential Note: In order for this attached, online Door
(asitis called in the software)/reader (the physical device that is
wired to the controller) to be fully operational for Bluetooth
Mobile credentials, you must now remove the power from the
controller and then reapply it (i.e. power-cycle the controller).
A Bluetooth address will now appear at the bottom left of the
General Door tab of this connected reader and mobile
credentials will operate.

The Controller is now bound, configured enabled and shown as
Connected and operational.



Controller Error Messages

File Window Access Admin Reporting Cloud About

CONTROLLERS

A 19216850144 T ¢ is trying to connect o a different ACS. If it should be connecting to us, it needs to be reset and rebound.

[ | Acions | NAME HOST PORT | TRUSTED | ENABLED | FINGERPRINT STATUS FIRMWARE | HARDWARE

O # W testing controller again 192.168.50.144 8765 3e0dce1695c98871909401152691cdeddbb2790 Disconnected v1.1.0

Note: It is unlikely, but possible to receive this Controller screen error
message. For instance, if a controller from another system is placed on
the network for your system (in a dealer’s lab, for instance), your
software will note the above, prompting your investigation and
possible resetting of that controller for it to be bound into your system.

All Controller Related Status and Error Messages that may appear in blue highlight, as above:

Controllers reporting status codes

New Controller(s) found on the network. Click “Bind” to assign the controller to this system.

The Controller is unable to reach the Proxess service. Check inbound TCP firewall rules.

The Controller is timing out during key exchange. This is likely caused by poor network performance.

The controller is trying to connect to a different ACS. If it should be connecting to us, it needs to be reset and rebound.
Unknown, the status code is not supported. Update to receive information about this Controller.

Unknown, the Controller has suffered a fault.



Port & Network Scanning for Controllers

To search for Proxess controllers on a network, it will be quickest to scan Port 8032 for its UDP beacon,
as it is unlikely that there would be other devices doing the same.

If you are scanning the entire network for a Proxess Controller, you should expect to see “"Texas
Instruments” (the blue highlighted devices below) or sometimes a Ring device appear. That will give
you the MAC address, which you can then use to SSH into it and configure its IP address.

h,_ IMUNUCRLAP 1UPS [V . PO LW R BV V‘IUHEIUIE It‘LIIIIUIUgltlb o ACEH . DU T
g- 10.23.104 10.23.104 Raspberry Pi Foundation B8&:27:EB:3A:00:FE
g- Lutron-01e8c00e 10.23.10.123 Texas Instruments 60:64:05:6D:1B:29
I_g- 10.23.10.105 10.23.10.105 Texas Instruments 38:D2:69:B3:C3:CB
g- 10.23.10.191 10.23.10.191 Texas Instruments 54:4A:16:95:8F:46
g- 10.23.10.176 10.23.10.176 Texas Instruments 38:D2:69:A1:3F:92
E- 10.23.10.195 10.23.10.195 Universal Global Scientific Industrial... 3CE1:A1:5E:94:68

Allowed

Chime Pro
2.4G ) ) 10.0.0.50 D8:A:8B:A6:0E:6D
@) Ring-Chime Pro
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To add a door controller to the system, click on the “Controller” Now we will show how to add readers to a controller that is already
module icon. After adding a Controller, you will then be able to in the system, click its Edit icon shown above.

select entry & exit readers that you have added into the “Doors”

module to connect.

B Proxess Access Control System 3 [Ly—p—

WEST DOOR CONTROLLER > GENERAL
WEST DOOR CONTROLLER > GENERAL
[
Name: ; West Door Controlier General

General —
Enabled:

Trusted:

Network Settings

Address: [152:168.148

Port: Inas

Door Settings

Online Door: [ [

None
Front Door
Firmware Settings
Mikes Demo

Current Firmware: Proxess Test Door

Update Firmware:

Status: ACS Address:
ACS Port:

Ready | Operator, Administrator

Add any door that has been defined as “Online” in the "Door Type” " The Controller screen now shows the reader that has been
ield of the Doors module may be connected to this controller by attached to that Controller.
ing this arrow and selecting it from the drop-down list.




P Proxess AxessiQ™

WEST DOOR CONTROLLER > GEMNERAL

Now click on “Offline Doors” to bind cylindrical locksets, mortise
locksets and Mini-Controllers to the Controller.

P Provess AvessiQ™

WEST DOOR CONTROLLER > OFFLINE DOORS

General e

Offline Doors Assign Offine Door: % +
=
1005 Mechanical Roor

Add any door (i.e. Lockset and Mini-Controller) that has been
defined as “Offline” in the "Door Type” field of the Doors module
be connected to this controller selecting it from the drop-
ist.

P Proxess fessiQ™
WEST DOOR CONTROLLER > OFFLINE DOORS

General omepoms

T w®

B g e | Operator: Admmnistrator
Up to eight (8) locksets and mini-controllers can be bound to a

single controller.

P Procss AvessiG™

'WEST DOOR CONTROLLER > OFFLINE DOORS

General

Offline Doors

‘Up to eight (8) total locksets and mini-controllers can be connected
to a controller.

A lockset or M-C can only be connected to one (1) controller.

Take care to select locksets or M-Cs to be connected that can easily
be “seen” and controlled by the software, in the *“Doors” module.



Customize Inputs & Outputs on a Controller

pm ProxesslQ™ | ALLORGANIZATIONS -

CONTROLLER 1...1123 > CONFIGURE I/O

General Controller 1/0

Conflgure I/O Configure Inputs

Offline Doors

Input 2 (Terminal 10) | Request To Exit (REX)

Input 3 (Terminal 8) | Door Position (DPS)

Configure Outputs

Output 1 (Terminal 21) Aux Output (Server defined) = ‘

Drive AUX Output High: J

AUX Drive Time (ms): 401

Run Aux Output 1 Test

Output 2 (Terminal 23) | Door

Relay (Terminals 13-15) | Door

Ready | Operator: Administrator




Find the MAC Address of a Controller with Putty

Within Putty, while connected to the serial connector of a controller from a laptop;
* Go tothe command prompt and modify the command line to the below:

* “root@varsomam33:/usr/bin# ifconfig”

* Press Enter and its MAC/Hardware address will appear, as in the underlined

root@varsomam33:/usr/bin# ifconfig

etho

Link encap:Ethernet addr 38:D2:69:A1:6B:26

inet addr:192.168.50.79 Bca Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU 150@ Metrlc 1

RX packets:2386791 errors:@ dropped:676 overruns:@ frame:@

TX packets:1788712 errors:@ dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000

RX bytes:258854126 (246.8 MiB) TX bytes:156454190 (149.2 MiB)
Interrupt:177




SYSTEM SCHEDULES

Setting up aggressive schedules for pulling Logs/Audits and Events
from Offline locks & Mini-IQs.

Note: These doors must be connected to a gateway/online controller
to deliver their information back to the software.

Note: Available on version 1.5.4.1 and greater systems.



F\\ ProxessiQ™ | ALLORGANIZATIONS -

File Window Access Admin Reporting Cloud About

[] AMR =

Door Groups Credentials Time Schedules Access Profiles

2 4 |[m 4 B 3

Controllers System Operator  Roles Mobile Devices Settings Logs Mobile Keys

=] Ex

Notifications Organizations Schedules

Ready | Operator: Administrator

This menu allows you to set schedules for the retrieval of audits, transactions and
events from locks and Mini-IQs that have been connected to a gateway.

From the Dashboard, click on the System Schedules icon.

Sometimes, the System Schedules menu will not appear
on the Dashboard. In that case, click on *Admin” and
those menus will appear.

Right-click on System Schedules and click “Pin to
Dashboard”.

Now you can return to the full Dashboard and that icon
will appear.




P Proessio™ | A oRGaMzATIONS -
Fle Window Access Admin Reporting Cloud About

SYSTEM SCHEDULES > PULL AUDIT LOGS

Pull Audit Logs

Audit Pull System Schedule

Schedule Name:

Nates

® Enabled
® Every Day

® Al Day (Repeating)

iterval Interval Type

30 4 —| | Minutes

Click “Create New Schedule” Enter a name for the schedule. Leave “Enabled” check to make it
active. Uncheck it to deactivate the implementation of the
schedule. Uncheck “Every Day” to limit the days to aggressively
pull audits & events from the doors. Leave “All Day Reporting”
checked to set a time period to be pulling audits & events from
the doors.

Audit Pull System Schedule Audit Pull System Schedule

Schedule Name: | Work Days
Notes

® nabled

@) EBveryDay

Mon Tue Wed Thr fn Sat  Sun

® Enabled

@ EveryDay

Mon Tue Wed Thr fi St Sun

[a All Day {Repeating)

® Al Day (Repeating)

Interval Type

this example, we named the schedule "Work Days” and You can also uncheck the “All Day Reporting” box and select a
ed Mon-Fri for the events to be pulled from the locks, on time each day for the logs/audits/events to be pulled down. Click
le of every 15 minutes. At pull-rates greater than 5 “OK" to save this Schedule.

re could be noticeable battery use over time.



P ProsessiQ™ | AU ORGANZATIONS -
File Window Access Admin Reporting Cloud About

SYSTEM SCHEDULES > PULL AUDIT LOGS

+ Create New Scheduie

Weekends

Pull Audit Logs

Your list of schedules will appear here. Select one to view it by
clicking on either its name, or the drop-down arrow.

Audit Pull Schedule Filter

Any Access  Key Lok Block Doar System
Audit Denied  Ovemide  down Isted ™ Event

First, check the boxes of any audit or event that you wish to have
delivered to the software on this schedule and then select the
affected Door, Door Group, Location or Organization. Consider

t you can make several schedules for the same time frame and
ifferent audits with different pull times for each one..

F‘ ProxesshQ™ | ALL ORGANIZATIONS. -
file Window Access Admin Reporting Cloud About

SYSTEM SCHEDULES > PULL AUDIT LOGS

y Work Days
Pull Audit Logs

Mon Tue Wed Thar i

Interval Interval Type

e ]

You will now need to define the list of events that you wish to
have pulled from and the locks & Mini-IQs to be involved. Click
“Add Filter”.

Audit Pull Schedule Filter

Any Access  Key Lock [
Audit Denied  Ovemide  down isted Alert

Door Group

AN Classrooms

& -

In this case, we selected Key Override, Lockdown & Blocklist
events to be sent from the All Classrooms Door Group, during the
Word Day schedule, of every 15 minutes. Click “OK".




P PromssiQ™ | AL ORGANZATIONS - PP ProsessiQ™ | AULORGANZATIONS -
fle Window Access Admin Reporting Cloud About file Window Access Admin Reporting Cloud About

SYSTEM SCHEDULES > PULL AUDIT LOGS SYSTEM SCHEDULES > PULL AUDIT LOGS

+ Create New Schedule

. - N + Create New Schedule
Pull Audit Logs Pull Audit Logs

Work Days Work Days

el interval Type
15 b = Minnes

Any cess | Key lock-  |Block- |Door  |System
At | Denied | Override |down  |isted | Alet  |Evemt | Remove

You can now add additional filters for other audits to be pulled To View, Edit or Remove a schedule, click on its name.
from either the same or different doors, by clicking on “Add

Filter”.

Click on the Collapse arrow to return to the full list of schedules.

pi ProkessiQ™ | AL ORGANIZATIONS. -
Fle Window Access Admin Reporting Cloud About

SYSTEM SCHEDULES > PULL AUDIT LOGS

Audit Pull System Schedule

Pull Audit Logs Schedule Nome | Weekends

Work Days e
® Enabled

@ tveryDay

Mon Tee Wed Thur Fi Sat  Sun

Weekends

® Al Day (Repeating)

Interval Intorval Type

ho edit, click “Edit Schedule”. When you are done making adjustments, click *OK” and you will
be returned to the main System Schedules page.




ACCESS PROFILES

Access Profiles combine Time Schedules and Doors (and Door Groups) together and can then
be assigned to Users.

The benefit to the operator is to minimize keystrokes when assigning rights to each card.
Ideally, spending time up front to create thoughtful Access Profiles could result in just a single
right being assigned to each credential, as opposed to numerous Door Groups and Doors
needing to be added to every credential.

NOTE: Access Profiles must be entered manually using the ProxesslQ software, as they will Not
be automatically added using the User, Door & Door Group import spreadsheets.




F? ProxessiQ™ | ALL ORGANIZATIONS pa‘ Proxess Access Control System

ACCESS PROFILES

e ig + Create New Access Profile
AfA 2 =

Door Groups Credentials Calendars Time Schedules Access Profiles

® a9 = B 4

System Operator Mobile o
Controllers Roles Mobile Devices Settings Credentials

=]

Notifications

i

Access Profiles combine Time Schedules and Doors (and Door For a quick edit note, if there is one, click an existing Access Profile.
Groups) together and can then be assigned to Users. To create
or edit them, click the “Access Profiles” icon.

pa‘ Proxess Access Control System

ACCESS PROFILES

+ Create New Access Profile

Edit Access Profile

ACTIONS | NAME TYPE TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

o All DATA Office Doors Door Group Sometimes | | | |
] Frant Door Door Morning Shift [ | |
o Demo Door Door Always ] | | u

lick the Edit icon. | Change the name and click “Apply”.




)

Proxess Access Control System ' p‘.’\ Proxess Access Control System

ACCESS PROFILES ACCESS PROFILES

+ Create New Access Profile A " + Create New Access Profile

ACTIONS | NAME TYPE TIMESCHEDULE | FIRST PERSON IN | TOGGLE | PASS THROUGH
m All DATA Office Doors Door Group Sometimes | | |
i} Front Door Door Morning Shift [ | u
] [ Door Always | | |

Ready | Operator: rschor Ready | Operator: rschor

The new Access Profile name appears. Click “Create New Access Profile”.

pa‘ Proxess Access Control System 4 Fa‘ Proxess Access Control System

ACCESS PROFILES ACCESS PROFILES

© O Cancel + Create New Access Profile

®

Ready | Operator: rschor - Ready | Operator: rschorr
Enter a name for the new Access Profile and then click “Create”. The new Access Profile appears. Click the dropdown arrow to
view and edit the details.




r?‘ Proxess Access Control System

ACCESS PROFILES

+ Create New Access Profile

Time Schedule

First Person In | To

st Schedule 1
chedule 2

ACTIONS | NAME_| TYPE | TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

—>

Use the dropdown arrows to select the Door Group to add along
with the corresponding Time Schedule that those doors will operate
within. Check any of the features that can be used at those doors by
appropriately designated cardholders\Users and click “Apply”.

P Proxess Access Conirol System

To add a Door Group to the new Access Profile, click *Add Door
Group”.

ACCESS PROFILES

+ Create New Access Profile

Door Privilege Assignment

Door

Time Schedule

First Person In

ACTIONS | NAME TYPE
d

: All DATA Office Doors D R — ] M

TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH

After clicking the “*Add Door” button from the main Access Profile
screen, select the Door and its corresponding Time Schedule and
check off the features that can be used at those doors by
appropriately designated cardholders\Users and click “Apply”.



P ‘ontrol System

ACCESS PROFILES

+ Create New Access Prafile

FIRST PERSON IN | TOGGLE | PASS THROUGH
| |
|| |

Ready | Operator: rschor

This is the screen you will see after you click Save. To return to
the Home Screen \ Dashboard, click either “*Access” or the Home
icon in the top taskbar.



USERS
Adding & Editing

PHYSICAL Credentials (including cards, fobs and coin &
portrait stickers) are addressed in this section.
Mobile Credentials are addressed in the following section.




a Proxess Access Control System

USERS

Filter by
ACTIONS LAST NAME FIRST NAME i EMAIL BLOCKED |

o ™ Mike.

W Richardson  Tom tom@datausa.com

'Door Groups Credentials Time Schedules ["| Lockdown Credentials

__| Blocked Schorr Robert rob.schorr@yahoo.com

o
— - T Test Joe
2 > £] S T
System Mobile W Tome Test
Roles Mobile Devices | Settings Credentials o
o

] Demo demo.user] @proxess.com

0O0000oo0ooo|o
AN N N S Y

User2 Demo Extended demo.user2@proxess.com

Notifications

Addressed at the

/end of this chapter.
“ oo || g

The Users module is where we add and edit new Users\ From the main Users screen you can edit, delete and block

Cardholders and credentials. Their rights to access doors and individual cardholders. The list can be filtered\sorted by checking

door groups are also definer here. Click the “Users” icon. one or both of the boxes on the left: “"Lockdown” and “Blocked”
and Users can be searched for by typing letters in their name in
the Search box. Click "Add New User” to do so.

Fi Proxess Access Control System

GERACI, ANGELO > GENERAL

First Name \Angelo— Access Blocked: [

General
o e [Gena

Credentials 0 Middle Name: ’Km'ei
EET e [
User Saved

[_ogs add photo Validation Period 9999 + — | Use Defautt: ]
Pin Number:

\
\
Email: ‘
Extented Opening: |
Note: A name must e

first be saved before
a photo can be
added to it.

The user changes have been saved

Add the essential new user information, including just their first and last name. Optional information includes the “Validation Period”, the
aber of days a credential has to check-in at an online reader, before access is denied (leave this high for offline systems) and an
d Opening checkbox, for the wheelchair bound, for example. The Pin is used if an online, wall-mounted reader\keypad is used in
The User Name and Email are only needed if this User will also be assigned software Operator rights. Click “Save” to continue.




ﬁ‘ Proxess Access Control System

GERACI, ANGELO > GENERAL

First Name [Angeto Access Blocked: [_|

General
. Last Name: ‘ Geraci
Credentials 0 Middle Name: ‘ Knife
Usemame 7]
External Id: I—

Validation Period: 9999 4 = | Use Default: [_]

Pin Number:

Email ‘

add photo

Extented Opening: /]

Notes:

Now that the new user has been saved, we can assign a card\
credential to them. This can be done now, or anytime in the
future, by returning to their record, going to the Users module
and clicking on the edit icon for their name.

For now, click “Credentials” to proceed.

F_i\ Proxess Access Control System

GERACI, ANGELO > CREDENTIALS > NEW CREDENTIAL

Not Assigned to Card Name: Credential
General

mmmj » »
. 5122007 [ ‘ 5122018 [ | [ ]
Credentials

Access Audit gz..umm' ,

Damaged

Logs Lost

Deactivated

a Proxess Access Control System

GERACI, ANGELO > CREDENTIALS

General

Credentials
Access Audit
Logs

Reload Blacklist All Credentials

For this User, click "Add New Credential”. As many credentials as
desired may be issued to a User.

Credential Saved

The credential changes have been saved

Select the Activation Date, which is usually left as the current date, but may be set at a future date. Select the Expiration Date of

the card, which may be on an annual basis, by semester for schools, or at 9o days for evaluations of new hires. Select the Status

of this credential and check the box if it is to be Blacklisted (disallowing access with the credential, as opposed to disallowing

access of the user). You may give a “Name” to this card, such as Vehicle Tag, or Phone Sticker. If you wish to change the
cvalidation Date”, return to the “General” tab after saving. Click “Save”.




’5\ Proxess Access Control System

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: |Credential Revalidation Date: 5/12/2017

General
= [ |

Credentials

Access Audit

ACTIONS | NAME

Logs

ACTIONS | NAME | TYPE | TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN

The rights for this credential to access various doors may now
be selected. This is done by selecting one or more “Access
Profiles” and\or one or more “Door Groups” and individual
“Doors"”. These have been set up in their respective
programming modules. Click “*Add Access Profile”, if desired.

Select Access Profile

Office Staff

S

Select the desired Access Profile from the list and click “Apply”.

—> ﬁ‘ Proxess Access Control System

Select Access Profile

To choose an Access Profile, click the dropdown arrow, or
“Cancel” to return to the previous screen.

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: |Credential Revalidation Date: 5/12/2017

General
Credentials

Access Audit
ACTIONS NAME

Logs ] Office Staff

Acﬂ< NAME TYPE | TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN

To add a door for this credential to have access to, click *Add
Door”.



Door Privilege Assignment

Door

Time Schedule

Lockdown

Pess Through

First Person In I Toggle

|

Click the dropdown arrow to select the first individual Door and
then the Time Schedule for the credential to have access to it.
Check the appropriate boxes to allow this credential to have
First Person In rights, Use this door in a Toggle function, Pass
Through\Enter a door that is in Lockdown mode and permit the
credential to release a door in Lockdown. (?)

P Protess Access Control System

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Not Assigned to Card Name: Credential

=

Revalidation Date: 5/12/2017

General
Credentials =

Access Audit
Logs

ACTIONS | NAME

Office Statt

ACTIONS | NAME

L]
L]

TYPE TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASSTHROUGH | LOCKDOWN
- - |

Rob’s Office Door Aways

Every Door Door Group Morming Shift

Repeat this procedure for all the additional doors and Door Groups
hat this credential will have access to and then, as long as the new
is on the enrollment reader, click “Write to Card”.

Door Privilege Assignment

Door

_ch'som:e -

Time Schedule Deliveries

Lockdown

First Person In J Toggle I Pass Through

-

—>
Click “Apply” to proceed, or “Cancel” to return to the previous
screen.

LR -JRCS

Revalidation Date: 9/27/2044

P Proxess Access Control System % - o x

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL)

Stamped ID: 0000000000070262 Name: Credential
General

Credentials -
Access Audit

Logs

AcTions | Name

actions | Name | Tvee

TIMESCHEDULE | FIRST PERSONIN | TOGGLE | PASSTHROUGH | LOCKDOWN

|

The “Stamped ID” of the card will now be shown towards the top
of the screen, along with the selected Revalidation Date. Click
“Save” to complete the process.

The card programming process is now complete.



P Proxess Access Control System A W® -0 x

GERACI, ANGELO > CREDENTIALS > (CREDENTIAL) Write to Card

Not Assigned to Card Name: Credential Revalidation Date: 5/12/2017
General

Credentials ) bl ’ =

ACTIONS | NAME

Credential Saved

The credential changes have been saved

ACTIONS NAME TYPE TIMESCHEDULE FIRST PERSON IN TOGGLE PASS THROUGH LOCKDOWN
] RobsOffice Door A - = -
o Every Door Door Group Moring St L] [

Em— g 20 | Operator: schor

From the previous screen, this verification screen appears. Click Though the credential programming is complete, we will now

“OK". show a visualization what we have programmed, asit is listed
above. Click on the “"Access Audit” tab.

F?‘\ Proxess Access Control System p‘\ Proxess Access Control System

GERACI, ANGELO > ACCESS AUDIT GERACI, ANGELO > FRONT DOOR > ACCESS AUDIT > FRONT DOOR(NODE-VIEW)

DOOR CREDENTIAL NAME | ASSIGNMENT TYPE VIEWS
General - = General
Rob's Office Credential Credential
. Front Door  Credential Access Profile .
Credentials Credentials

Demo Door Credential Access Profile

Access Audit Access Audit

Logs

Logs

Each of the individual doors this Cardholder\User has access to will
appear in this list. For any of the doors, click on its “Views"” icon.

This Access Audit view shows the relationship between the
cardholder and their credentials and the door selected on the
previous screen.

The insert on the bottom right of the screen allows you to see the
entire relationship tree and the slide bar at the top of this insert
can be moved to widen or narrow the main screen view.

Click “X" in the top right to close this view and return to the list of
doors.



F?\ Proxess Access Control System L - BHC R F?\ Proxess Access Control System

GERACI, ANGELO > ACCESS AUDIT GERACI, ANGELO > LOGS

DOOR CREDENTIAL NAME ASSIGNMENT TYPE VIEWS
General e e e e——— General
Rob’s Office Credential Credential &

Date Range

. Front Door Credential Access Profile n . ACTIONS | EVENT DATE TIME(UTC) | EVENT DATE TIME(LOCAL) | EVENT CODE SOURCE ITEN
Credentials Demo Door Credential Access Profile A5 Credentials S/12/20173:1732PM  5/12/2017 11:17:32 AM USER CREATE raci, Angel &
. 41272017 3064TPM 4/12/2017 11:06:47 AM CREDENTIAL UPDATE (Credential .
Access Audit Access Audit 4122017 23451PM  4/12/2017 103451 AM CREDENTIAL_UPDATE (Credential-70
4/10/2017 813:44PM  4/10/2017 4:13:44 PM ACCESS Real Door :08:1
Logs 4102017 813:41PM  4/10/2017 4:13:41 PM MECHANICAL KEY_ACCESS Real Door :08:1
4102017 8:1323PM  4/10/2017 41323 PM AcCcEss Real Door :08:1
4/5/2017 7:03:34 PM 4/5/2017 3:03:34 PM ACCESS Real Door :0B:1
4/52017GSSTPM 4/5/2017 255:37 PM DOUBLE_SWIPE_READER_TOGGLE_UNLOCK Real Door 08:1
4/5/2017 6:55:31 PM 4/5/2017 2:55:31 PM ¢ Real Door :08:1
4/52017 GSASSPM 4/5/2017 25455 PM DOUBLE_SWIPE_READER TOGGLE_UNLOCK Real Door 08:1

4/5/2017 2:54:50 PM ACCESS Real Door :08:1
4/5/2017 6 47572017 2 M ACCESS Real Door :08:1
A/SR01TESETTPM  4/5/2017 25417 PM ACCESS Real Door :08:1
4/52017 GS410PM  4/5/2017 25410 PM DOUBLE SWIPE_READER TOGGLE_UNLOCK Real Door 08:1
A/S/201765604PM  4/5/2017 25404 PM AcC Real Door :08:1

A N L N N N

4/5/2017 6:54:00 PM 4/5/2017 2:54:00 PM DOUBLE_SWIPE_READER TOGGLE UNLOCK Real Door :08:1v

Export

For a list of all of the recorded Events for a User, click "Logs”. The Log lists every stored Event from that door. This list may be
Exported as an Excel file by clicking the “Export” button at the
bottom.

This list may be scrolled and may also be searched and shortened,
by selecting a "Date Range” from the top of the page. Again, the
resulting list may be Exported by clicking the “"Export” button.

To return to the full list of Users, click “Users” at the top left.

To returnto the Home Screen\ Dashboard, click the Home icon
at the top taskbar.

p“ ProxessiQ™ | ALLORGANIZATIONS |

Fle Window Access Admin Reporting Cloud About

USERS

Filter by + Add New User arch

ACTIONS | LASTNAME | FIRSTNAME | MIDDLENAY | EMAIL USERNAME | ORGANIZATIONS |
[ IR Borden Global
Super fake@® Global
Maya baldewiczm@westemtc.edu Global
Bartee Carl cartee@fbcglenarden.org [
Cobb Scott scobb@eyeonis.com Global
CoreMK SwitchTech Global
Darion KB NE dstone@kelleybros.com Global
Eamey Dexter eameyde@gvsu.edu Global
MAd mgiardina@arcsgalloway.org [
Dawn dawn@getseam.com Global
Vitaly Vkagen@aaa-avad.com Global
GrandDad  MontessoriSant emaildadm Global
Chiis ckoledo@kelleybros.com Global
Steven Global

Manager Maintenance Global

[m]
(m]
(]
(u]
(m]
(m]
(m]
(m]
(m]
0]
]
(m]
(]
(]
(m]
=]
(m]

sSsssssssssssass8

McGrory James james.mcgrory@1a-montessori. Global
Advanced Search Export Import

Ready | Operator: Administrator




Advanced Searches of Users

[.9\ ProxessiQ™ | ALLORGANIZATIONS - |

File Window Access Admin Reporting Cloud About

USERS

Filter by

Ready | Operator: Administrator

P ProcessiQ™ | ALL ORGANZATIONS

File Window Access Admin

USERS

Filter by

Repc

+ Add New User

ACTIONS

P |

0000O00O0OE0O0000000|0
AR LSRN L LR AR S
sSssssssssssssss

N

g
#
£
i

Cloud  About

Advanced Search

O | acn
a7
[olF g
o7
o s
o7
o7z
o7
o7
o7
n e

i

3
&

LAST NAME

LAST NAME

FIRST NAME

Barden

FIRST NAME

Borden
Super

Maya

Carl

Scott
SwitchTech
KB NE

Dexter

MAd

Dawn

Vitaly
GrandDad
Chris

Steven
Maintenance

James

MIDDLE NA! | EMAIL USERNAME

fake@
baldewiczm@westemtc.edu
chartee@fbcglenarden.org
scobb@eyeonis.com

dstone@kelleybros.com
eameyde@gvsu.edu
mgiardina@arcsgalioway.org
dawn@getseam.com

vkagen@aaa-avad.com

MontessoriSani  emaildadm

ckoledo@kelleybros.com

james.mcgrory@a-montessori.

Export Import

H s

USERMAME | ORGANZATIONS
Glabal
lake@
baidewicm icedu
ehartee@bxglenarden.org

scobb@eyronis.com

Dielieytiras.com

eyde@gii.echi

ORGANIZATIONS |

Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

h User

Within each User record

Must cancel "X” an Advanced Search, or the User

P Processiq™ AL ORGANIZATIONS. .

File Window Actess Admin Reporting Cloud About

USERS

Filter by Advanced Search

o

Mide
User Nasne
Email

[ Extended Opening

¥

Vakdation Pen

Bartee
Cobb
CoreMK
Darion

Eamey

000000003
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Advanced Searches of Users e v U e
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Last Mame

User Name

Save Advanced Search

Search Name

Department Search

Name this search for your future use and click "OK".

Your new custom search will now appear in this list, for later execution by this and other operators.

When you have completed your Search, you must click “X” to bring you back to the full list of Users, or the User
menu will continue to only show those Search results.




Advanced Searches of Users
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Advanced Search Reload

You are now returned to the full list of Users.
You may execute on that saved search again any
time, by clicking on the arrow next to its name.
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You may Export the search results to a .csv for
further manipulation and click the “X" and return to
your normal system work.
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USERS
Adding & Editing

Mobile Credentials are addressed in this section.
PHYSICAL Credentials (including cards, fobs and coin &
portrait stickers) are addressed in the previous section.



Prior to entering and delivering mobile keys to Users, consider communicating to them the expected
email they will receive and the installation process. This will result in fewer support calls and a better

user experience.

The following is an example from a Proxess customer you may use as a model. An editable copy will

be sent upon request,

From: paul.hevesy@proxess.com <paul.heves rOXess.com>
Date: Thursday, May 11, 2023 at 5:56 PM

To: Robert Schorr <rob.schorr@proxess.com>

Subject: Proxess Mobile Key Welcome Email

Dear [End User Staff & Team Members] -

This email is to inform you of our exciting new security system designed to more effectively control
access to our facilities that will allow you to use your mobile phone as your key!

Your new “key” is an app that needs to be downloaded to your phone. Our new system will leverage
Bluetooth from your phone to grant you access.

HERE ARE THE STEPS YOU WILL NEED TO FOLLOW:

STEP 1: Download the “Proxess Mobile Credential” App TODAY from the appropriate app store here:

# Download on the

@& App Store

K GET IT ON
D‘ Google Play

IMPORTANT: Once you download the app to your phone please DO NOT TAKE any further action
until you have received an email invitation from “Proxess (no reply)” to your company/personal
email.

STEP 2: Once the new security system is fully installed and programmed, you will be added to the

system as a user. As part of the process, you will receive an email invitation from “Proxess (no reply)” to

your company/personal email that looks like the image below.

You have been invited to Proxess Mobile by Proxess Texas Demo « &

° Proxess (no-reply) <no-reply@proxess.coms

Yo  sample@proxess.com

Proxess

Invitation

You have been invited 10 use Proxess Mobile by Proxess Texas Demo. Provess Moblle ensbles
users to use ther phones s access credentials,

1. Download the Proxess Mobile app from the appropriate app store.

2 D »ad on the \ GETITON
@& App Store | P Google Play

2, Once the app is installed, open the link below on your mobile device
Here ars some things to note:

* You must use this email addross 10 retriove your crodentials. If you need to use a déferent
omal address you must have the ACS administrator change your address in the systam

* The fink below ex; o5 and can only be used once.

® You must be able the ik from the mobile davice running the mobile credential

8pp for authentication to work
Don't worry, you can request a new emall 1o be seat from the 20p. If you uninstall the 3pp you
will need to request another link

—’ OPEN THIS LNK <

STEP 3: While using your mobile phone to locate the email invitation, open the Proxess (no reply) email
and scroll to the bottom of the email and tap “OPEN THIS LINK”

This will authenticate your mobile key by taking you directly to the Proxess Mobile Key app on your
phone.

That's it! In a separate communication you will receive further information on how to use your new
mobile key!

NOTE: You can also watch a How To Download Your Proxess Mobile Credential For The 1st
Time video here



https://youtu.be/8C9bGjdNJRg
https://youtu.be/8C9bGjdNJRg

P ProessiQ™ ) P Provessig™

MANAGER, FACILITIES > GENERAL MANAGER, FACILITIES > CREDENTIALS
General General
G i : Credentials

Access Audit
oo S vse Dot Event Logs

Pin Number
Emait rob schorr@gmatcom

Extended Opening

Notes

Relosd Blacklist All Credentials

Now that the new user has been created and saved, we can For this User, click *Add New Credential”.

assign a card\ credential to them. This can be done now, or As many credentials as desired may be issued to any User.
anytime in the future, by returning to their record, going to the

Users module and clicking on the edit icon for their name.

For now, click “*Credentials” to proceed.

P Processio™ B Prowessia™

MANAGER, FACILITIES > CREDENTIALS > CREDENTIAL @ MANAGER, FACILITIES > CREDENTIALS > CREDENTIAL

Not Assigned to Card Nam{ FM Mobile Credential Remata Mobile Device Enrollment | Ay - Not Assigned to Card Name: FM Mobile Credential Remote Mobile Device Enroliment | Ary
General General
- s sz . u - ansaoe [ s ) . n =
Credentials @ Credentials

Access Audit Access Audit

Event Logs Event Logs

acTions | name TYPE | TIMESCHEDULE | FRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN
W # tokeside, Soun oor Aays ] [ ] ]
W #  Engineering Department Doos Group Aays [} [ [ ] [

The Credential status screen appears. You may now assign Privileges (a.k.a. access rights) for this Mobile
You may (but do not need to) add a name for this User’s Credential, as defined in the previous section.
credential. In this case we will assign the Privilege for this credential to access
Check the box to identify it as a Mobile Credential. the Door Group Engineering Department, during the Time
Click “Save” Schedule Always and the individual Door Lakeside, South, also
during the Time Schedule Always.
When you are done, click "Save” and the mobile credential email
invitation will be delivered to the recipient.
Toggle & Lockdown views will be shown in a few pages from here.




The User will receive the automated invitation email, which displays the links (one for App and one for Android devices) to click
to download the Proxess Mobile Credential app. Tap "Open” or from the screen you place your app onto, tap on the “Proxess”

icon to open the Mobile Credential app.

aBEBExBRs p A W 9 74% 8610 PM aeEBE~Em - p W ®74% W61

< 1 w &8 @ <« W =
PRIMARY You have been invited to
= ’ Proxess Mobileby ‘s HP
Proxess, me 2 \m Laptop I s5v3
You have been invited to Proxess Mo...

——— Forwarded message -—— Fr...

— Proxess (no-repl n
o R o (no-reply) Jan21 a
tome v

Google / Compose 0
Help strengthen the s
Confirm vour recoverv nhone rob sch

O Proxess Mobile
Mail Meet Invitation

You have been invited to use Proxess
Mobile by Rob's HP Laptop. Proxess Mabile
enables users to use their phones as
access credentials

aEBExME M W 074% 0614 PM aEBE~xMBE M p Y 9.74% B6:14 PM

< [N m G The
Weather
Channel

“ Proxess Mobl‘le Visual Angry Birds 2 ThsWealher

Voicemail

Credential
Proxess

Uninstall

What's new « KN
Last updated Jan 19, 2021

Added french support

Rate this app

Tell others what you think

W W W W W

Write a review

Developer contact v

- < O O

Google TV Proxess Sync Proxess

aEExEMT M 9 74% B6:11PM

8 T 3

STEP 1

Download the Proxess Mobile app from the
appropriate app store.

Go bple App Store

STEP 2

Once the app is installed, open the link
below on your mobile device. Here are
some things to note:

« You must use this email address to
retrieve your credentials. If you need
to use a different email address you
must have the ACS administrator
change your address in the system.
The link below expires in 15 minutes
and can only be used once.

You must be able to click the link
from the mobile device running the
mobile credential app for
authentication to work.

Don't worry, you can request a new email to
be sent from the app. If you uninstall the
app you will need to request another invite.

OPEN THIS LINK

Generated: Thursday, January 21, 2021 1:40 PM |
Copyright © 2021 by Pro:

ceEEMEMm P N W 174% B6:14 PM

proxess Q ¢

4.5+ % Editors’ Choice

\\Proxess Mabile Credential

Proxess * Tools
¥ Installed

Proxess Sync
Proxess - Business
B Installed

LoxIQ™
Proxess * Tools
& Installed



The Mobile Credential app will open in “Easy Unlock” mode, where it will automatically find and display the door with the greatest signal
strength (usually the closest door as well). Tap the "Open” button for the door you wish to access and it will unlock. For the best user

experience, open your app on your approach to the door, so the app has already displayed the door and you have already tapped Open, prior to
your arrival at the door handle.

09:07 w T 08:08 wl T 08:08 o T 08:09 o T

Easy Unlock Easy Unlock Easy Unlock Easy Unlock

Lakeside, South 69%

Connecting Communicating

Finding Nearest Lock
s

Show Nearest

Select a door to pin it

Lakeside, South

08:08 ol T 08:08 ol T

Easy Unlock Easy Unlock

Lakeside, South 69%

Success

Show Nearest

Select a door to pin it

Lakeside, South




When creating a Mobile Credential, you may assign Toggle rights. In this case, the “Toggle Unlocked” and "Toggle Locked” buttons will display.
Toggled locks remain Unlocked (no credential required to enter) until either Toggled Locked or until the next Time Schedule occurs requiring the
lock to be in the locked (valid credential required to enter) state.

08:397 ol T 5 08:39 ol T 08:39 ol T

Easy Unlock Easy Unlock Easy Unlock

Lakeside, South 88% Lakeside, South 51% Lakeside, South 58%

Door is unlocked

When toggled into the Unlocked
mode, the mobile credential will
not display the "Open” button.

Once the lock is toggled back to

the Locked mode the “Open” '}oggne Locked ) (Fosgl Uniccked.
< P < 4

button will again display.

Show Nearest Show Nearest
Select a door to pin it Show Nearest Select a door to pin it

Select a door to pin it

Lakeside, South Lakeside, South

Lakeside, South

When creating a Mobile Credential, you may assign Lockdown rights. In this case, the “Enter Lockdown"” and “Exit Lockdown” buttons will display.
You can also assign normal, Toggle and Lockdown rights on the same Mobile Credential (see image to the right).

08:40 ol T 08:41 w T 08:41 ol T

Easy Unlock = Easy Unlock Easy Unlock Easy Unlock

Lakeside, South &0% Lakeside, South 48% Lakeside, South

EZ Cylindrical 75%

( Enter L

)  Exit Lockdown |

When the lockset has entered
the Lockdown mode, a note in Sz T
red will display. Once removed e ortapint —
from the Lockdown mode the Lakeside, South

note will be removed.




By default, the Mobile Credential will open in the “Easy Unlock” mode. In this mode, the app will automatically locate and
display the door with the greatest signal strength... Tap the hamburgericon in the top left to being up the mode menu.

Click on the “Access” mode and all of the Organizations that you have rights for access will be listed. Tap on the organization

you want to see your rights for.

Your credential name will display, along with the list of doors that you have access to. For applications allowing temporary
offline operation, there is a 5-minute check-in requirement for the mobile credential to get online to reverify its rights and the
countdown is shown in green text. When the credential rights expire a note in red appears "“Invalid (Needs to be refreshed)”.
Bring the phone online (via WiFi or a mobile network) and the rights will be renewed for five (5) more minutes. Click the

hamburger icon to return to the Easy Unlock operation.

Easy Unlock

Lakeside, South 69%

0 pin it

Lakeside, South

T

08:10
Easy Unlock

Access

Version: 22

Logged in as:
rab.schorr@proxess.com to

https:{jpmes.azurewebsites.net

wl

08:10

QOrganizations

08:10

Access

Back

Rob's HP Laptop

Credentials

09:41 ol T 08:10. ol T
Access Easy Unlock

Access
Back

Rob's HP Laptop

Credentials

Doors

Lakeside, South

Version: 22

Logged in as:
rab.schorr@proxess.com to
https:{jpmes.azurewebsites.net




Debugging a Mobile Credential Operation
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USERS
Spreadsheet Adding & Editing

How to MASS-Add and edit Users & Credentials
using a .csv spreadsheet

N



P Prosessig™ AL ORGANIZATIONS -

G Een e () Coii G AT To make mass User additions, changes or deletions, no program is
simpler or more flexible than Microsoft Excel or Google Sheets.

USERS

Filter by

wasTane | st | wooks e — Proxess can import a .csv formatted file from those programs or
Notes, etc., with an unlimited number of Users entered, for mass-
card entry, deletion or changes.

We will now explain to columns of detail that can be added, their
format requirements and how to perform the imports and exports.

Begin by Clicking the “Export” button, to receive a fresh (if this
_ will be the first time you will be Importing) or up-to-date list of
T Users, Credentials and their associated information.

) 0000000000000 0D|0
SARARLL L L L LA R NY
issooscsasSsssaass

F" Save As X | M| [ =1 OneDrive Desktop - O >
« « 4 [ > OneDrive - Personal » Desktop > v O ’ eskt P Home Share View Cloud Storage e
1 TRy~ H - Select all
Organize = New folder = ~ (7] | | = & & Moveto~ X Delete - ‘/ x| H setect 2
" STl [ J 1 Select none
8 Desktap “ Name Status Date modified Type “ Pin to Quick Copy Paste Bl Copyto~ =] Rename New Properties
% Documents N access Ll folder - & 1 Invert selection
# Email " Apple - 1115 AM e Clipboard Organize New Open Select
@ Email attachmer Downloads o - "
o= Pictures MindManager « ~ 4 B » ThisPC » Desktop v O | Search Desktop 2
all LicensePackage_ ' ApkOnline Android online emulator S A [ MName Status Date modifie ®
#2) Chrome Remote Desktop M - 3 Quick access |~ -
sl LicensePaciage : 8" Userbrport 2024-11-15-135338 ) = 11/15/2024 1
) ) Doors_2024-10-03-151027 = 2024 3:11 PM M . o Desktop K UserExport : D) = 5/202
v WThis BC 4 oropbox 19 5:44 PM h % Download B ST 2034-10-03189037 T icrosoft Excel Comma Separated Values File
B 3D Objects @) Eventlogs 2023-08-23-151957 o . . £ ownloads o) Proxess.ServiceHost.Console.exe | 912& KE R B
VeniLogs . ! - o § = Date modified: 72024 1:34 PM
. = Documents %Znﬂm ©
8 Desktop N Excel 29/2022 252 PM horteut ’ Awailability status: Sync pending
g Documents & rrr [} 29004 2.ca o ¥ g Pictures " ProxesslQ_Licenselic
o ’ P Imports for Proxes: 3 Proxessl(QServerl ogs_20240201154729 (&)
File pame: | UserExport 2024-11-15-135338 @ Provess Pictures ] rustdesk-1.2.3-485_64 - Shortcut @
Save as type: v & Proxess PPT ‘if Microsoft Teams classic ®
B3 Eventlogs_2023-08-23-151957 @
@ Quotes oz
Hide Fol Cancel
* Hide folders 23items  1item selected 27.0KE  Sync pending  State: 8& Shared
Microsoft Excel x

By default, Excel will perform the following data conversions in this file:
| + Remove leading zeros
Do you want to permanently keep these conversions?

__|Don't notify me about default conversions in .csv or similar files.




Export List snapshot, of an Established Database — A New database Export will Only list the Headers:

A B C D E F

1 |ForceUpdate Externalld Userld FirstName LastName MiddleName UserName Email
2 FALSE 210-217-8425 1 Math Teacher
3 FALSE 210-217-8425 1 Math Teacher
4 FALSE 210-217-8425 1 Math Teacher
5 FALSE 210-217-8425 1 Math Teacher
6 FALSE cde7dbde-52fe- 2 Maintenanc Manager
7 FALSE fh2885624-0a99- 3 Andy Yes
8 FALSE fh2885624-0a99- 3 Andy Yes
9 FALSE fh288824-0a99- 3 Andy Yes
10 FALSE fi8cbhba-ecle-4 4 James McGrory
1 FALSE fi8cbhba-ecle-4 4 James McGrory
12 FALSE ffBcbbSa-ecle-4 4 James McGrory
13 FALSE ffBcbb5a-ecle-4 4 James McGrory
14 FALSE fi8cbhba-ecle-4 4 James McGrory
15 FALSE 58eb3e90-a2f5- 5 Childl Montessori
16 FALSE 122ceabb-ef36- 6 GrandDad Kazemi
17 FALSE 122ceabb-efi6- 6 GrandDad Kazemi
10 I EAlCE TEERTIANR KIRN T MhilAY MaAntncenari

< > UserExport 2024-11-15-135338 +

P Q R

H |

rob.schorr@prox
rob.schorr@prox
rob.schorr@prox
rob.schorr@prox

james.mcgrory@
james.mcgrory@
james.mcgrory@
james.mcgrory@
james.mcgrory@

MontessoriSanClemente (emaildadm
MontessoriSanClemente (emaildadm

I EAICE I

S

J

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

T

CredentialExternalld CredentialActivationDateTime CredentialExpirationDateTime EnableMobileCredential AccessProfilelist CredentialPrintedNumber CredentialStatus BlocklistCredential RemovelUser

5fd6d083-3aed-428e-:2022-12-13T00:00:00.0000000
209fcect-7027-4274-a2022-12-13T700:00:00.0000000
46f6139a-619b-404-9 2023-10-24T00:00:00.0000000
7chled3e-b94d-4e3e-12023-12-03T00:00:00.0000000
aab02152-c47a-4343-12022-12-13700:00:00.0000000
6d50f78d-4108-4b50-8 2023-01-12T00:00:00.0000000
24e01221-dddc-488a- 2023-08-04T00:00:00.0000000
633300ch-156b-4965-¢2023-09-21T00:00:00.0000000
dee638ed-f1b0-4625-E 2023-05-16T00:00:00.0000000
a2172aed-4176-4fh1-£2023-05-24700:00:00.0000000
e6549313-2867-4721-:2023-05-26T00:00:00.0000000
622b069a-35ef-4ele-z 2023-05-26T00:00:00.0000000
7alcf305-562c-4fde-8 2023-11-15T00:00:00.0000000
83a4326b-8eb8-428c-12024-04-24700:00:00.0000000
0ad09e97-7ef1-4152-£ 2023-05-16T00:00:00.0000000
7dd84cd6-84b0-430f-¢2023-07-27T00:00:00.0000000

nnn1 N N TaN-NN-A0 AnNNNNN

Notes:

2027-04-29T00:00:00.0000000
2033-03-29T00:00:00.0000000
2024-10-24T723:59:59.0000000
2029-12-04T23:59:59.0000000
2023-12-13T23:59:59.0000000
2024-01-12723:59:59.0000000
2024-08-04T23:59:59.0000000
2024-09-21T23:59:59.0000000
2024-05-16T23:59:59.0000000
2024-05-24T723:59:59.0000000
2024-05-26T23:59:59.0000000
2024-05-26T23:59:59.0000000
2024-11-15T23:59:59.0000000
2025-04-24T723:59:59.0000000
2024-09-12723:59:59.0000000
2024-07-27723:59:59.0000000

nnn1 N A TAN-NN-NN AnDNNON

FALSE
TRUE
FALSE
TRUE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

EAICE

* The User export will be listed in UserID (by days & times of their creation) numeric order
* Multiple Credentials rows for each User will be listed and thus, multiple Credentials per User will be imported
UserlDs are counted by line items with identical ExternallDs
A User is uniquely identified by its ExternallD
Each Credential is assigned (by the software or by an Administrator) a unique CredentialExternallD
Each Credential can be individually assigned one or more Access Profiles
Note that this csv may be re-sorted in the manner you wish to make updates as an Import sheet
Ensure the sheet remains a .csv, or it will not import

a_— >

L M N o}
PinCode ExtendedOpening Notes OrganizationGuid ShareWithChildrenOrgs Credentialld CredentialName
18d48486-cTd2-4eS FALSE 1 Bad Math Card
18d48486-c7d2-4e8 FALSE 2 Bad Math Mobile
18d48486-c7d2-4e8 FALSE 32 Switch MK
18d48486-cTd2-4eg FALSE 42 Bad Math Lockdown
18d48486-c7d2-4e8 FALSE 3 MaintCard
18d48486-c7d2-4e8 FALSE 4 Credential
18d48486-c7d2-4e8 FALSE 22 DLkDn
18d48486-c7d2-4eE FALSE 29 Credential
18cl48486-c7d2-4e8 FALSE 5 James Lockdown
18d48486-c7d2-4e8 FALSE 13 James Mobile
18d48486-c7d2-4eS FALSE 14 Tom Dacey Mobile
18d48486-c7d2-4e8 FALSE 15 Card
18d48486-c7d2-4e8 FALSE 39 OutBldg Card
18d48486-cTd2-4eS FALSE 73 Makr's Mobile
18d48486-cTd2-4e€ FALSE 6 Child1 Child2 Montes |
18d48486-c7d2-4e8 FALSE 20 Short Time Frame
1RAARARE ~TAD AAC EAICE n
u A W X
107052 Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
107100 Active FALSE FALSE
12098 Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
Active FALSE FALSE
14081 Active FALSE FALSE
Active FALSE FALSE
Mthar EAICE EAICE




Mass Adding/Importing and Editing Users, using a .csv spreadsheet

Import List snapshot (Page 1 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

A B C D E F G H | J K L M M o
ForcelUpdate Externalld Userld FirstName LastName MiddleName UserName Email PinCode ExtendedOpening MNotes OrganizationGuid ShareWithChildrenOrgs Credentialld CredentialName
FALSE 210-217-8425 1 Math Teacher rob.schorr@prox FALSE 18d48486-c7d2-4e€ FALSE 1 Bad Math Card

ForceUpdate: Enter “TRUE" if there are changes to the User that you are certain you wish to have updated in the existing database
record...Otherwise, enter “"FALSE". If there is an existing Credential for the User, the User will be removed from the search list, but
their credential will remain in the Credential menu until it is deleted. Then the credential and user will both be gone.

ExternallD: Not required to be entered by the end user. Will otherwise be automatically assigned by the system. This is a unique
identifier and may not be changed, or the entry will be treated as a second/additional user entry. The User’s existing ExternallD must
be included here for subsequent data imports. Therefore, this SHOULD be created & entered in this initial import list.

FirstName: No minimum or maximum characters
LastName: No minimum or maximum characters

MiddleName: No minimum or maximum characters May be used for “Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.)

UserName: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator,
Leadership, Building, Department, etc.).

Email: No minimum or maximum characters. This is the email that will receive Notifications and Mobile Keys
PinCode: Not currently used
ExtendedOpening: Enter “TRUE" if this credential-holder will receive the extra time to open the door and "FALSE” is they won't.

Notes: No minimum or maximum characters. May be used for "Custom”, sortable data (Staff, Student, Administrator, Leadership,
Building, Department, etc.)

OrganizationGuid: Not required to be entered by the end user. Will otherwise be automatically assigned by the system, uniquely for
each the “Global” and “Child” Organizations. This is a unique identifier and may not be changed, or the credential will not be added
correctly and may be unusable. The User’s existing OrganizationGuid must be included here for subsequent data imports.
“Organizations” is a separately licensed feature.

ShareWithChildrenOrgs: Enter "TRUE" if this credential may be seen and managed by Operators of downstream/Child
Organizations.

Credentialld: Will be automatically entered by the software, or may be added by an Administrator with the initial import
CredentialName: Not required to be entered by the end user. Especially when multiple credentials are issued to a User, individually

ing each credential allows for more obvious and quicker recognition and sorting in the Event Logs. Especially important where
ay be multiple credentials delivered to a single room/dorm/household. No minimum or maximum characters



Mass Adding/Importing and Editing Users, using a .csv spreadsheet

Import List snapshot (Page 2 of 2):

Note: The column order may not be altered from the below and the exact headers must appear, as shown.

P Q R 5 T ] v w X
CredentialExternalld CredentialActivationDateTime CredentialExpirationDateTime EnableMobileCredential AccessProfilelist CredentialPrintedNumber CreclentialStatus BlockListCredential RemoveUser
5fd6d083-3ae9-428e-:2022-12-13700:00:00.0000000  2027-04-29T00:00:00.0000000 FALSE 107052 Active FALSE FALSE

CredentialExternalld: An automatically software entered field, per Credential. The Administrator may also enter this ID. There
may be up to 24 Credentials per User, each entered in an individual row.

CredentialActivationDateTime: The day & time this credential will begin to operate on its doors. This format must be followed
precisely for the date and time (Military format: hours:minutes)

CredentialExpirationDateTime: The day & time this credential will cease operating on its doors and will need to be re-encoded
on an ENR enrollment reader in order to begin working on doors again. This format must be followed precisely for the date and
time (Military format: hours:minutes)

EnableMobileCredential: Enter "TRUE" if this credential will be a mobile key (mobile phone credential). Otherwise enter
“FALSE", or leave it blank.

AccessProfileList1: Enter all the APs (Access Profiles) for this credential. Separate each AP with a *|” (e.g. “Building
Amenities|Athletic Center”). A maximum of 24 Aps can be entered into this cell and thus applied to a single credential, for a
maximum of 24 total privileges (which is the maximum number of Direct Privileges [a combination of Doors & Door Groups] that
a single credential may have). NOTE: Aps MUST be entered manually using the ProxesslQ software and will NOT be auto added.
CredentialPrintedNumber: The number printed on the physical credential. This is purely a visual reference and for easier look up
and in the future will be used for using 3™ part credentials. Upon an Export, the software will automatically enter this number.
CredentialStatus: Enter Active, Returned, Damaged, Lost, Deactivated, Other. Leave it blank for no change to be made to the
database.

BlocklistCredential: Enter "TRUE" if this credential must be denied and never allowed access, until an Admin resets it.
RemoveUser: Enter "TRUE" is this User is to be deleted from the database & not just deactivated. Enter "FALSE"” otherwise.

ImportStatus: Enter "Readyforlmport” if this User may be added or updated at this time. Otherwise, if, for instance, their rights
area still being determined, enter "FALSE".



How to make mass changes to the rights for a User Group:

* Instant Holiday calendar addition: Give Holiday access to only the group you
want to keep allowing access to. Extend the Holiday for as long as desired.

* Instant Access Profile change: Delete a "Door Group A” from the AP, which
the Users you want to exclude have access to. Leave a duplicate "Door
Group B” which only the Admin team have access to. Add "Door Group A"
when the event is over.

* Export & Import spreadsheet: Export all users of a particular group (e.g.
Admin, Leadership, Teachers, Coaches, HS Teachers, Staff, Contractors),
using a custom field (e.g. MN, UN, Notes). Change their AP according to
their updated rights/restrictions(e.g. Days, Doors, MK operation) & re-

import the file.
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Open SQL Server Management Studio &
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SQL Server

Connection Properties  Always Encrypted  Additional Connection Parameters

Login

Server

Server type:

Database Engine

Server name: |WC—PHOXESS—SVR\PROXESSDE

Authentication: SQL Server Authentication

Login: |

[[] Remember password

Password:
NG .

Connection Security

Encryption:

Optional

I:‘ Trust server certificate

Host name in certificate: |

Cancel Help Options <<



Locate the Database Login & Password

| M = | Server

Home Share View
* u % cut x I Mew item = \/—| . Open HH select al
W . ] A

Copy path ﬂ Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename New Properties
access [#] Paste shorteut ta to - folder - = History :I-' Invert selection
Clipboard Organize Mew Open Select
“ S <« Local Disk () » Program Files (x86) » Proxess » Server » v Search Server
) Proxess Word ~ [ Name Date modified Type
@/ Quotes lib 10/17/2024 2:23 PM File folder
@ OneDrive roslyn 8/24/2024 11:14 AM File folder
< App.config 4/24/2024 11:32 AM INSTALL File
# OneDrive - Personal ] migrate 4/24/2024 11:32 AM Application
g Desktop ) New Proxess.ServiceHost.Console.exe 8/24/2024 11:17 AM CONFIG File
~ Documents Al D eVt E U e e e Application
= r <. P ServiceHost.C | \‘ CONFIG Fil
a Ernail attachments \:‘\Loxess. erviceHost.Console.exe ) ile

—
]

Proxess. Servicer rost.CoNsole,

= Pictures .config_202408241... Compressed (zipped) F...

;¢ LicensePackage Re

onnect~ 9 g T T T T T T S T T T T T T L A A oo 5 A B

<?xml version="1.0" sncoding="utf-8"?>
<configuration>
<configSections>
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSection, EntityFrame
Culture=neutral, PublicReyToken=b77a5c5615%24=08%" requirePermission="false" />
<section name="Proxess" type="System.Configuration.NameValueSectionHandler" />
<section name="system.idesntityModel" type="System.IdentityModel.Configuration.SystemIdentityModelSection, Systen
Culture=neutral, PublicReyToken=B77A5C5619%34E089" />
<sectlion name="system.ldentityModel.services" type="System.IdentityModel.Services.Configuration.3ystemIdentityMc
System.IdentityModel.Services, Version=4.0.0.0, Culture=neutral, PublicFeyToken=B7T7ASCSE1934E089" />
</configSections>
<connectionStrings>
<add name="CommonModelContext" connectionString="data source=W —BBoNEoS—SVR\PROXESSDB; initial —
catalog=ProxessIQ;MultipleActiveResultSet5=True;App=EntityFramewo(f:ﬁ::;—;d=Proxuser;Password=ProtEf§£§EiE2providerh
<add name="ProxessIdentityDbContext" connectionString="data sSouICeE—wo—DROXESS-—SVR\PROXESSDRssS=Zoia7
catalog=ProxessIQ;MultiplelctiveResultSets=True;Rhpp=EntityFramework;User Id=FProxuser;Password=FProxuserfl;" providerk
</connectionStrings>
<appSettings>
<add key="ServiceHost" value="WC-PROXESS-SVR" />

<add key="ServiceSecurePort" valus="8005" />

<add key="ServicsUnsscursdPort" valus="B011" />

<add key="NstworkMPDPort" valus="8010" />

<add key="IdentityZuthorityUrl" valus="https://WC-PRCXESS-SVR:8008/core" />

<add key="IdentityScopeSecret" value="CY1ESs7GA GihgmDM4&amp;zumwiac?) }Jo!lcE?x|=|R%E}blgNUS%%Cr#kISis28-zXewd=oF
<add key="IdentityClientSecret" value="FwQ"u(he.+thhveQ7vONoJ:kv" />

<add key="LogZdditonalidentityDetails" valus="false" />
<add key="ControllerPasswordLength" valus="14" />
<add key="WebZPIPort" valus="8015" />
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£ B dbo.Users

= Columns
Userld (PK, int, not null)
Externalld (nvarchar(max), null)
FirstName (nvarchar(max), null)
LastName (nvarchar(max), null)
MiddleName (nvarchar(max), null)
UserName (nvarchar(max), null)
Email (nvarchar(max), null)
KeyPadCode (nvarchar(max), null)
Blocked (bit, not null)
Blacklist (bit, not null)
ExtendedOpening (bit, not null)
ControlledAP (bit, not null)
Notes (nvarchar{max), null)
Portraitld (FK, int, null)
PortraitPath (nvarchar(max), null)
ValidationPeriod (int, null)
DeleteFlag (bit, not null)
CreatedDateTime (datetime, not null)
ModifiedDateTime (datetime, not null}
Organizationld (FK, int, null}
OrganizationGuid (unigueidentifier, not null)
ShareWithChildrenOrgs (bit, not null)
ExternalData (nvarchar(max), null)
MobilePhone (nvarchar(max), null)
Kevs

[0 0 00 00 § OO 00 00 00 00 § [0 00 00 00 00 00 00 00 00 00 00 00 3

=]

.+ SQLQuery3.sgl - WC-PROXESS-SVR\PROXESSDB. Proxess|Q (Proxuser (61))* - Microsoft SQL Server Management... Quick Launch (Cri+C) P - o

Eile Edit View Query Project Tools Window
‘e-0|8-

5 | ProxesslQ

SQLQuery3.sgl - WC...s1Q (Proxuser (61))* +# X
FISELECT

[Externalld]

L [Firsthame]

,[LastName]

, [MiddleName]

, [Userhame]

, [Email]

, 'true’ AS [ForceUpdate]

FROM [dbo].[Users]|

00% -~

B Results 2§ Messages

Externalld FirstName  LastName
11003 | Carl Bartee
2 JB Hogg
3 Robby Hogg
4 Matt Smith
5 509e%a2e-9fef-4fae-bb3d-af74a6831ac2 Angelica Altadena
6 79050ec0-3d47-4b2d-8627-07dcdef717ef Johnathan  Fitzpatrick
7 2c031385-4c1d-447e-baB0-37d5cb 122583 Johnathan  Weismuller
8 b9701e8c-e69f-4658-a9f4-22b37c23ccbb Claudia Caudillo
g eBfbfele-a34a-4fd8-aae2-22e06ef7f2ac Lorena Veracruz
10 f34c1e4b-f389-4521-9580-8b72b06e8510  Violet Morrison
1 1004 Taariq Scoft
12 Stan Zabizhin
13 Robert Schorr
14 Drmytro Ivanchenko

p Query executed successfully.

Help
R BNewaey BESRR| X T892

MiddleName

UserName

MC-200
MC-200
MC-205

HR
Maintenance
Deacon Finance
Facilities

Marketing

'|@| "p encryption "mﬁé

Email
chartee@fbcglenarden.org
jb@advancedtechsystems.com

tadenala@hp con
ifitz@stateu.con
johnnyswims@k12va.us
claudia.caudillo@gmail.con
veracruzs@yahoo.con

v morison@proxess invaild
tscott@fbeglenarden.org
stanzab101@yahoo.com
rob.schorr@proxess.com

dimtroivanchenko7@gmail com

WC-PROXESS-SVR\PROXESSDE (1...

ForceUpdate
trus
true
true
true
true
true
true
true
true
true
true
true
true

true

Proxuser (61) ProxesslQ  00:00:00 486 rows

v




= BB dbo.Credentials

= ™ Columns
o Credentialld (PK, int, not null)
E CryptoCredentialld (varbinary(max), null)
E CryptoExternallyPrintedNumber (varbinary(max), null)
E EncodedId (decimal(20,0}, not null)
E StampedId (nvarchar(max), null)
E Externalld (nvarchar{max), null)
E Name (nvarchar(max), null)
B Notes (nvarchar(max), null)
E Blacklist (bit, not null)
E ExpirationDate (datetime, not null)
B ActivationDate (datetime, not null)
E RevalidationDate (datetime, not null)
E CreatedDateTime (datetime, not null)
B ModifiedDateTime (datetime, not null)
E CredentialStatus (int, not null)
E DeleteFlag (bit, not null)
e= Userld (FK, int, not null)
E HasChanges (bit, not null)
E MPDId (int, not null)
E EnableMobileCredential (bit, not null)
E CardLastWrittenDate (datetime, not null)
E ExternalData (nvarchar(max), null)

Voner

.+ SQLQuery5.sgl - WC-PROXESS-SVR\PROXESSDB. ProxessIQ (Proxuser (58))* - Microsoft SQL Server Management... Quick Launch (Ctri+C)

Eile

(<]

Edit  View Query

5§ | ProxesslQ

Project  Tools

Window  Help

B- -2 W BNewowey AR SRR X D2 -|B| - |5 encyption

SQLQuery5.sql - WC...s1Q (Proxuser (58))* +® X )
FISELECT [CryptoExternallyPrintedNumber], [Externalld], [Name]
FROM [dbo].[Credentials]

100 %

B Results g8 Messages

35
36
7
38
39
40
41
42
43
44
45
46
47
48

CryptoExternallyPrintedNumber
0x0000000000123309
0x0000000000123221
0x0000000000123222
0x0000000000123223
0x0000000000123224
0x0000000000123225
0x0000000000123226
0x0000000000123227
NULL
0x0000000000123240
0x0000000000123228
0x0000000000123229
0x0000000000123230
0x0000000000123231

@ Query executed successfully.

Externalld
1006
1009
1010
1o0m
1012
1013
10714
1015
1016
1017
1018
1019
1020
1021

SQ

Name

Marilyn Lacy card
David Adams card
Drew Adams card
Janice Aderibigbe ca
Stella Aolabi card
Lawrence Aitch card
‘Olubukola Akinsipe c...
Anthony Alexander ¢
Lemar Ali card

Leaza Allen card
Jenise Anthony card
Audranette Arrington ...
Mark Ashe card
Garrett Askew card

WC-PROXESS-SVR\PROXESSDB (1... | Proxuser (58)  ProxesslQ

00:00:00 ' 526 rows

v




=l B8 dbo.Doors

& ¥ Columns .+ SQlQuery2sql - WC-PROXESS-SVR\PROXESSDB.Proxess|Q (Proxuser (59))* - Microsoft SQL Server M
= Doorld (PK, int, not null) i

B Externalld (nvarchar{max), null}

ExteriorLEDValidAccessOnTime (int, null) e [E ey Gesy Boee Hods Gfedae )y

B LockModel (nvarchar(max), null} BeepWithProgramming (bit, null) [ By no-2 ‘ | B NewQuery (B 5 £ £ i | & ¥ 5 | 2 - -
B DeleteFlag (bit, not null) BeepWhenAccessGranted (bit, null) \5'; ‘ ProxessiQ . ‘ B Execute v gg

B CreatedDateTime (datetime, not null) BeepWhenAccessDenied (bit, null) =

B ModifiedDateTime (datetime, not null) RecordValidAccessAttempts (bit, null) SQLQuery2.sgl - WC...sIQ (Proxuser (39))* + X

B LastUpdateDateTime (datetime, not null) RecordInvalidAccessAttemnpts (bit, null) SISELECT [ExternalId], [Name]

B MinimumValidationDate (datetime, not null) RecordContactPoints (bit, null) \FROM [dbo]. [Doors]

B UpdateRequired (bit, not null) RecordLockEvents (bit, null) WHERE [Externalld] != "'

B Name (nvarchar(manx), null)

&= Locationld (FK, int, not null)

B TimeZone (nvarchar(max), null)

B Notes (nvarchar(max), null)

B LockMumber (nvarchar(max), null)

B DoorType (int, not null)

B LockMode (int, null)

B UnlockTime (int, null)

B UnlockTimeExtended (int, null)

B DoorHeldOpenDetectTime (int, null)
B DoorHeldOpenDetectTimeExtended (int, null)
B FirstPersonin (bit, null)

= Calendarld (FK, int, not null)

RecordCommunications (bit, null)
Controllerld (FK, int, null}
ControllerOrder (int, not null)
EnableNocAudits (bit, null)
BatteryFailureThreshold (int, null)
BatteryLowPercent (int, null)
BatteryCriticalPercent (int, null)
Organizationld (FK, int, null)
OrganizationGuid (uniqueidentifier, not null)
LockType (int, not null)
ButtonToggleEnabled (bit, null)
ButtonLockdownEnabled (bit, null)
LockdownRequiresHandle (bit, null)

&= UnlockTimeScheduleld (FK, int, null) LockdownGestureTimer (int, null) ROOSK
&= ToggleEnableTimeScheduleld (FK, int, null) DeadboltEnablesLockdown (bit, null) B8 Results g8 Messages
e= CardOnlyTimeScheduleld (FK, int, null) RelayOption (int, null} Externalld Name

B DefaultDoorState (int, not null)

B BatteryLastChanged (datetime, not null)
B InstallationDate (datetime, not null}

B FailCondition (int, null)

B AuditOverwritePolicy (int, null)

B SupervisionSeriesResistor (int, null)

B SupervisionParallelResistor (int, null)

623d6f-efdc-4 3bd-ac76-cc15213bf545 MC 115 Class
822f2cbc-7885-4256-95c5-9bf5abe88730 MC 116 Class
75716419-271b-4f7c-aff7-653f2087bd22 MC 117 Library
d164e22b-1f32-4067-89d0-18bf03b5dede~ MC 118 Class
0486feed-3652-4f12-9d6d-250a554d9492  MC 121 Class
1ef48bcd-56ed-4b3b-8aad-d35556b7be15  MC 122 Class
35976511-8789-4233-9882-21ede718aad4d  MC 123 Class

DoorPositionSwitchOption (int, null)
RequestToExitOption (int, null)
MotorEnabled (bit, null}
EncryptReaderCommunications (bit, null)
ShareWithChildrenOrgs (bit, not null)
DoorHeldOpenAlarmSetting (int, null)
DoorForcedOpenAlarmSetting (int, null)

L N I S R N

21411339-3480-4a2a-bb5tefff3b8125c8 MC 124 Class
B ToggleMaxDelayTime (int, null) HardwareVariant (int, not null) 1a033510-b72b-43fd-814e-03823787608c  MC 125 Class.
B LockDownMinDelayTime (int, null) EnableDPS (bit, not null) 10 fbeg 4001 Construction Basement
B EgressDisableLockdown (bit, null) ExternalData (nvarchar(max), null) 11 fbeg 4002 Construction Front
B PassThroughCancelsLaockdown (bit, null) MotarRuntimeOverride (int, null) 12 fbeg 1001 EC 104 Telephone Room
B InteriorLEDLockdownTimeOn (int, null) Keys 13 fbeg 1002 EC 112
B InteriorLEDLockdownTimeOff (int, null) 14 fbeg 1003 EC112A

B ExteriorLEDInvalidAccessOnTime (int, null) 15 Query executed successfully. WC-PROXESS-SVR



.+ SQLQueryT.sgl - WC-PROXESS-SVR\PROXESSDB. ProxessIQ (Proxuser (51))* - Microsoft SQL Server Management... Quick Launch (Cri+Q) P - o x
Eile Edit View Query Project Tools Window Help

G-0[B- -2 Ed BNewaey BRRRAR XD -C -|B| |5 encyption -lmesl
"5ﬁ| ProxessIQ - | P Execute v s ‘ ‘9@ ¥
Satcuentsa - we-sa trowser o1+ < I
= B8 dbo.DoorGroups FISELECT [Externalld], [DoorGrouphame] =
= % Columns FROM [dbo].[DoorGroups] -~
~e DoorGroupld (PK, int, not null) - |
B Externalld (nvarchar(max), null) N
B DoorGroupName (nvarchar(max), null)
B Notes (nvarchar(max), null)
B DeleteFlag (bit, not null)
B CreatedDateTime (datetime, not null)
B ModifiedDateTime (datetime, not null)
B AutoEnroll (bit, not null)
B IsDefault (bit, not null)
e= Qrganizationld (FK, int, null}
B OrganizationGuid (uniqueidentifier, not null)
B ShareWithChildrenOrgs (bit, not null)
B ExternalData (nvarchar(max), null)
Keys v
l00% -
B Results 8 Messages
d _ DoorGroupName ~
1 Al Doors
2 " PGCA Lower Classroom
3 Deacenate Ministers
4 Finance Committee
5 PGCA-L Cares Classrooms
6 PGCA-L Academy Classrooms
7 NULL MC Maintenance Suite
8 NULL Events Suite
9 NULL MC Facilities Suite
10 NULL Security
11 NULL Gospel Kids Town - North
12 NULL Gospel Kids Town - South
13 NULL Productions
14 NULL Janitorial v
p Query executed successfully. ‘WC-PROXESS-SVR\PROXESSDB (1. Proxuser (51) | ProxesslQ 00:00:00 81 rows




=l BB dbo.AccessProfiles
= Columns
= AccessProfileld (PK, int, not null)
B Name (nvarchar{max), null)
B Notes (nvarchar(max), null)
B DeleteFlag (bit, not null)
B CreatedDateTime (datetime, not null)
B ModifiedDateTime (datetime, nat null)
@= QOrganizationld (FK, int, null)
B OrganizationGuid (uniqueidentifier, not null)
B SharewithChildrenOrgs (bit, not null)
B Externalld (nvarchar(max), null)
B ExternalData (nvarchar(max), null)
Keys

L'x-" SQLQuery4.sql - WC-PROXESS-SVR\PROXESSDB.ProxesslQ) (Proxuser (60))* - Microsoft SQL Server Management... Quick Launch (Cirl+Q) P - B

File Edit View Query Project Tools Window Help
e o B -2 B BNevaey ARRBR | XTaD-

‘f‘ ProxesslQ - | B Execute

SQLQuery4.sql - WC...sIQ (Proxuser (60))* + X
SISELECT TOP (1088) [AccessProfileld]
, [Name]
, [Notes]
, [DeleteFlag]
, [CreatedDateTime]
, [ModifiedDateTime]
, [OrganizationId]
, [OrganizationGuid]
, [ShareWithChildrenOrgs]
, [Externalld]
, [ExternalData]
FROM [PanessIQ].[dbo].[AccessPhofilesH

71

00% =
A Results g Messages
AccessProfileld Name Notes DeleteFlag

1  Access Contral NULL O
2 2 Tithe Boxes NULL 1
3 3 Deacons NULL O
4 4 Deacons Finance NULL D
5 5 Gospel Kids NULL D
6 6 PGCA-L Classrooms and Closets  NULL O
7 7 PGCA-L Academy All NULL D
8 8 PGCA-L Cares All NULL O
9 9 PGCA-L Entrances Restricted NULL D
0 10 PGCA-L Entrances Always NULL D
1 1 PGCA-L All Classrooms NULL DO
12 12 PGCA-L Academy Classrooms NULL D
13 13 Facilities Managers NULL 1
<

p Query executed successfully.

CreatedDateTime

2024-08-06 17.07:46.053
2024-08-23 14:45:23.153
2024-08-23 14:58:50.377
2024-08-23 15:00:36.250
2024-09-05 19:27:28.060
2024-10-07 14:58:51613
2024-10-07 14:58:16.077
2024-10-07 14:58:47 680
2024-10-07 15:14:35.557
2024-10-07 15:46:40.277
2024-10-07 16:20:57 553
2024-10-07 16:21:31.873
2024-10-08 17:43:19.617

WC-PROXESS-SVR\PROXESSDB (1...

-2

ModifiedDateTime

2024-08-06 17.07:46.053
2024-10-18 22:50:13.807
2024-08-23 14:59:50.377
2024-08-23 15:00:36.250
2024-09-05 19:27:28.060
2024-10-23 19:03:48.743
2024-10-21 19:28:30.330
2024-10-21 19:30:22.6%0
2024-10-21 19:31:01.273
2024-10-21 19:30:44.303
2024-10-21 19:28:55.460
2024-10-21 19:28:16.830
2024-10-10 17:02:26.770

-‘ 5" encryption - ‘ ey - ]

5| %

Organizationld  OrganizationGuid
18D48486-C7D2-4E92-BD4B-775D3E 1CFDD3
18D48486-C7D2-4E92-BD4B-775D3E 1CFOD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18048486-C7D2-4E92-BD4B-775D3E 1CFOD3
18D48486-C7D2-4E92-BD4B-775D3E 1CFOD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18D48486-C7D2-4E92-BD4B-775D3E1CFDD3
18048486-C7D2-4E92-BD4B-775D3E 1CFOD3
18D48486-C7D2-4E92-BD4B-775D3E 1CFOD3
18D48486-C7D2-4E92-BD4B-775D3E 1CFDD3

>

Proxuser (60) ' ProxesslQ 00:00:00 @ 64 rows

4l

b e




-+ 5QLQuery6.sgl - WC-PROXESS-SVR\PROXESSDB.ProxessiQ (Proxuser (55))* - Microsoft SQL Server Management... Quick Launch (Ctrl+Q) Pla O x
File Edit View Query Project Tools Window Help

= B8 dbo.Controllers Q- - .- Hd“|@ﬂew(1uery ﬁuﬁl@tﬁlﬁ‘%ﬁ] ‘9' "a' '|,n encryption '\n’j/‘éQ
= © Columns : “f | ProxessiQ - | P Execute | “’Q =

Controllerld (PK, int, not null)
- "
Name (nvarchar(max), null) SQLQuery6.sql - WC...s1Q (Proxuser (55))* +# X

Enabled (bit, not null) ~ISELECT [MACAddress], [Name], [ControllerIO_SerializedInputs], [ControllerIO_SerializedOutputs] +=
FROM [dbo].[Controllers] -

ComCode (nvarchar(16), null)

KeyCodeEnc (varbinary(max), null}
IsTrusted (bit, not null)

ControllerGuid (uniqueidentifier, not null)
FirmwareRawVersion (nvarchar(max), null)
FirmwareMajorVersion (int, not null)
FirmwareMinorVersion (int, not null)
FirmwareBuildVersion (int, not null)
HardwareRawVersion (nvarchar(max), null)
HardwareMajorVersion (int, not null)
HardwareMinorVersion (int, not null)
OverrideAddressinfo (bit, not null)

Host (nvarchar(max), null)

Port (int, not null)

Exponent (varbinary(max), null) 100% -4 »
Modulus (varbinary{max), null)

Fingerprint (varbinary(max), null)

CreatedDateTime (datetime, not null)
ModifiedDateTime (datetime, not null)
PasswordEnc (varbinary(max), null)

Organizationld (FK, int, null)

OrganizationGuid (unigueidentifier, null)

Externalld (nvarchar(max), null)

MACAddress (nvarchar(max), null}

ExternalData (nvarchar(max), null}
CaontrollerlO_SerializedInputs (nvarchar(max), null}
ControllerlO_SerializedOutputs (nvarchar(max), null)
Keys

B Results g Messages

i ACAcIdress _Name ControllerlO_Serializedinputs ControllerlO_SerializedOutputs
! CanlHave a Name, Please?  [[InputType™1."Port™ 1}.{InputType™2"Port 2}, fInputType™3"Port™3}]  [FOutputType™1."DriveOutputHigh™true."DriveTimeMillis™ 500, Port" 11 Output

@ Query executed successfully. WC-PROXESS-SVR\PROXESSDB (1... | Proxuser (55) ' ProxesslQ  00:00:00 @ 1rows
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Encoding & Wiping Cards/Fobs/
Wristbands/Stickers

with the ProxesslQ® Software



Encoding Physical Credentials using the ProxesslQ® Software

¢ P 2
Time Schedules  Access Profiles Controllers

A credential (card, keyfob, sticker, watchband) must first be
created in the software and then it can be encoded with the
software, by plugging a n Enroliment Reader (ENR) into a USB port
(USB 3.0is optimal) the local PC that the client software is installed
on. Note that the enrollment reader will not work on a virtual
client.

=] Ez

Notifications Organizations

Go to the Users menu.

Add a User and then add a Credential (as shown in a prior section).

Assign the rights to be assigned to that credential and click “Save”.

The “"Write to Card” button will become illuminated, enabling the encoding process.

MORRISON, VIOLET > CREDENTIALS > CREDENTIAL

Not Assigned to Card Name: Violet's Card
General

Credentials
Access Audit

Event Logs

DULE | FIRSTPERSONIM | TOGGLE | PASS THROUGH | LOCKDOWN



NOTES for SUCCESSFUL CREDENTIAL ENCODING, READING & DELETING

* Ensure the enrollment reader (ENR) is connected to a USB 3.0 (preferably) port on the
administrator computer.

* Always keep credentials 6” away from the ENR until you are ready to place one on the
ENR (the ENR will try to read credentials that are close).

* Then, immediately place and hold the credential on the ENR until the read or encode or
wipe (delete) sequence is complete. Waiting to place a credential will result in a time-out
error on the software.

* Then, immediately remove the credential from the ENR.

B Prowessia™ ALL ORGANIZATIONS
file ess Admin Reporting Cloud About
MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

ed to Card Name: Violet's Card Remote Mobile Device Enrollment Any

General
Credentials

Access Audit

Event Logs

FIRST PERSON IN | TOGGLE | PASS THROUGH | LOCKDOWN

* If you are certain the credential (card/keyfob/sticker/watch) to S —
encode has not already been encoded, then click on “"Write to re e admin opoig Coud A
Card”

* Immediately place and hold the credential on the ENR until the
blue LED appears and the screen to the right appears

* This shows the credential has been encoded with the rights shown
and to card number shown.

* Remove the card from the ENR.

* You may now use the card on all of the doors that it has

programmed for, during the allowed days and times.

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

General
Credentials
Access Audit

Event Logs

Revalidation Date: 2/9/2027

TOGGLE | PASSTHROUGH | LoCKDOWN




Verifying and Deleting (Wipe) a Credential

Y p——

fle Window Access Admin Reporting Coud About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD
Stamped Id: 0000000000071753 Name: Violet's Card
General

% 959 PM
Credentials

Access Audit
Event Logs

To Wipe/Delete a credential, or if you are uncertain if the credential (card/keyfob/sticker/watch) to encode has already been encoded:
* Place and hold the credential on the ENR until the blue LED appears and the above pop-up window appears.

* Remove the card from the ENR.

* Inthis case, this card has been encoded with Violet's rights.

* Click "Wipe and Deactivate”

* Immediately place the card on the ENR until it Beeps and the LED turns green.

IALS > VIOLET'S CARD IALS > VIOLET'S CARD
Stamped Id: 0000000000071753 Name: Violet's Card 3 Stamped id: 0D000000D0GTTTSI Name: Violet's Card

200 A 400025 115955 Pt - 40 ™~ 473072025 115959 P

CTIoNS TYPE | TBMESOMEDULE | FIRSTPERSONIN | TOGGLE | PASS THROUGH

P ProessQ™ | Al oRaanzATIONS

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WitetoCardSave.

Not Assigned to Card Name: Violet's Card Remote Mobile Device Enrollment | Any

General

Credentials

Access Audit

ACTIONS | NAME | ORGANIZATIONS

Event Logs

acnons | Name TYPE | TIMESCHEDULE | FIRSTPERSONIN | TOGGLE | Pass THROUGH | Locxpown




Verifying and Deleting (Wipe) a Credential

P ProessiQ™ | A oRGANZATIONS

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD Writeto Card Saver

Remote Mobile Device Enroliment | Any
General

Credentials

Access Audit
Euest Lo T When the screen is next refreshed, it will note that this user is
“Not Assigned to Card”.

acnons | nawe T r—
mes

Better Practice to Delete (Wipe) Rights from a Credential

P ProessQ™ ALL ORGANZATIONS - aBQE . P ProessQ™ ALL ORGAMZATIONS - =& 0B 06

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WieoCud | Swve MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD Weke 1o Card

Stamped Id: 0000000000071753 Name: Violet's Card Revalidation Date: 2/11/2027 Stamped Id: 0000000000071753 Name: Violet's Card Revalidation Date: 2/11/2027

General General

4072 Y 1 ‘ . 43072024 120000 A 3 . 115959 P

Credentials l Credentials

Access Audit Access Audit

il RO Do MW.(.,.-.

It is always better to first delete the rights for a credential, by clicking on the Trash Can icons, leaving the
credential with no rights.

If the card is ever presented at an online reader, it will automatically be updated to have No door entry rights
and will not be allowed into the door.

Note: If further action is desired, it is best Not to just delete a credential....First, Wipe the credential on an enrollment
reader, or delete its Privileges/rights and have it presented to an online controller’s reader, which will have its rights wiped.
Note: It is also a best practice to have each card’s Validation be configured to as few days as possible, ensuring that even if a
rouge credential is presented to an offline lock, it will be rejected.

Note: If there no online doors, then check the Blocklist box for the credential and the Proxess Sync app must be presented
to each offline lock that they had the rights to.




ALL ORGANIZATIONS -

dting Cloud  About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD

Not Assigned to Card Name: Violet's Card
General

- 000 Aba
Credentials

Access Audit

ACTIONS | NAME | ORGANIZATIONS

Event Logs

* If you are uncertain if the credential (card/keyfob/sticker/watch) to encode has
already been encoded, then first place and hold the credential on the ENR
until the blue LED appears and the above pop-up window appears.

* Remove the card from the ENR.

* Inthis case, this card is not assigned to anyone

* You may now click "Write to Card” and place the card on the enroliment
reader to encode it, resulting in the below screen, showing its success.

P Proessig™ AL ORGANZATIONS. -

file Window Access Admin Reporting Cloud About

MORRISON, VIOLET > CREDENTIALS > VIOLET'S CARD WitetoCard  Save
Stamped Id: 0000000000071753 Name: Violet's Card Ren

General
. 072024 120090 A x s9599M

Credentials

Access Audit [ —

Event Logs




Another way to Encode a Card

You may choose to first enter Users in the system and then select an un-
encoded Credential to encode under that User, Remember that a User is
typically a person and a several Credentials can be assigned to each User.

Time Schedules  AccessProfiles  Controllers

=] =

Notifications Organizatians

From any screen in the system, take an unencoded card and place it on Select a User’s name that you have already entered into
to the ENR. The light will turn blue and the pop-up window will appear. the system and click "Assign New Credential”.

MORRISON, VIOLET > CREDENTIALS > NEW CREDENTIAL MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY

Mat Assigned to Card Nan| Not Assigned to Card Nama: Violet's Mobile Key

General General

Credentials " . Credentials
Access Audit Access Audit

Event Logs. Event Logs.

ACTIONS | NAME | TVPE | TMMESCHEDULE | FIRST PERSON M | TOGGLE | pass THROUGH | LOCKDOWN

Ready | Opesaton; Admisiraice | Cloud fssue: Bad crodeenil for “VicletharnsontScience Degartments” - Vicke's Mobe Key |03 [ 1

The Add New Credential window opens. Enter the information for their new credential (a mobile
Optionally add a Name for it, in this case check phone key in this case) and add their access rights as
the “"Mobile Credential” box and click “Save”. described in previous sections.



MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY

Mot Assigned to Card Nama: Not Assigned to Card Nama: Violet's Mobile Ramats Mabile Davics En

General General

Credentials Credentials
Access Audit

Event Logs

Access Audit

Event Logs

ACTIONS | NAME | TYPR | TIMESCHEDULS | FIRSTPERSONN | TOSGLE | PASS THROUGH | LOCKDOWN

Heady | Opecator: Acdministrat | Clnad s Bad crodemtil for “Vialethanison(Science Depautment)” - Viok's Mobile Key (@ [ 4] Reay | penstor Admnistratos | Clna e, B crodeiol b “Vicleibicarion{Scsence Deparimenty - Vioet's Mobie by | @[ #

Enter the information for their new credential (a mobile Select their Door and Door Group Privileges. Remember
phone key in this case) and add their access rights as to keep all credentials away from the ENR until this
described in previous sections. point. Now click "Save” and then click “Write to Card”.

MORRISON, VIOLET > CREDENTIALS > VIOLET'S MOBILE KEY Wit Cad  Save

Stam| Id: 0OD000OBO0TITSI olet's il Revalidation Date: 2/12/2027
General

Credentials
Access Audit

Event Logs

TIMESCHEDULE | FIRST PERSOMIN | TOGGLE | PASS THROUGH

e ey g O e e e P

Promptly place and hold a credential on the ENR (enrollment
reader) until it beeps and it will have been encoded.



Pop-Out Window: Another way to Encode a Card

PP Prowssiq™ | ALL ORGAMZATIONS
Fle Window Access Admin Repoting Cloud About

USERS

Filter by

AR LA LA L AL AL AR RS
SSsssssSSsSsSa8SSS

P P~ | L onoaancss
Dle Mdow Accas Admin. Reporing Goud About

USERS

Filter by

O00D0O0O00ODO0OO0ODOOO0ODB|0D
AR L L ALY

i
|

Using the Pop-out window is an easy way to enroll/encode multiple credentials, after their User names have been added.
From any screen, place an unencoded/blank credential on the ENR (enrollment reader) and then click “Pop Out”.
You will now have a separate window for encoding credentials. Click *Assign New Credential” and select the User from the drop-down list.

imin Reporting Cloud  About

MORRISON, VIOLET > CREDENTIALS > NEW CREDENTIAL

Nat Assigned to Card Name: Credential Remote Mobile Device Enrollment | sey

General

: —— T
Credentials

Access Audit
Event Logs

A New Credential window for the selected User will open.

[y p——
e Window Access Admin  Reporting Ooud  About

MORRISON, VIOLET > CREDENTIALS > MEW CARD FOR VIOLET

Nat Assigned to Card Man - New Card for Vialet Remate Mabile Device Enraliment -,. .
General -

Craaras T

Event Logs

wu FIRST PERSONM | TOGGLE | MASS THROUGH | Lookoows

Create a name for and add access rights for the
credential, click “Save” and the click “Write to Card”
and the card information will display.

This credentialis nat assigned 1o anyone.
LT —_——
—

Selex. ign this credential 10

.‘ S—paT

Create & new user 1o assign the
credential 1o

Create New User

Place the next
blank/ unencoded
credential on the
ENR and repeat
the process..
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Encoding & Wiping Cards/Fobs/
Wristbands/Stickers

with the ProxessSync app
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Encoding Physical Credentials using the Proxess Sync app

ALL ORGANIZATIONS

Admin Reporting Coud  About

B & pin 2

Credentials Time Schedules  Access Profiles Controllers

Any card that has been created in the software can be encoded in
= the field by any allowed Mobile Device (see this section in this
iy (PR manual) with the Proxess Sync app.

Go to the Users menu.

Add a User and then add a Credential (as shown in a prior section).

Assign the rights to be assigned to that credential.

Select a Mobile Device (or All of them) that will be allowed to create or edit this card.

P ProessiQ | ALORGANZATONS

file Window Access Admin Reporting Coud About dmin Reporting Cloud  About

MORRISON, VIOLET > GENERAL MORRISON, VIOLET > CREDENTIALS > CREDENTIAL

Mot Assigned to Card Name: Violet's Card
General General

\0/2024 120000 Ak

Credentials
Access Audit
ACTIONS | NAME | ORGANGATIONS

Event Logs

FIRST PERSONIN | TOGGLE | PASS THROUGH | LOCKDOWN



Encoding Physical Credentials using the Proxess Sync app

Fh Open the Proxess Sync app on your phone
- Plug an Enrollment Reader (ENR) into a power source: A wall plug, a USB (A
or C) port of a PC, or your phone or tablet (Android and iPhone 15 and above)

Tap the Menu (*Hamburger”) Tap “Card Encoder” and make sure the Enrollment Reader (ENR) is Once bound to an ENR, the
icon. within 12" for the initial connection. The screen will state that it is screen will state it is ready for
looking for the ENR. Once connected, the ENR can be up to 20’ away. a credential to be presented.

Tap the “Create” button and a list of all Credentials that this Place the card on the face of the The blue LED shows the card is
operator is allowed to encode is presented. Tap on the ENR for the entire enrolment being encoded to that User’s
e whose credential you will encode and you will be process, until the LED turns green.  Credential. Please Remove the
ed to place the credential on the ENR. card from the ENR.



Verifying & Wiping Physical Credentials using the Proxess Sync app

To Verify a credential or to see who a credential belongs to, Click The credential information,
on the “Info” button. Then place a card onto the reader surface. including any stored photo of the
The blue LED shows the card is being read and/or written to. User, will appear. Please Remove

the credential from the reader.

To Wipe & Delete a credential, Click on the “Wipe” button. Then The screen will state that the
place a card onto the reader surface. The blue LED shows the card credential has been successfully
is being read and/or written to. wiped. Please Remove the
credential from the reader.



CALENDARS




F@ Proxess Access Control System

— P Proxess Access Control System
m.l ﬁ ﬁ Q/ @ CALENDARS
Users Door Groups Time Schedules @ R R &)
Q

2017 > Weekday Weekend Holiday Partial Day
-—
n
.

Maobile Devices Settings Event Logs

Fls|s [m[v |w|r e s [s |m|v |w|r [e]|s|s |m|r

=

15 16 77 18 19 20 2122 23 24 25 26 27 28 29 0
19 20 21 22 23 24 2526 27 28
20 2122 23 24 2526 27 28 29 30 N
1819 20 21 22 23 24 25 26 27 28 29 0
2425 26 2128 29 30 N

2 d W
System Operator
Controllers System Operator  Roles

20 212223 2425 26 27 28 9 30

1 1920 21 2 23 24 25 26 27 28 29 30 N
23 24 25 26 21 28 29 30 3

120 21 2223 24 25 26 27 28 29 30

7 18 19 20 2122 23 24 25 26 27 28 29 30

2122 23 24 2526 27 28 29 30

2 N~ OR e 3E e 2
3 8% 330 IYaaE s

120 21 22 23 24 25 26 27 28 29 30 3

Click the icon for the “Calendars” module. Calendars are where you The Default calendar will appear, if this is a new system. Since a
add traditional Holidays and other specialty days. Specialty days customer may have multiple locations, with each location abiding
can be planned in advance (e.g. weddings at a church, sports by different calendars, you may create multiple Calendars and
games at a school), or added on-demand (e.g. weather related apply a different Calendar to each lockset and door. Click the
event). dropdown arrow to select a Calendar to view and the edit icon to
do so. At this time click “+” to create a new Calendar.
—> P Proxess Access Control System

CALENDARS

Sumemer School

Weekday Weekend Holday Partial Day

Calendar

s m|[r|wir e s |s M|t |w|r|Fis|s m|r

Calendar Name 16 17 18 19 20 2122 23 24 25 26 27 28 28 30 N
1223 4252 77 8

122 23 24 25 26 27 28 29 30 3

119 20 212223 24 25 26 27 28 29 30
2425 26 21 28 29 20 N

2122 23 24 25 26 27 28 29 30

Extenal id

3y

Notes

1920 2122 23 24 25 26 27 28 29 30 N
23 24 252621 8 29 30 3N
20 21 2228 24 25 26 27 28 29 30

August

September

November

383 3Zas s
G I ¥ e 8 NRBE R

18 19 20 21 2 23 24 25 26 27 28 8 0 N
2223 242526 27 28 29 30

ol fa i w w [
SR a8 8 e eR B el
3
3

December

£
=

120 2122232425 26 27 28 29 30 N

ter the name for the new Calendar. This is the name that will The Calendar you just created appears. To begin adding days for a
ar in all the Doors selection screens. The External ID is Door to operate\function differently than normal\programmed,
and is an alternate reference that the customer may have. click on any day for the current year that is displayed (2017 in this
her notes you may have. Click “Apply” to continue. case). To add a Calendar Event, Double-click on any day.




Calendar Event

The page to create a new Calendar Event appears. Enter the Event
Name you want along with any optional clarification Notes. Select
the Start and End days and times for this special Door operation to

occur and click “"Apply” to save this new event.

p‘ Proxess Access Control System

s [m|r

® 7

20 2

L]

n
"
2
2

oN
1
2
G
o
c
X
o
v

N v & w oo on|E

2

EESEEEEE |-
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]

% 7

20 2

8 & @ 3IBcs88x 7
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w(T [F|s|s |m w(t |F s |s

W20 02 2R 3245 H T WY
23 MBE s

22 23 24 25 26 27 28 29 0 A
1920 2122 23 24 25 26 27 28 29 3
24 25 26 21 28 29 30 N

2122 232435 %6 77w B N
1920 2122 23 24 25 26 27 28 29 30
23 24 25 26 (21 28 29 30 N

20 N 2 8425 26 27 w29 0
8 19 20 2 22 23 24 25 % 27 28 2
22 23 24 28 (26 27 28 23 30

0 2 2228 2425 26 27 8 29 30 3

EL ]

e Holiday\Event detail appears at the bottom of the Calendar.
it the Event, Double-click on the green highlighted date.

S —

CALENDARS

Summer School

January
February
March
Apiil

May

June

July
August
September
October
November

December

i e e i

2017

s |m

19
19
16
2
18
16
20
”
15
19
15 %6 17

16
20
20
”
2

w

= NIS > W[ -1

x

Weekday Weekend Holiday Partial Day

T W[T[F|s|s [m|[T|w|T[F|s|s |m[T
17 18 19 20 2122 23 24 25 26 27 28 28 30 31
21 22 23 24 25 26 27 28

21 22 23 2425 26 27 28 29 0 3

18 19 20 21 22 23 24 25 26 27 28 29 30

23 24 25 26 27 28 29 30 31

20 21 22 23 24 25 26 27 28 29 30

18 19 20 21 22 23 24 25 26 27 28 29 30 3
22 23 24 25 26 (21 28 29 30 31

1920 21 22 23 24 25 26 27 28 29 30

17 18 19 20 2122 23 24 25 26 27 28 29 30 31
21 22 23 24 25 26 27 26 29 30

1920 21 22 23 24 25 26 27 28 29 30 3

The new Holiday\Event now appears, highlighted in green. Note

that a Holiday is the most common type of Event and is therefore
the term used in the software and the two words are equal to this

program. To view the detail of this Holiday\Event click on the
green highlighted date.

Calendar Event

Event Nome:

Start

. _

End
Day: | September 2017 | Day: | September 20
- Time:

Delete

You can now make adjustments to the Holiday, or click "Cancel” to

return to the previous screen and then click the Home icon on the

top taskbar to return to the Home Screen \ Dashboard.
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Fa‘ Proxess Access Control System

Door Groups

2 >

Controllers Roles

Ready | Operator: rschorr

System Operator

Time Schedules Access Profiles

0 = =

Mobile Devices Settings Event Logs

The Dashboard \ Home Screen\ User Interface may be

customized in several ways. First, you may click-and-drag any
module to another part of the screen, thus rearranging the

module icons.

Fs‘ Proxess Access Control System
File Window Access Admin Reporting About

&Y

Time Schedules

. w;
; System

Controllers Roles

Mobile Devices Settings Event Logs

F& Proxess Access Control System

a7

Time Schedules

2 Q B

Mabile Devices Settings

Controllers

Event Logs

Doadti | Nt b

By clicking on the icon highlighted on the top taskbar...

F;‘ Proxess Access Control System

File Access Admin Reporting About

Theme | Dark ‘

[*] i

Time Schedules Door Groups

2 w0 5 =

System
Controllers System Operator  Roles Mobile Devices Settings Event Logs

Readv | Operator: rschorr

F

Click on the “"Window" button, highlight “Theme” and then click on
“Light".




Fﬁ ProxesslQ™

Cntrl+Shift+D

Calendars

Cntrl+Shift+Y

Ready | Operator: Administrator

Cntrl+Shift+G

MR

Door Groups

1A

—da=
Controllers

Cntrl+Shift+B

—
=i
Settings

Cntrl+Shift+S

Cntrl+Shift+A

7

Access Profiles

a

Mobile Devices

Cntrl+Shift+M

Cntrl+Shift+T

Y

Time Schedules

Io

Credentials

Cntrl+Shift+C

Cntrl+Shift+R

System Operator
Roles

3

Mobile
Credentials

Cntrl+Shift+l

Cntrl+Shift+O

F 3

System Operator

Cntrl+Shift+E

Audits/Events

=]

Notifications

Cntrl+Shift+N  Cntrl+Shift+G

From anywhere within the ProxesslQ program, the above shortcuts may be used to jump into that menu.




Proxess Access Control System

System Operators Control+Shift+O

ZZontrol System P Proxess Access Control System
dmin Reporting About | File Window Acce

"~ Control+Shift+D

ﬁ‘\ Proxess Access Control System =N B> ® -0 x
File Window Access Admin Reporting About

File  Windc eporting About |File Window Access Admi

Doors )ashbo Logs Control+Shift+[
boatd Door Groups  Control+Shift+G T

System Operator Roles Control+Shift+R

Users Control+Shift+ U

Calendars Control+Shift+C Mobile Devices Control+Shift+M e
Time Schedules Control+Shifts T Settings Control+Shift+S
i o :"m(-lm SN Controller Firmware  Control+Shift+M
@ N Controllers Timd
Time Schedules Door Groups Access Profiles
LM
w | O B
System Operator
Controllers System Operator J Roles Mobile Devices Settings Event Logs
Ready | Operator: rschorr n—p,
The screen background is now changed to white and will remain As an alternate to using the module icons on the Dashboard, the file

so throughout the system until the background is changed back shortcut menu can be used to quickly navigate from and to any
to “Dark”. other module with a single click.

P\ Proxess Access Control System ' ﬁ Proxess Access Control System
Eile Window Access Admin Reporting About Eile Window Access Admin Reporting About

Dashboard
DOORS
Filter by + Add New Door Search Door o
> [0 ACTIONS  NAME LOCATION | TYPE | LAST UPDATE CREATED [ éi/ Aﬁ.
0O # W AdamsTest Door DATA's Office  Offiine 2017 604115 PM  2/20/2017 6:04:33PM O =
Online : g ’
I LI 5 W Soss) oo e oA e fOM Time Schedules  [iDoOr Grotps Access Profiles
Offline O # W DpemoDoor Demo Location Offine  2/6/201
O & @ oemoboor2 Demo Location Offline
v O # W FontDoor DATA's Office O -
O # W LockWith Rolled Keys #1 DATA's Office Offfine  4/20 A ' D |E
O # W LockWith Rolled Keys #2 DATA's Office  Offline 4 —dh- ()
o System Operator
O 7 W Miesoemo DATAS OMcH s Controllers System Operator J Roles Mobile Devices Event Logs
O # W Mike'sToggle Lock Demo Location Offline 4
O # W RealDoor8:iE DATA's Office  Offline
O # W RrealDoor:17:28:1 DATA's Office  Offline
O # W RealDoor:17:2812 DATA's Office  Offline
O # W Rovsoffice Richmond  Offline
O # W serverRoom DATA's Office  Offline
O # W Teyiodemo DATA's Office  Offiine
<f'l # M Tom'sOffice DATA's Office__Offline
‘m Advanced Search Reload Export
Ready | Operator: rschorr Ready | Opesator: rschorr F
. . . . H w H "
lome icon is used from any screen in the system to bring you From any screen in the system, you can shortcut to the Settings

he Dashboard \ Home Screen. module with a click on the icon shown in the top taskbar.



ph Proxess Access Control System

SETTINGS > DOOR DEFAULTS )
Right

General Smlngrs . |E C@k

Event Logs Mobile Devices Time Schedules Access Profiles

Door Defaults

pen Extended

3 = 2  afm
System Operator
Roles System Operator  Calendars Controllers Door Groups Settings

Advanced Settings

Audit O ite Policy:

Time llluminiated:

e : F—
The “Settings” module opens. Now return to the Home Screen \ Right-click on a module icon.

Dashboard.

F“ Proxess Access Control System

Remove from Dashboard
Open in new window 6 |E @
=] = Y | Y
System Operator

Event Logs Time Schedules Access Profiles Roles

Event Logs Mobile Devices Time Schedules Access Profiles

S = g afn = 3 =] 2 afa %

k-

System Operator
System Operator  Calendars Controllers Door Groups Settings

Roles System Operator Controllers Door Groups Settings

Ready | Operator: rschorr Ready | Operator: rschomr

ay “Remove” the icon from the Dashboard or openiitin a Click on “Access” in the top menu.
dow (Is this working right?).




P Proxess Access Control System PP Proxess Access Control System

O

w; %
System Operator Controller
Roles

Settings Firmware

Time Schedules System Operator

1]

~sh—

Controllers

These are the module icons that appear when you click on
“Access”.

F@' Proxess Access Control System

>

E aw [ & g

System
Rales

Event Logs Users Doors Event Logs Time Schedules Access Profiles

¥ 3 2 [ 5 0

System Operator Controllers Door Groups Settings Mobile Devices

These are the module icons that appear when you click on
“Dashboard”.




F;‘\ Proxess Access Control System

SETTINGS > DOOR DEFAULTS

Door Defaults

top taskbar

Eile Window Access Admin Reporting About

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:
First Person In:

Lock Mode: Storeroom Mode

Lock Mode: US/Mountain

Advanced Settings

Audit Overwrite Policy: Circular

Failure Condition: Fail Safe

Supervision:
Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time Nluminiated:

Time Extinguished:

From any screen in the system, click on the icon shown in the

M Proxess Access Control System

Eile Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

Door Defaults

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:

First Person In:
Lock Mode: Storeroom Mode
Lock Mode: US/Mountain
Advanced Settings

Audit Overwrite Policy: Circular
Failure Condition: Fail Safe
Supervision:

Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time llluminiated:

Time Extinguished:

Name:

Userame:
Emait:
Blocked:
Blacklist:
Notes:
Activation:

Expiration:

Stamped Id:

LR BNC N

USB Device

Robert Alan Schorr
RobertASchorr
rob.schorr@yahoo.com
False

False

5/11/2017
5/11/2018
0000000000070261

Edit Credential

Wipe and Deactivate

The most recent credential that was placed on the enrollment

reader will pop-up.



USING the
ENROLLMENT READER within
Proxess|Q®

N



The Pop-up Window

ﬁ\ Proxess Access Control System At >
file Window Access Admin Reporting About =) USB Device

"5\ Proxess Access Control System

& B
0 ! =
Mobile Devices Settings Event Logs
Controllers
Place a new —
_ card on the Thi
Go to any screen in el IS pop-up
the software reader window

appears

Ready | Operator: rschorr Ready | Operator: rschorr

L - E S
= USB Device

The pop-up window presents several options for the
operator.

The operator may click the “Pop out” button, which will
undock this window from the main ProxesslQ®
e application. It may then be dragged anywhere on the
desktop, so that the user can continue programming
other screens in the ProxesslQ® system and return
their focus to the new card when they are ready.

At that time, the operator may leave the card on the
enrollment reader and proceed with the process of
creating or assigning this card.




Assign a Credential to an Existing User

f o
=») USB Device

Create New User

The Operator may assign the credential that is currently on the enrollment reader to an Existing User.

First, click on the drop-down arrow and then select an existing user\cardholder from the list. You may
scroll down the list using the scroll bar, or begin typing letters of their name which will bring up all the
matching results as you type. Select the desired name and then click on the “Assign New Credential”
button to complete the task.

NOTE: Users may have more than one credential. The user selected may have only their information
entered and this may have been the first credential assigned to them, or they may already have another
credential.



Adding a New User

ﬁ\\ Proxess Access st
=») USB Device File Window A Reporting  About

NEW USER > GENERAL

General

Ready | Operator: rschor

With the card on the enrollment reader, the Operator may create a New
User record for it.

Click on the “Create New User” button and the new user information

screen will open. We will cover the remainder of this process in the next
section.




Whose card is this?

&
Deleting a Credential

P Proress Access Control System ) - o % P Proxess Access Control System

DOOR GROUPS DOOR GROUPS

To find out who a card belongs\has already been assigned, place it on the enrollment reader while in
any screen in the software.

The pop-up window appears along with their basic cardholder and card information which includes
their stored photo. Three (3) button choices are also presented.

The operator may click “Edit Credential” to be brought to the edit screen for that user and may click
“Pop out” to move the window freely on their desktop.

The operator may also decide to assign this credential to a new user or simply wipe the existing
information off the card. To do so, click “"Wipe and Deactivate”.

The screen on the right will appear and the card is now free to be assigned to anyone.



Attempting to Enroll an Existing Card

P Proxess Access Control System

SCHORR, ROBERT > CREDENTIALS > (OFFICE CARD)

Not Assigned to Card Name: Office Card
General

Credentials

Card Error ecessBidit

Logs

After a user has been added to the system, placing a credential on the enrollment reader
and attempting to enroll or encode one that has already been programmed and assigned

to someone else (from this system or any other system) will result in the above “Card
Error” screen appearing.



F;‘\ Proxess Access Control System

SETTINGS > DOOR DEFAULTS

Door Defaults

top taskbar

Eile Window Access Admin Reporting About

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:
First Person In:

Lock Mode: Storeroom Mode

Lock Mode: US/Mountain

Advanced Settings

Audit Overwrite Policy: Circular

Failure Condition: Fail Safe

Supervision:
Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time Nluminiated:

Time Extinguished:

From any screen in the system, click on the icon shown in the

M Proxess Access Control System

Eile Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

Door Defaults

General Settings
Momentary Unlock Time:
Momentary Unlock Time Ext:
Door Held Open:

Door Held Open Extended:

First Person In:
Lock Mode: Storeroom Mode
Lock Mode: US/Mountain
Advanced Settings

Audit Overwrite Policy: Circular
Failure Condition: Fail Safe
Supervision:

Series Resistor:
Parallel Resistor:
Toggle Delay Time:
Lockdown Cancel Delay Time:
Interior LED Lockdown Indication:
Time llluminiated:

Time Extinguished:

Name:

Userame:
Emait:
Blocked:
Blacklist:
Notes:
Activation:

Expiration:

Stamped Id:

LR BNC N

USB Device

Robert Alan Schorr
RobertASchorr
rob.schorr@yahoo.com
False

False

5/11/2017
5/11/2018
0000000000070261

Edit Credential

Wipe and Deactivate

The most recent credential that was placed on the enrollment

reader will pop-up.



CREDENTIALS

and Advanced Searches




P Proxessa™

Admin Reporting Cloud  About Ble Window Access A

CREDENTIALS

Filter By Akt Mew Credensis

Acvons | cheoeaL A oo | uastoue | rnstrawe || oomanonowre | acrvanonosre | sevauoanowoare | cresteooare | mooimec
’\/

Access Profiles Time Schedules Audits/Events System Operator

OpDooOoDo0oDo|o
AR AR AR N
EEEEEEEDN

3 =]

Mabile
Mobile Devices Credentials Notifications

esoy | Opsrator Adesstor

From the Home screen \ Dashboard, click "Credentials”. Your existing Credentials (even multiple credentials associated with a
A User must first be created/entered from the Users menu. single User) will be listed.

Once a User has been created, Credentials may be created in Credentials may be edited, as previously instructed in the Users section.
either the Users or Credentials menus. The Credentials menu is Credential records may be sorted by clicking on the headers at the top
a simpler management tool, as all of the credentials are in a of the list (Credential Name, Stamped ID, etc...).

single list, whereas in the Users menu, you must first navigate Credentials may be Blacklisted from this menu.

into a specific User's record and then exit from that User New Credentials may be added, as previously instructed in the Users
before managing another User’s credential. section.

Advanced Searches, with multiple levels using Boolean Algebra, can be
created, executed and saved for future use.

Click ...




a\

P‘ ProxesslQ™
File Window Access Admin

CREDENTIALS

Filter By

[ Blockiist
[ Expired
’7 Revalidation

["] Mobile Credential

| ALL ORGANIZATIONS

Advanced Searches of Credentials

Ready | Operator: Administrator

< | =SEaBB - o
Reporting Cloud About
+ Add New Credential
D ‘ ACTIONS | CREDENTIAL NAME STAMPED ID LAST NAME FIRST NAME EMAIL USERNAME EXPERATION DATE ACTIVATION DATE REVALIDATION DATE CREATED DATE MODIFIED DATE MOBILE CREDENTIAL BLOCKLIST ‘ 'ORGANIZATIONS
(1] Va A 124 Borden 8/B/2024 11:5959 PM  B/B/2023 120000 AM  5/4/2026 11:59:59 PM  8/8/2023 3:32:03 PM  1/30/2024 6:37:58 PM O | Global
a / Burk Mobile 124 Borden 1/30/2025 11:59:59 PM  1/20/2024 12:00:00 AM  1/30/2024 7:32:53 PM 1/30/2024 7:33:40 PM 1/30/2024 7:33:40 PM _ u Global
D / B 124 Borden 2/7[2025 11:59:59 PM 2/7/2024 12:00:00 AM  2/7/2024 3:45:21 PM 2/7/2024 3:45:28 PM 2/7/2024 3:45:28 PM * |_| Global
(] #  Pass-Through Admin Super fake@ 12/13/2024 11:59:59 PM 12/13/2023 120000 AM  12/13/2023 10:1507 PM  12/13/2023 10:16:07 PM  12/19/2023 3:14:41 PM ] Il Global
D , Pass-Through Card Admin Super fake@ 12/13/2024 11:59:59 PM  12/13/2023 12:00:00 AM  12/13/2023 10:17:41 PM  12/13/2023 10:17:53 PM  12/13/2023 10:17:53 PM L] |_| Global
a ’ Maya Mobile Ba Maya baldewiczm@westemtcedu 11/9/2024 11:5959 PM  11/9/2023 120000 AM  11/9/2023 6:02:59 PM 11/9/2023 6:03:08 PM 12/1/2023 10:38:10 PM O D Global
D , Maya Lockdown Ba Maya baldewiczm@westemntc.edu 11/9/2024 11:59:59 PM - 11/9/2023 1200:00 AM  11/9/2023 6:03:39 PM 11/9/2023 6:03:46 PM 12/1/2023 10:38:12 PM | |_| Global
(] #  cscad 0000000000014237 Bartee Carl chartee@fbeglenardenorg 471772025 115959 PM  4/17/2024 120000 AM  1/12/2027 11:59.59 PM  4/17/2024 23050 PM  4/25/2024 1:41:17 PM O O Global
B / CB Mobile Bartee Carl chartee@fbcglenarden.org 41772025 11:59:59 PM  4/17/2024 120000 AM ~ 4/17/2024 2517 PM 4/17/2024 25741 PM  4/17/2024 257:41 PM J |_| Global
a ’ CBILK Bartee Carl cbartee@fbeglenarden.org 4/17/2025 11:59:59 PM  4/17/2024 120000 AM  4/17/2024 2:59:05PM  4/17/2024 25917 PM  4/17/2024 259:17 PM : D Global
D , Scott's Mobile Cobb Scott scobb@eyeonis.com 9/15/2024 11:59:59 PM  9/15/2023 12:00:00 AM  9/15/2023 3:14:50 PM 9/15/2023 3:15:00 PM 10/24/2023 4:02:13 PM ﬁ |_| Global
(] #  Credential CoreMK SwitchTech 10/24/2024 1159:59 PM 10/24/2023 120000 AM  10/24/2023 24504 PM  10/24/2023 24507 PM  10/24/2023 4:02:19 PM N O Global
O #  Credential Darion Nelly dstone@kb.com Science Department 2/5/2025 11:53:50PM  2/5/2024 120000 AM  2/5/2024 720:19PM  2/5/2024 72040 PM  2/5/2024 7:43:03 PM O = Global
a / Darion Mobile Darion Nelly dstone@kb.com Science Department 2/5/2025 11:5%:59 PM 2/5/2024 120000 AM  2/5/2024 7:30:32 PM 2/5/2024 7:30:45 PM 2/7/2024 4:30:56 PM : D Global
D , Dexter's Mobile Eamey Dexter eameyde@gvsu.edu 12/8/2024 11:59:59 PM 12/8/2023 12:00:00 AM  12/8/2023 3:30:24 PM 12/8/2023 3:30:38 PM 12/19/2023 3:14:44 PM N |_| Global
(| #  Maddir G Mobile Gl MAd myiardina@arcsgalloway.org 2/7/2025 11:550 PM  2/7/2024 120000 AM  2/7/2024 20044 PM  2/7/2024 21002 PM  3/8/2024 9:09:37 PM N ] Global
Advanced Search Edit Reload

P ProcessiQ™ | ALL ORGANZATIONS -

File Window Access Admin Reporting Cloud Abeut

USERS

Filter by Advanced Search

AND (Bxchsive)

Search

ACTIONS | LAST NAME

FIRST NAME

OR inchusive)

H s

USERMAME | ORGANZATIONS

JO0o0o0o0ODO0OO0O®O0|ID
AR A R ALY
ssssssssss

Barden

Switchlech
i NE

Dexter
MAd
Dawn

Glabal
take@

baldewicm@westemicedu

Global
Glabal
ehartee@bxglenarden.org Global

scobbieyrons.com

dstonefkelieybros. com
eamneyde@gvsu.edu
moiardinagarcsgalloway.org

dawndaetseam com

Must cancel "X” an Advanced Search, or the User
menu will continue to only show those results.




Advanced Searches of Users e v U e

F’ ProxessiQ™ | AL ORGANIZATIONS - x r’ ProxessiQ™ | ALLORGANIZATIONS -
fle Window Access Admin Reporting Cloud About Fle Window Access Admin Reporting Cloud About

USERS USERS

Filter by Advanced Search Filter by Advanced Search

Last Name = | | Contains - o Last Name ~ | | contains - o

Uer Nome v <] [ ] Uner Nome . 7] [ ]
AND Exchsve) AND Exchisve)
OR Binchsive) OR Binchsive)

H s Samch

ORGANIZATIC 01 | acrions | wast ame FIRSTNAME | MIDDLE NAME
Gotat | A E 7/ W0 owon ety T————— P S——
Giobal
Giotal
Global
Giotsal
Glotsal

@E0000m@0O|0

Science Department  Giobal

PP ProcessQ™ | A oRGANZATONS -

File  Window Admin Reporting Cloud  About
USERS

Filter by Advanced Search

Last Mame

User Name

Save Advanced Search

Search Name

Department Search

Search

D [ | ACTIONS | LAST NAME FIRST NAME | MIDDLE NAME

Name this search for your future use and click "OK".

Your new custom search will now appear in this list, for later execution by this and other operators.

When you have completed your Search, you must click “X” to bring you back to the full list of Users, or the User
menu will continue to only show those Search results.




Advanced Searches of Users

P ProwessiQ™ | AL oRGANZATIONS -
fle Window Access Admin Reporting Cloud About

USERS

Filter by + A Mew aer
ACTIONS | LASTNAME | FIRSTNAME | MIDDLE NAME
124 Borden
Department ‘wa@ Admin Super

Maya

O0O0ODO0O0O0O0O0OD0OO0OD0OOOOo|I0
AR S A AL LY
SESoSssassssSss

Advanced Search Reload

You are now returned to the full list of Users.
You may execute on that saved search again any
time, by clicking on the arrow next to its name.

P ProessQ™ | A oRGanzaTONs -

File Window Access Admin Reporting Cloud About

USERS

Filter by Advanced Search

——

[ | ACTIONS | LASTNAME | FIRSTMAME | MIDDLE MAME

O # W owor

You may Export the search results to a .csv for
further manipulation and click the “X" and return to
your normal system work.

H s

USERMAME




NOTIFICATIONS
&
Upgrade to TRIGGERS & ACTIONS

The first part of this section provides instruction on creating and configuring basic system triggers
and their associated actions and Notifications that can be provided.

The second part of this section instructs on the enhanced options for triggering both software and
hardware-based actions and Notifications. Enhanced Notifications are a software licensed feature
and are accompanied by the additional capabilities for custom defining the inputs and outputs on
controllers, for use within advance Notifications.



P Prosesiq™
Fle Window Access Admin Reporting Cloud About 9 ProxessiQ™

File Window Access Admin Reporting Cloud About

NOTIFICATIONS

P -

ACTIONS | NAME TRIGGER SOURCE | TRIGGER TYPE
Users Access Profiles Time Schedules Audits/Events System Operator # M iobel Lockdawn Glcbal lockdown

Event
# M MainEntry DFO Low battery Schedued
LM a Glebal lockdown Event

S n =]

Controllers Settings Credentials i Wotifications

esoy | Opsrator Adesstor

From the Home screen\ Dashboard, click “*Notifications”. Your existing Notifications will be listed. Click "Add New
Notification” to do so. You may click on the column titles
(Name, Trigger Source and Trigger Name) to sort by them in
alphabetical order. You may edit or delete any existing
Notification by clicking on its Pencil/Edit icon on the left side.

P ProxessiQ™
Fle Window Access Admin Reporting Cloud About Event

Event

General Scheduled

Hame:

Trigger Type: Fvent

Low battery

Trigger Source: Low battery

Trigger Schedule: | Always

Low battery

me o Live: Global lockdown

Note: "Low Battery” &
“Expiring Credentials” are
good preventative
Notifications to set, to
receive emails in advance
of the resulting poor user
experiences.

Door accessed
Access denied
Lock tampered
Door forced open
Door left open
Door lockdown

Expiring credentials

Enter the name for the new Notification. The “Trigger Type” for initiating a Notificatio
is either an instantaneous Event, or one that is Scheduled. The “Trigger Source” list is e
hown on the right. “Trigger Schedule” is provided to allow different people to receive Always
ails at different times and days. “Time to Live” is the number of minutes you want the Early Bird
ation to remain valid. In other words, it is the number of minutes from activation Never
otification will expire. Selecting “"O” means that the Notification will Not expire
until it is attended to. Only one email will be sent per event.




Cloud  About

General General

ey | Oparsto. Adevisrsor

As an example, we will name a new Notification, “"Preventative
Battery Maintenance”. We will select it to be a scheduled event,
notifying on any-and-all locksets that have a “Low Battery” level
of 30% (This should give you 1 to several months, depending on
usage, advance notice before the low-battery LED begins
blinking on the locksets). The default time for a scheduled
notification is once per week. Click the edit button to change this.

Note: In the following example we will create a Scheduled
Notification. For Notifications with the “Trigger Type” selected
as an “Event”, individual Users/Recipients may be added to be
emailed either always, or just for specific days of the week and
times of the day.

General

Let’s have this email sent out every 4 weeks (click the + & - to Click on “Save”.
change), at 8AM (click there to change), beginning on the date
our choice (click there to change). Click “*OK".



Notification Saved

The notification changes have been saved

This shows the new Notification has been saved. Click “OK".

Select Recipient for Notification

Select the recipient’s name from the drop-down list of Users and
then “User Email” from the next drop-down list. Additional
options may become available for selection in this list. Click OK".

General

ACTIONS | NAME | DELIVERY METHOD

To select someone to receive an email for this Notification

(either on a schedule or as it is received in the software), Click
“"Add a New Recipient”.

—p

General

+ A Mew Recigient

Ready | Operator: Administrator

The recipient now appears in the list for this Notification.
You may return to the Notifications menu by clicking

w ”



ARE -0 x

®

General General

ey | Oparsto. Adevisrsor

Note: In the following example we will create an Event based As an example, we will name a new Notification, “Local
Notification. The primary difference from a Scheduled Lockdown”. This will provide an email from an individual Lockset
Notification is this: With an Event based Notification, individual being put into the Lockdown mode. We will select it to be an
Users/Recipients may be added to be emailed either always, or “Event” based Trigger Type, with a Trigger Source as a “Door
just for specific days of the week and times of the day. Lockdown”, with the email being sent to the Users we will next
From the main Notifications page, Click on “*Add New select, during the “Early Bird” Trigger/Time Schedule. Click
Notification” and this page will open. “Save”.

s Admin Reporting Cloud About

General

Select Recipient for Notification

Click "“Add New Recipient”.

Select the recipient’s name from the drop-down list of Users and
then “User Email” from the next drop-down list. Additional
options may become available for selection in this list. Click OK".



Create a User to Receive Email-as-Text Notifications

P Poesiqr | avowwamons < | =

Here is a User, with their email, to receive T

ema usswirh > civeral - Vlobile Keys, as well as Notifications o s

s m

First Name: ‘ User with

General
. Last Name: [[emai
Credentials Middie Name:

— \

Access Audit T ‘

Event Logs ot [ )L i As it is for any typical User, they have a
Validation Period: Use Default: | .
Mobile Key for door entry.

Pin Code: ‘

Daily Mobile Key

Email ‘ name@companyemail.com

P Proesiq™ | A oraawzanons P Proessi™ | AL oRsanzATONS or this User to receive Notificationsasa @
Text to their phone, Create another User
or them. Enter their email as their email-
Ay = General aitext for:ri’]"‘:a:j( === \

(O | acrions | LasTNamE | FiRSTNAME | MiDDLENAME | EmalL USERNAME ORGANIZATIONS ‘TexlNolmcanun

B £ @ ema User with name@companyemail.com Global Credentials 0 e N ‘ ‘

USERS TEXT NOTIFICATION, USER WITH > GE|

Department Search =% ]
Usemame:

\
Access Audit Exernali: ‘

Organization Global . Share with child
Event Logs g o
Validation Period: Use Default: |

Pin Code:

—
Emait; 1234567890@datt m!)

Mabile Phone:

P Proxessiq™ | ALLORGANZATIONS B Proxessiq™ | AL oRcaNizaTIoNs

TEXT NOTIFICATION, USER WITH > CREDENTIALS USERS

+ Add New Credential Filter by + Add New User

General
[ | ACTIONS | LASTNAME | FIRSTNAME | MIDDLENAME | EMAIL | usernAME | ORGANIZATIONS

B £ 0 ema User with name@companyemail.com Global
Department search =» [l O # M teNotfcation Userwith 1234567890@bxt att.net Global

Access Audit This second User does Not get a credential Here are both of their User records.
assigned to them. Any Notification can be sent to one or both of
this person’s User emails.

Credentials
Event Logs

Mobile phones with AT&T and T-Mobile service plans can receive emails-as-texts, with the full data contents as are
provided in standard emails. In the case of a Lockdown, the information includes the name of the initiator, their phone
number and the door they put into lockdown. Texts are generally much quicker than emails and are easier to set as a
notification to phones, even when locked. They are therefore generally a better emergency method than emails, though
consideration should be given when utilizing them as the sole emergency notification strategy. Generally, a Proxess local
or vicinity lockdown occurs at the onset of an event and the turnaround time for the email and text notifications to arrive
at the recipients’ phones will precede the initiation of mass staff, student, etc. texting, calling and streaming, which will
then likely saturate both cell and WiFi networks.

Email-as Text Format: AT&T 12345678q0@txt.att.net and T-Mobile 12345678g0@tmomail.netnet



mailto:1234567890@txt.att.net
mailto:1234567890@tmomail.netnet

TRIGGERS & ACTIONS UPGRADE

Note: This is a licensed capability. Please contact your Proxess
sales representative for an upgrade.

pﬁ ProxesslQ™ | ALL ORGANIZATIONS

General

ACTIONS | NAME TYPE

m Import CX 1 Door

ACTIONS | NAME | DELIVERY METHOD

& M mcws User Email

ACTIONS | DEVICE ACTION TYPE | DEVICE ITEM TYPE | DEVICE ITEM NAME
L

7
rd
rd

Ready | Operator: Administrator

A greater amount of both triggers and actions can now be selected for activation, from the Notifications menu.

A full list of all the Triggers and Actions are found on the following pages.

The result to the Administrator is that an expanded “Trigger Source” is available for selection.

Triggers are now also available from the various inputs of the BoxIQ (BX) controllers, allowing integration from third-party
systems and products.

Further, Actions have been expanded, to include providing Outputs on the various BoxIQ (BX) Controllers.




Triggers

Current Triggers System Status
*Low Battery *Server Startup
. Less than X % *Controller Offline
*Global Lockdown *** *Controller Reader Offline
*Access Granted *Controller Reader Communication Error
*Access Denied *Mobile Key Usage Alert
*Lock Tampered *Mobile Key Communication Error
*Door Forced Open *Lock Factory Reset
*Door Held Open *loT Hub Connected *
*Door Lockdown *loT Hub Disconnected*
*Remote Door Quick Unlock o
*Remote Door Toggle
*Remote Door Lockdown Advanced Triggers
*Expiring Credentials* *Controller Auxiliary Input
. Within the next X days *Lockdown Count Trigger
Additional Triggers . Number of devices needed to trigger
*Exit Lever . Filter by:
*Brass Key Use *  Door Group
Audit/Event Log Triggers -All possible audit/event logs « Location
sLock Audits * Organization
+System Audits . Require Audit Verification (Yes/No)
*MPD Audits Time Schedule Triggers
«*** See Appendix A for all Audits *Recurring Event

Door Advertisement Triggers «  Weekly, Daily, Hourly (see Notifications)

*Audit Flags Single Event
. HasAnyAudit

. HasAccessDeniedAudit
. HasKeyOverrideAudit

. HasLockdownAudit

. HasBlocklistedAudit

. HasDoorAlertAudit

. HasSystemEventAudit
*Lock Status Flags

. Configured

. Momentary Unlock
. DoorOpen

. DoorUnlocked

. Lockdown

. BatteryLow

. BatteryCiritical

. ActiveREX



Actions

Device Actions
*Momentary Door Unlock

. Select Doors

. Select Door Groups

. Select Locations

. Select Organizations
*Toggle Door Unlocked

. Select Doors

. Select Door Groups

. Select Locations

. Select Organizations
*Toggle Door Locked

0 Select Doors

. Select Door Groups

0 Select Locations

0 Select Organizations
*Lockdown Door

0 Select Doors

. Select Door Groups

0 Select Locations

0 Select Organizations

*Cancel Door Lockdown

J Select Doors

0 Select Door Groups

. Select Locations

. Select Organizations
*Trigger Auxiliary Output

. Select Controller

+ Select Available Auxiliary Output
* Synchronize With Door (Bridge)

. Select Doors

0 Select Door Groups

. Select Locations

. Select Organizations
*Pull Audits (Bridge)

. Select Doors

0 Select Door Groups

. Select Locations

. Select Organizations

Alerts

*Send Email Notification
*Send SMS Noatification
*Send MobileKey Natification
*Send Slack Notification
*Send Teams Notification

System Actions
*Run system backup
. Select backup location
Credential Actions
*Blocklist credential

Others
*Video Integration?
*External System Integrations?

Filter/Constraints

*Time Interval
*Selected Users
*Selected Operators



Appendix A - ProxesslQ Event Audits (1 of 5)

EventCodeName

ACCESS

ENTRY

EXIT

ACCESS_UNDER_DURESS
ENTRY_UNDER_DURESS

EXIT_UNDER_DURESS
ACCESS_UNDER_LOCKDOWN
ENTRY_UNDER_LOCKDOWN
EXIT_UNDER_LOCKDOWN
ACCESS_UNDER_DURESS_DURING_LOCKDOWN

ENTRY_UNDER_DURESS_DURING_LOCKDOWN

EXIT_UNDER_DURESS_DURING_LOCKDOWN
DOUBLE_SWIPE_READER_TOGGLE_UNLOCK
DOUBLE_SWIPE_READER_TOGGLE_CANCEL

MECHANICAL_KEY_ACCESS

LOCKDOWN_INITIATED

LOCKDOWN_CANCELED
CARD_FORMAT_NOT_SUPPORTED
INVALID_SYSTEM_ID
CREDENTIAL_NOT_ON_LOCK_PERMISSIONS_TABLE

ANTIPASSBACK_VIOLATION
CREDENTIAL_NOT_YET_ACTIVATED

CREDENTIAL_HAS_EXPIRED
REVALIDATION_PERIOD_HAS_EXPIRED

NO_ACCESS_GRANTED_TO_THIS_DOOR

ACCESS_NOT_PERMITTED_AT_TIME_OF_PRESENTATION

EventCodeType

VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS

VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
VALID_ACCESS

VALID_ACCESS
VALID_ACCESS
VALID_ACCESS
INVALID_ACCESS
INVALID_ACCESS
INVALID_ACCESS

INVALID_ACCESS
INVALID_ACCESS

INVALID_ACCESS
INVALID_ACCESS

INVALID_ACCESS

INVALID_ACCESS

EventSourceType

LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit

LockAudit
LockAudit
LockAudit
LockAudit

LockAudit
LockAudit
LockAudit
LockAudit
LockAudit
LockAudit

LockAudit
LockAudit

LockAudit
LockAudit

LockAudit

LockAudit



Appendix A - ProxesslQ Event Audits (2 of 5)

EventCodeName EventCodeType EventSourceType
REX_ACTIVE CONTACT_POINT LockAudit
REX_SECURE CONTACT_POINT LockAudit
REX_FAULT_SHORT CONTACT_POINT LockAudit
REX_FAULT_OPEN CONTACT_POINT LockAudit
DOD_ACTIVE CONTACT_POINT LockAudit
DOD_SECURE CONTACT_POINT LockAudit
DOD_FAULT_SHORT CONTACT_POINT LockAudit
DOD_FAULT_OPEN CONTACT_POINT LockAudit
TAMPER_ACTIVE CONTACT_POINT LockAudit
TAMPER_SECURE CONTACT_POINT LockAudit
POWER_ON_RESET LOCK_EVENT LockAudit
FACTORY_DEFAULT_RESET LOCK_EVENT LockAudit
LOCK_PARAMETERS_PROGRAMMABLE_VIA BLE LOCK_EVENT LockAudit
LOCK_DATABASE_PROGRAMMABLE_VIA BLE LOCK_EVENT LockAudit
LOCK_PROGRAM_CODE_FLASHED LOCK_EVENT LockAudit
LOW_BATTERY_WARNING LOCK_EVENT LockAudit
CRITICAL_BATTERY_WARNING LOCK_EVENT LockAudit
BATTERY_FAILURE_FAIL_AS_IS LOCK_EVENT LockAudit
BATTERY_FAILURE_FAIL_SECURE LOCK_EVENT LockAudit
BATTERY_FAILURE_FAIL_SAFE LOCK_EVENT LockAudit
TIME_CHANGED LOCK_EVENT LockAudit
BATTERIES_REPLACED LOCK_EVENT LockAudit
ALERT_DOOR_HELD_OPEN EVENT_GROUP_DOOR_ALERTS LockAudit

ALERT_DOOR_HELD_OPEN_CANCEL EVENT_GROUP_DOOR_ALERTS LockAudit




Appendix A - ProxesslQ Event Audits (3 of 5)

EventCodeName EventCodeType EventSourceType
ALERT_DOOR_FORCED_OPEN EVENT_GROUP_DOOR_ALERTS  LockAudit
ALERT_DOOR_FORCED_OPEN_CANCEL EVENT_GROUP_DOOR_ALERTS  LockAudit
ALERT_ENCLOSURE_TAMPER_OPEN EVENT_GROUP_DOOR_ALERTS  LockAudit
ALERT_ENCLOSURE_TAMPER_CLOSED EVENT_GROUP_DOOR_ALERTS  LockAudit
COMMUNICATION_LOST_TO_PROXESS_HOST COMMUNICATIONS LockAudit
COMMUNICATION_RESTORED_TO_PROXESS_HOST COMMUNICATIONS LockAudit
COMMUNICATION_LOST_TO_READER COMMUNICATIONS LockAudit
COMMUNICATION_RESTORED_TO_READER COMMUNICATIONS LockAudit
DOOR_CREATE ITEM_CREATED Door
DOOR_CREATE_FAIL FAILED Door
DOOR_UPDATE ITEM_UPDATED Door
DOOR_UPDATE_FAIL FAILED Door
DOOR_REMOVE ITEM_REMOVED Door
DOOR_REMOVE_FAIL FAILED Door
DOOR_DELETE ITEM_DELETED Door
DOOR_GROUP_CREATE ITEM_CREATED DoorGroup
DOOR_GROUP_CREATE_FAIL FAILED DoorGroup
DOOR_GROUP_UPDATE ITEM_UPDATED DoorGroup
DOOR_GROUP_UPDATE_FAIL FAILED DoorGroup
DOOR_GROUP_REMOVE ITEM_REMOVED DoorGroup
DOOR_GROUP_REMOVE_FAIL FAILED DoorGroup
DOOR_GROUP_DELETE ITEM_DELETED DoorGroup
DOOR_GROUP_ASSIGNMENT_ADD ITEM_RELATIONSHIP_ADDED DoorGroup

ALERT_DOOR_FORCED_OPEN EVENT_GROUP_DOOR_ALERTS  LockAudit




Appendix A - ProxesslQ Event Audits (4 of 5)

EventCodeName EventCodeType EventSourceType
DOOR_GROUP_ASSIGNMENT_REMOVE ITEM_RELATIONSHIP_REMOVED DoorGroup
USER_CREATE ITEM_CREATED User
USER_CREATE_FAIL FAILED User
USER_UPDATE ITEM_UPDATED User
USER_UPDATE_FAIL FAILED User
USER_REMOVE ITEM_REMOVED User
USER_REMOVE_FAIL FAILED User
CREDENTIAL_CREATE ITEM_CREATED Credential
CREDENTIAL_UPDATE ITEM_UPDATED Credential
CREDENTIAL_REMOVE ITEM_REMOVED Credential
CREDENTIAL_CREATE_FAIL FAILED Credential
CREDENTIAL_UPDATE_FAIL FAILED Credential
CREDENTIAL_REMOVE_FAIL FAILED Credential
OPERATOR_CREATE ITEM_CREATED Operator
OPERATOR_UPDATE ITEM_UPDATED Operator
OPERATOR_REMOVE ITEM_REMOVED Operator
OPERATOR_CREATE_FAIL FAILED Operator
OPERATOR_UPDATE_FAIL FAILED Operator
OPERATOR_REMOVE_FAIL FAILED Operator
CONTROLLER_CREATE ITEM_CREATED Controller
CONTROLLER_UPDATE ITEM_UPDATED Controller
CONTROLLER_REMOVE ITEM_REMOVED Controller
CONTROLLER_CREATE_FAIL FAILED Controller

CONTROLLER_UPDATE_FAIL FAILED Controller




Appendix A - ProxesslQ Event Audits (5 of 5)

EventCodeName

OPERATORMPD_REMOVE

OPERATORMPD_CREATE_FAIL
OPERATORMPD_UPDATE_FAIL
OPERATORMPD_REMOVE_FAIL
ACCESSPROFILE_CREATE
ACCESSPROFILE_UPDATE
ACCESSPROFILE_REMOVE
ACCESSPROFILE_CREATE_FAIL
ACCESSPROFILE_UPDATE_FAIL
ACCESSPROFILE_REMOVE_FAIL
CALENDAR_CREATE
CALENDAR_UPDATE
CALENDAR_REMOVE
CALENDAR_CREATE_FAIL
CALENDAR_UPDATE_FAIL
CALENDAR_REMOVE_FAIL
TIMESCHEDULE_CREATE
TIMESCHEDULE_UPDATE
TIMESCHEDULE_REMOVE
TIMESCHEDULE_CREATE_FAIL
TIMESCHEDULE_UPDATE_FAIL
TIMESCHEDULE_REMOVE_FAIL
AUDITLOG_CLEAR_ALL

AUDITLOG_ROW_REMOVAL
UNKNOWN_EVENT

EventCodeTypeU
ITEM_REMOVED

FAILED

FAILED

FAILED
ITEM_CREATED
ITEM_UPDATED
ITEM_REMOVED
FAILED

FAILED

FAILED
ITEM_CREATED
ITEM_UPDATED
ITEM_REMOVED
FAILED

FAILED

FAILED
ITEM_CREATED
ITEM_UPDATED
ITEM_REMOVED
FAILED

FAILED

FAILED
ITEM_DELETED

ITEM_DELETED
FAILED

EventSourceType

OperatorMPD

OperatorMPD
OperatorMPD
OperatorMPD
AccessProfile
AccessProfile
AccessProfile
AccessProfile
AccessProfile
AccessProfile
Calendar
Calendar
Calendar
Calendar
Calendar
Calendar
TimeSchedule
TimeSchedule
TimeSchedule
TimeSchedule
TimeSchedule
TimeSchedule
AuditLog

AuditLog
Other



MOBILE (Phone) KEYS

(a.k.a. Mobile Credentials)




Total Mobile To Enable

Total Mobile  Keys being (blue) /

used now. Disabl
Keys allotted Direct link isable

to your ... (unchecked)
afn GEH - to edit this Mobile Keys.

BY ProsessiQ™ | ALLORGANZATONS.

File Window Access Admin Reporting Cloud About

Time Schedules Access Profiles Controllers

credential.

- — P ProxessiQ™ | A ORGaNzATIONS = ||
H
'a File Window Access Admin Reporting Cloud About
Settings

MOBILE KEYS

Settings

Click on the “"Mobile Keys” menu to specifically view and
manage Mobile Keys. Global

Note that Mobile Keys are created and issued in the Dis/Enable
Users section and this section is more of a shortcut to
managing and debugging them.

steveruodriguer i edu

pmskimen @lakevilemn gov

B ProcessiQ™ ALL ORGANIZATIONS P Provessiq™ | AL oRcanzaTioNs =1l

flo Window Access Admin Repoting Cloud About
file Window Access Admin Reporting Cloud About S

MOBILE KEYS MOBILE KEYS

Settings Sunee Symbrening Al Mokl Koy 58 Usod Mobie ey 15 7 Sattings Sutis Synchronisiog Al Mobie Keys ;o
LAST MAME FIRST NAME | USERMAME L CREDENTIAL NAME MORBILE CREDENTIAL | ACTION LAST NAWE FIRSTNAME | USERMAME | ENRN

CREDENTIAL NAME MOBILE CREDENTIAL | ACTION
Che ustencibwestermicen

H — s e ——— heis Mol 7
Enatled

e e - peramte ohnathar ohrnymms @412 vaus rodential
Desplaytiame .

Admis's HP Laglop

Steven rodiguercuiedy

prresmen@lakenliemngoy

9 enable a previously dormant Mobile Key, click its box Once Synchronized, the number of Used Mobile Keys
it a blue check and click "Save"”. The system will will increment by 1 (to 16 in this case). The same will

happen in reverse, if you uncheck an MK to disable it.




CLOUD Settings

Enabling the use of Mobile Keys in ProxesslQ®



From the ProxesslQ dashboard, click on Cloud Settings .

Extract the files from the license zip you have received and
open the ProxesslQ_CloudToken text file..

@ : | K = Extract LicensePackage_ -Co_
Time Schedules | Rl | Conuecless Home Share View Compressed Folder Tools
- Documents Pictures Scanned Documents
a g |:: Zip Exe Quotes Proxess Word
Pty e T Imports for ProxessiQ RAS Prezi Ex;rliw
Extract To
« « A4 ¢ « Dow.. » LicensePa... iy Search LicensePackage_ Co_4
A O Name - Type
3 Quick access :
roxess oud lokKen EX oCUmen
Deskt, p 10_CloudTok Text D t
3: sskioR _ Proxessiu_Licenselic LIC File
Download
Feady | Operator: Adminisirator . _UWI'" oo
N ProxessiQ™ | ALLORGANIZATIONS - q
e e T In the Cloud Settings menu, check the “Enabled” box.
Copy each line of text file (including all the special characters, but not
S any extra spaces) and paste them into the appropriate fields.
Leave the “Forced Online” box checked.
@ Then click “Save and Synchronize” until *Synchronized” is shown.
[Prowss Cusiome G 3 | ProxesslQ_CloudToken - Notepad - O
File Edit Format View Help
Display Name: Company ABC
MEAS Host: https://pmcs.proxess.com
[“ MC ACS ID: cae43b59-77f9-44da-aac@-6337796a7ea5
[+RM&&O 8Y:GIUPIMIN+PE2PL3NTM F ———————— Token: eKHZojCClKUv/Ndy9r‘2mxjng4mbOlmil~JPJij7Kc94=

This will check the license against the Proxess Mobile Key issuance
cloud and allow the use of mobile keys in your system.

As you use and purchase mobile keys over time, those quantities will
be displayed in the Mobile Keys menu.

Ready | Operator: Administrator

You may now click the back arrow or the Home button and resume your system programming.



LOGS

All User & Door event logs are available here and may be
searched using multiple custom Boolean rules.




o G 5

41

Mobile Devices

Door Groups. Credentials

>
o

| AL ORGANIZATIONS

%

Settings

System Operator
E=

-
Controllers
Notifications Organizations

Pﬁ ProxessiQ™

AUDITS/EVENTS

Filter by

ACTIONS | EVENT CODE

SOURCE ITEM NAME

Click on the “Logs” menu.

The combination of all User & Door Logs/events are
available here and may be searched using multiple
custom Boolean rules.

As a reminder, a single User’s or Door’s events/Logs
may also be found under their individual records.

SOURCE USER/OPERATOR

EVENT DATE TIME(LOCAL)

CREATED (LOCAL)

EVENT DATE TIME(UTC)

CREATED (UTC)

ORGANIZATIONS

viDEO |

CREDENTIAL_UPDATE

adhoc =3 T CREDENTIAL_UPDATE
General =3 m

Daily Use = [

LOCK_PARAMETERS_PROGRAMMABLE_VIA_BLE
OPERATORMPD_CREATE
LOCK_PARAMETERS_PROGRAMMABLE _VI1A_BLE
MECHANICAL_KEY_ACCESS
MECHANICAL_KEY_ACCESS
LOCK_PARAMETERS_PROGRAMMABLE V1A BLE
USER_UPDATE

ACCESS

CREDENTIAL_UPDATE

CREDENTIAL_UPDATE

CREDENTIAL_UPDATE
ACCESS
CREDENTIAL_UPDATE

CREDENTIAL_CREATE

AR N AL L AN

Refresh Latest Logs

Ready | Operator: Administrator

TS Card

T5 Card

Assumption Classroom 1
Tariq phone
Assumption Classroom 1
Assumption Classroom 1
Assumption Classroom 1
Assumption Classroom 1
Bartee, Carl

Assumption Classroom 1
TS Card

T5 Card

Credential

Assumption Classroom 1

TS Card

TS Card

Administrator

Administrator
Scott, Taariq

Administrator
Administrator
Administrator
Scott, Taariq

Administrator

Administrator

Advanced Search Export Viewing 754 event logs

This is the initial screen. On the left is the list of saved custom searches you or other Operators may have created. You can simply click

4/17/2024 12:37:56 PM
4/17/2024 12:37:32 PM
4/17/2024 12:36:35 PM
4/17/2024 12:35:28 PM
4/17/2024 11:52:43 AM
4/17/2024 11:52:35 AM
4/17/2024 11:52:32 AM
4/17/2024 11:52:19 AM
4/17/2024 11:41:01 AM
4/17/2024 11:40:12 AM
4/17/2024 11:09:43 AM

4/17/2024 11:09:42 AM
41772024 11:09:07 AM

4/17/2024 11:08:42 AM
4/17/2024 11:08:28 AM
4/17/2024 11:08:04 AM

4{17/2024 12:37:56 PM
4/17/2024 1237:32 PM
4/17/2024 12:36:46 PM
4/17/2024 12:35:28 PM
4/17/2024 11:52:54 AM
4/17/2024 11:52:54 AM
4/17/2024 11:52:54 AM
4/17/2024 11:52:34 AM
4/17/2024 11:41:01 AM
4/17/2024 11:52:34 AM
4/17/2024 11:09:43 AM

4/17/2024 11:0%:42 AM
41772024 110907 AM

4/17/2024 11:52:34 AM
4/17/2024 11:08:28 AM
4/17/2024 11:08:04 AM

4/17/2024 4:37:56 PM
4/17/2024 4:37:32 PM
4/17/2024 4:36:35 PM
4/17/2024 4:35:28 PM
4/17/2024 3:5243 PM
4/17/2024 3:52:35 PM
4/17/2024 3:52:32 PM
4/17/2024 3:5219PM
4/17/2024 3:41:01 PM
4/17/2024 3:40:12 PM
4/17/2024 3:09:43 PM

4/17/2024 3.09:42 PM
441772024 3:09:07 PM

4/17/2024 3:08:42 PM
4/11/2024 3:08:28 PM
41772024 3:08:04 PM

the name of the one you want to execute or the trash icon of the one you may want to delete.

Click on “Advanced Search” to perform custom audit searches.

411772024 437:56 PM
4/17/2024 437:32 PM
4/17/2024 4:36:46 PM
4/17/2024 4:35:28 PM
4/17/2024 3:52:54 PM
411772024 3:52:54 PM
4/17/2024 3:52:54 PM
4/17/2024 3:52:34 PM
4/17/2024 3:41:01 PM
4/17/2024 3:52:34 PM
4/17/2024 3:09:43 PM
4/17/2024 3:09:42 PM
4172024 3:0907 PM
4/17/2024 3:52:34 PM
4/17/2024 3:08:28 PM
4/17/2024 3:08:04 PM

Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

Global

Global

Global

Global

-




/ﬁ‘ Advanced Searches

As with the Advanced Search capability in the Users
menu...

Advanced Search

Event Code i Is equal to b 1 R i m
Source Item Name v Contains hd CX DPS m

=) AND (Exclusive)

) OR (Inclusive)

Search

ACTIONS EVENT CODE

ACCESS
ACCESS
ACCESS

ACCESS

N
1
(%)
(@)
(@)
~J

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

4
4
4
4
4
4
4
4
4
4
4

ACCESS

SOURCE ITEM NAME

SOURCE USER/OPERATOR

Test, Gus
Test, Gus
Fob1
Test, Gus
Fob1
Fob1

Test, Gus

EVENT DATE TIME(LOCAL)

11/1/2024 8:22:19 AM

10/22/2024 10:31:45 AM

9/11/2024 1:46:28 PM
9/4/2024 3:36:08 PM

9/4/202 34:38 PM

8/27/2024 1:07:40 PM
8/23/2024 3:37:03 PM
B/23/2024 3:26:07 PM
8/23/2024 3:19:21 PM
8/23/2024 3:14:46 PM

8/19/2024 122742 PM

CREATED (LOCAL)

11/1/2024 8:25:03 AM

10/22/2024 10:32:02 AM

9/11/2024 1:50:03 PM
9/4/2024 3:36:23 PM

9/4/2024 3:34:45 PM

8/27/2024 1:10:03 PM
8/23/2024 3:37:05 PM
8/23/2024 3:30:03 PM
8/23/2024 3:30:03 PM
8/23/2024 3:14:58 PM

8/19/2024 1:30:07 PM

11/1/2024
10/22/2024
9/11/2024 §
9/4720241
9/4/2024 1
8/27/2024 8
8/23/2024
8/23/2024
8/23/2024
8/23/2024
8/19/2024 §




SEARCH SOURCES
Event Date Time
Source Iltem Name

Source Details
Event Code

Event Code Type
Event Source Type

EVENT CODE TYPE

Valid Access

Invalid Access

Contact Point (Physical Input)
Lock Event

Event Group Door Alerts
Communications

Item Created

Failed

[tem Removed

Item Deleted

Item Relationship Added
Item Relationship Removed
ltem Updated

Accessed

EVENT SOURCE TYPE

LockAudit
Door

Door Group
User
Credential
Operator
Controller
OperatorMPD
AccessProfile
Calendar
TimeSchedule
AuditLog
OperatorRole
Other



EVENT CODE NAME

Access

Entry

Exit

Access Under Duress

Entry Under Duress

Exit Under Duress

Access Under Lockdown

Entry Under Lockdown

Exit Under Lockdown

Double Swipe Reader Toggle Unlock
Double Swipe Reader Toggle Cancel
Mechanical Key Access
Lockdown Initiated

Lockdown Cancelled

Card Format Not Supported
Invalid System ID

Antipassback Violation
Credential Not Yet Activated
Credential Has Expired
Revalidation Period Has Expired
No Access Granted To This Door
Access Not Permitted At Time Of
Presentation

Repeated Invalid Attempts

Rex Active

Rex Secure

Rex Fault Short

Rex Fault Open

Tamper Active

Tamper Secure

Power On Reset

Factory Default Reset

Lock Parameters Programmable VIA BLE
Lock Database Programmable Via BLE
Low Battery Warning

Critical Battery Warning

Battery Failure As Is

Time Changed

Batteries Replaced

Alert Door Held Open

Alert Door Held Open Cancel

Alert Door Forced Open

Alert Door Forced Open Cancel
Communication Lost to Proxess Host
Communications Restored to Proxess Host
Communications Lost to Reader
Communications Restored to Reader
Door Create

Door Create Fail

Door Update

Door Update Fail

Door Remove

Door Remove Fail

Door Delete

Door Group Create

Door Group Create Fail

Door Group Update

Door Group Update Fail

Door Group Remove

Door Group Remove Fail

Door Group Delete

Door Group Delete Fail

Door Group Assignment Add
Door Group Assignment Remove
User Create

User Create Fail

User Update

User Update Fail

User Remove

User Remove Fail

Credential Create

Credential Update

Credential Remove

Credential Create Fail
Credential Update Fail
Credential Remove Fail
Operator Create

Operator Update

Operator Remove

Operator Create Fail

Operator Update Fail

Operator Remove Fail

Controller Create
Controller Update
Controller Remove
Controller Create Fail
Controller Update Fail
Controller Remove Fail

Controller Password Accessed

Controller Connecting
OperatorMPD Create
OperatorMPD Update
OperatorMPD Remove
OperatorMPD Create Fail
OperatorMPD Update Fail
OperatorMPD Remove Fail
AccessProfile Create
AccessProfile Update
AccessProfile Remove
AccessProfile Create Fail
AccessProfile Update Fail
AccessProfile Remove Fail
Calendar Create

Calendar Update
Calendar Remove
Calendar Create Fail
Calendar Update Fail
Calendar Remove Fail
TimeSchedule Create
TimeSchedule Update
TimeSchedule Remove
TimeSchedule Create Fail
TimeSchedule Update Fail
TimeSchedule Remove Fail
AuditLog Clear All
AuditLog Row Removal
OperatorRole Create
OperatorRole Update
OperatorRole Remove
OperatorRole Create Fail
OperatorRole Update Fail
OperatorRole Remove Fail
Unknown Event



Run a Report for Who Has Access

to Which Access Profile

[ J
[ J
[ J
[ J
ch ® ¢ - o x
[ J
Acrobat | comments ‘
N Skl
7 A\
[EH Conditional Formatting ~ fH Insert ~ >~ /A [} ] [ ]
- > (157 D o
%9 i Format as Table ~ & Delete > " || Sort & | Find & Add-ins  Analyze Copilot Create
- T Cell Styles ~ [ Format ~ & ~ \Filter -/ Select ~ Data aPDF
dumber N Styles Cells Eu,‘rnﬁ Add-ins Adobe Acro. ™
~ [ J
[ J
N Q P Q R S V\ U \J W X ¥ -
* |Creden| v | Creden| ~ | Creden| v | Creden] ~ | Creden| v | Enablel ~ | Accelis| v | Ciedeni ~ | Creden] ~ | BlockLi ~ | Remove ¥ ser
126 Emergend A “gency-Respr Active FALSE FALSE
SortAtod r
4 Credentg 24 SortAto 12098 Active  FALSE  FALSE
49 Pass-Thn il SortZto A Active FALSE FALSE
115 Credentia i Active FALSE FALSE
98 Credentia Sort by Color > L|Member 2 Active FALSE FALSE
103 Wesley M 1|Member 2 Active FALSE FALSE
89 Jason Mo ec Active FALSE FALSE
116 Blank We| ec|Membe Active FALSE FALSE
86 Credentig '|_' Hall124  Active FALSE FALSE
126 WM Mobi Il Perimetel Active FALSE FALSE
133 AG Mohil Il Perimetel Active FALSE FALSE
130 JC Mobile = ) = E FALSE
129 BC Mabil{ (. TextFilters 2 Equals.. SE  FALSE
131 Jason C ‘_ — Does Not Equal... SE FALSE
127 JR Mobil search | SE  FALSE
132 RC Mobils [ (Select All) ~ Begins With... SE FALSE
1 Bad Math - [¥| **Emergency-Responder™* Ends With... sE FALSE
2 Bad Math ¥ AP1 - — SE FALSE
32 Switch M € contains. D) SE | Custom Autofilter
42 Bad Math -0 Member 1 L ot ) L
£A ANNA P - [#] Member 1|Member 2 Does Not Contain... lec | Show rows where:
Parks & Rec AccessProfilelist o
-[¥] Parks & Rec|Member 1 Custom filter.. contains v@,/ti
® and O or o

-.[¥| Schreiver Hall 124

-.[¥| Trane U All Perimeter Doors

[ Trane U All Perimeter Doors|Tran¢
-[¥] Trane U All Perimeter Doors|Trane
-.[¥| Trane U Dorm 1 Commen

..]wl Trane U IT v
£ >

|_ Cancel |

Use 7 ta represent any single character
Use * to represent any series of characters

In ProxesslQ: Export the Users list

Add a Filter to the spreadsheet

Click on the filter arrow on column T -
the Access Profile List

Mouse over “Text Filters”

Click “Contains”

Type the name of the Access Profile you
want to sort (find the list of names) for
Click OK

The spreadsheet will now only show you
those Users/Credentials who have that
particular Access Profile in their list of
APs

Cancel



/ﬁ‘ Available in the locks and soon to be added to ProxesslQ

version: 1,

size: 256,
firstLockSyncDateUnix: @,
lastLockSyncDateUnix: O,
motorUnlock: 368,
motorLock: 308,

commErrors: 1,

restarts: O,
exteriorPowerResetDetetected: ©,
buttonUses: 8,
cardCredentialUses: ©,
cardCredentialSuccessUses: ©,
mobileKeyUses: @,
mobileKeySuccessUses: @,
detectedPhysicalKeyUses: 9,
bridgeStimuliUses: ©,
lockWakeups: 12,
factoryResets: 0,
coldTempRuntimeOverridelLl:
coldTempRuntimeOverridel2:
coldTempRuntimeOverridel3:
enterLockdownCount: @,
togglelLockedStateCount: 8,
rexCount: ©,
dpsChangeCount: ©

(Vo)
%)
@)
@)
~J




SETTINGS




File Window Access Admin Reporting About

SETTINGS > DOOR DEFAULTS

General Settings

K‘l Door Defaults D

Momentary Unlock Time:

Momentary Unlock Time Ext
Door Held Open:
Door Held Open Extended:

First Person In.

3 +
30 4
30 +
60 +

ﬁFrmessAccessCmm\System =fn% > ¥ - 0 x

Event Recording to Card:
Record Valid Access Attempts;

Record Invalid Access Attempts

v
Record Contact Points: |+
Record Lock Events; v

v

Record Communications:

reader, cardholder and operator.

Lock Mode: Storeroom Mode - —}@
Lock Mode: USMountain . Construction Made
Storeroom Mode
Advanced Settings Office Mode
Audit Overwrite Policy: Circular - Privacy Made
Failure Condition: Fail Safe - \A
Series Resistor: 54 = Fived
Parallel Resistor: 54— @
Toggle Delay Time: 54 — ——
Lockdown Cancel Delay Time: 54— Fail As Is
Interior LED Lockdown Indication:
Time llluminiated: + - feil Secure:
Time Extinguished: fe - -
Exterior LED:
LED lumination Time for Invalid Access: f -
£D uminatian Time for Valid Access: -
Egress Cancels Lockdown
Pass-Through Cancels Lockdown: v
Beep with Programming:
Beep when Access Granted v
Beep when Access Denied v

These tabs show the default settings used throughout the ProxesslQ™
software. Each of them can be customized to your preferences, by site,

Unless changed, all new devices (i.e. controllers, readers, ...), operators
and cardholders will be defaulted to the attributes on these tabs.
To change the default settings usage, you may either uncheck the
appropriate box on these tabs (which will change all future defaults) or you
may uncheck the individual box next to the field that you are configuring
Isewhere in the software (which will affect only that device or person).

@ Proxess Access Control System
Eile Window Access Admin Reporting About

SETTINGS > AUDIT LOG SETTINGS

Door/Lock Audit Events

HLIE- AR

Valid Access Events

Invalid Access Access Events

Access: ¥ Repeated Invalld Attempts: v
Entry Card Format Mot Supported:
—_— Bt Invalid System ID:
lAUdlt Log Settings Access Under Duress: Credential Not On Lock Permissions Table:
Entry Under Duress  + Antipassback Vialation:  +
Enry Under Duresss Credentisl Not et Activated:
Access Under Lockdown: v Credential Hos Expired:
Entry Under Lockdown: Revalidation Periad Has Expired:
Exit Under Lockdown: ¥ No Access Granted To This Door.
Access Under Duress During Lockdown: | Access Not Permitted At Time Of Presentalion: |+
Entry Under Durese During Lockdown: v
Entry Undler Duress During Lockdowm: ¥
Dauble Swipe Reader Toggle Unlock:
Double Swipe Reader Togale Cancet:
Mechanical Key Access: ¥
Lockdown Initiated: bd
Lockdown Canceled: ol
Lock Events Contact Point Communications
Batteries Replaced: v/ TamperSecurss Communication Restored To Reader:
Power OnReset: v/ RexActive: v Communication Lost To Proxess Host v/
factory Default Reset: v/ RexSecure: ¥ Communication Restored To Proxess Host: v
Lock Parameters Programmable Via Ble:  «  RexfaultShort Communication Lost To Reader:
Lock Database Programmable Via Ble: v RexFault Open:
Lock Program Code Flashed: v/ Dod Active: v
Low BatteryWaming: +  Dod FaultShort:
Crtical Battery Wamning: v Dod Fault Open:
Battery Falure FailAsls. v TamperActve:
Battery Failure Fail Secure: L4 Dod Secure: v
Battery Failure Fail Safe: v/
Time Changed: v

B e

SETTINGS > CREDENTIAL DEFAULTS

General Settings

Door Defaults

Credential Defaults

Audit Log Settings

Ready | Operator: rschorr

o x




ORGANIZATIONS

A.k.a. Partitioned Database & Landlord-Tenant

Documentation coming soon.
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LOCKDOWN
CONFIGURATIONS




Define the Lockdown parameters
for a Door, including the use of
the Lockdown button on the Lock
and requiring the use of the Lever
for a Lockdown.

Create Physical Cards &
Fobs for First Responders.

Create Mobile Keys for
First Responders.

Create and enable Mobile
Keys to perform Lockdowns
from across the room.

1t Responders receive Door
#, Initiator Name & Phone #

Connect locks and BLE
controllers to gateways to
place them into Lockdown,
whenever another specific
system event occurs (defined
in Notifications).

Controllers

Custom define an external Input
and/or Outputin Controllers, for » device to perform any number of
their use in Notifications.

Configuring Various Lockdown Operations

Lockdown Capabilities
With the addition of a gateway, local

Local: Lockdown events can automatically
go to the software and create a
Grouped or Global Lockdown

vl B -OR - >
o3 | - EEm S
~ e bt by 4 (((’, =% External Mt featon

Initiate Global Lockdown
from dedicated button on
Doors menu

=]

Notifications

Q Configure a Global or
J Grouped Lockdown to

occur due to any system-

&S defined event.
Athletic E5=- Remote Unlock
Lockaown Card. Field Doors for 15t
Responders
AY Notécaton
Panic Bation Campus Hall §
Wearabie o a

Initiate Lockdown
from Athletic fields.

U No Wiring

=]

Notifications

Configure any system event or external

system and external events.



LOCKDOWN APPLICATIONS
8 Local/atthe Door
Press & hold the button on the inside of the lock
Press the button & also hold down the lock’s lever
With gateways, automatically sends the event to the software
8 Vicinity / Threat Radius
Mobile Phone Lockdown button from across the room
Sends the event to the software
Triggers Admin & First-Responder notifications
Includes initiator’s door & phone number
Triggers lockdown in other attached ACSs
Annunciates message over PA system
Initiates sirens/horns and strobes
8 Global
Press the button in the software or mobile phone app
Triggered from a Local or Vicinity lockdown
Triggered from a 3™-party ACS or device
8 Grouped
Lockdown certain doors and unlock others, based on the location of the Lockdown
8 Combinations...to segregate building lockdowns vs escape routes
8 Inbound/External Stimulus
Utilize existing 3 party buttons, either lanyard worn or fixed on walls & desks
8 Outbound Connection
8 Video Verification
8 First responder awareness
Phone number of first initiator — The right person to give the current status
8 Multiple first-responder credentials
Giving access to the 2" First-Responder...Mobile Keys, fobs & cards
8 Cost-effectively Extend Lockdown Zones to portable classrooms, the athletic field,
cafeteria, Auditorium & gymnasium
8 Accommodates the most flexible lockdown policies




Configure Emergency Responder Credentials

a8 Open Notepad with administrator privileges
a8 Open C:\Program Files

B B B B

[- I - DR - DR - o)

(x86)\Proxess\Server\Proxess.ServiceHost.Console.exe.config
Find the config section that starts with <Proxess> and add the following key:
<add key="emergencyresponsemacroenabled"” value="true" />
Open Notepad with administrator privileges
Open C:\Program Files
(x86)\Proxess\Server\Proxess.ServiceHost.Console.exe.config
Find the config section that starts with <Proxess> and add the following key:
8 <add key="emergencyresponsemacroenabled" value="true" />
The config should look similar to this:
<Proxess>
<add key="emergencyresponsemacroenabled" value="true" />
</Proxess>
Save the config file
Using the Proxess Control Center, stop and start the ProxesslQ Service
Using ProxesslQ Client, navigate to the "Access Profile" module
Create a new Access Profile with this exact name ***Emergency-Responder***,
Any deviations from this exact format will not work
Create a new user and credential for holding the Emergency Responder credentials
(Make the User’'s name memorable so its not deleted)
After creating an Emergency Responder credential, set the Expiration date to some
time in the distant future. This Access Profile will have an Infinite Validation period
(actually, until the Expiration date)
Assign the ***Emergency-Responder*** access profile to the credential.
Write the credential to a card



LEDs for DEBUGGING
LOCKS & CONTROLLERS




Information & Debugging LED/Light Sequences

Cylindrical / Mortise / Exit Trim

e Rainbow (all colors in sequence) - Startup sequence when lock is
powered on or restarts

e White - When interior button pushed, one flash white means lock is in

construction mode (unprogrammed)

Green - Access granted

Red - Access denied

Blue - Data communication issue happening

Triple red - Battery low or when toggled locked

Triple green - Toggled unlocked

Yellow - Bad/defective/uninitialized credential

Teal - Bluetooth timeout

Purple - Communication problem with the lock’s reader board trying to

connect with the interior board

Cylindrical 6-pin Cable Pinouts

Pin 1 (Red) — Battery power

Pin 2 - Ground

Pin 3 — 3V regulated power from external board
Pin 4 - Communication Transmit

Pin 5 - Communication Receive

Pin 6 - Comms wake-up

Additional LEDs (all with 700ms ON/700ms OFF timing except MIDNIGHT)
e ALARM_DOOR_UNLOCK SCHEDULE_BEGINS - 4 x Green flashes

e ALARM_DOOR_UNLOCK_SCHEDULE_ENDS - 5 x Green flashes

e ALARM_DOOR_TOGGLE_SCHEDULE_ENDS - 6 x Green flashes

e ALARM_HOLIDAY_SCHEDULED - 7 x Green flashes
 ALARM_DOOR_MIDNIGHT - 2 x Green flashes ( 1200ms ON/700ms OFF)




Information & Debugging LED/Light Sequences

Mini-IQ Reader

Rainbow (all colors in sequence) - Startup sequence when lock is
powered on or restarts

Green - Access granted

Red - Access denied

Blue - Data communication happening

Triple red - Battery low or toggled locked

Triple green - Toggled unlocked

Yellow - Bad/defective/uninitialized credential

Purple/white (reader light will be half illuminated purple & half white) -
Error pushing firmware, reader will restart on its own within a few minutes
(do not reset power)

Yellow - Bad/defective/uninitialized credential

Pulsing red — Reader cannot communicate with Mini-IQ board



Information & Debugging LED/Light Sequences

Reader (connected to a BoxIQ online controller)

Rainbow (all colors in sequence) - Startup sequence when lock is
powered on or restarts

Green - Access granted

Red - Access denied

Blue - Data communication issue

Triple red - Battery low or toggled locked

Triple green - Toggled unlocked

Yellow - Bad/defective/uninitialized credential

Purple/white (reader light will be half illuminated purple & half white) -
Error pushing firmware, reader will restart on its own within a few minutes
(do not reset power)

Yellow - Bad/defective/uninitialized credential

Pulsing red — Reader cannot communicate with BoxIQ

Stuck on solid blue — Can happen after firmware updates, reader is
waiting for a command from a controller. Any action should set the reader
lights to normal. Also consider a firmware upgrade.



Mortise (MX) Motor Run-time Options

Also, we currently do NOT run the temperature compensation code if
MotorRuntimeOverride is set. The temperature compensation adds the following:

*80ms if temp is less than -20 C (-4F),
*50ms if temp is less than -10C (14F)
*30ms if temp is less than -0.5C (31.1F)
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CONFIGURATION




PROXESSIQ™ CONTROL CENTER

Server Status

PROXESSIQ™ CONTROL CENTER

Stop Proxess Service

Server Status: Running

Server Version: 1541

Client Configuration

Get Client Configuration File

[ ] include Root Certificate Export

Backup Utilities

Create Local Database Backup

Logs

View Server Logs

Backup Server Config

Export Server Logs

Additional Details

Server Location:

Database Server:

Database Name:

C:\Program Files (xB6)\Proxess\Server\,

[(LocalDb\MSSQLLocalDB

ProxessiQ

PROXESSIQ™ CONTROL CENTER
Web API Configuration

Enable API: ® On

Client Configuration Details

File Path: | C:\P

CLIENT NAME CLIENT ID

Web API Configuration

Enable AP!:

Client Configuration Details

File Path: | C:\F

CLIENT NAME CLIENT ID

ProxessiQ API client proxessiq.api.client

Selected Client Details

Client ID: | proxessiq.api.client

API Certificate Binding

Binding For: desktop-une0fp0:8015
Thumbprint: 687D92402440315ECE6B1D2F40F32B1A6ABA719H
Subject: CN=DESKTOP-UNEOFPO
Valid From: 8/24/2024 10:56 AM Valid To: 8/24/2074 10,6 AM
Issuer: CN=Proxess Root Certificate Authority

B ProxessiQ API diient proxessiq.api.client

Selected Client Details
Client ID: | proxessiq.api.client

Seaets: | zBJ9n6CtRRuBTzgBkkWXhQaeby | £

API Certificate Binding

Binding For: desktop-une0fp0:8015
Thumbprint: 687D92402440315ECE6B1D2F40F32B1A6ABA7196
Subject: CN=DESKTOP-UNEOFPO
Valid From: 8/24/2024 10:56 AM Valid To: 8/24/2074 10:56 AM
Issuer: CN=Proxess Root Certificate Authority

Remove Binding




PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service

Server Status: Running

Server Version: 154.1

Client Configuration

Get Client Configuration File || Include Root Certificate Export
Backup Utilities

Create Local Database Backup Backup Server Config
Logs

View Server Logs Export Server Logs

Additional Details
Server Location: ‘C\Program Files (x86]\Proxess\Servery
Database Server: | (LocalDb)\MSSQLLocalDB

Database Name: ProxessiQ

PROXESSIQ™ CONTROL CENTER
Server Status

Start Proxess Service

Server Status:

Server Version:

Client Configuration

Get Client Configuration File | | Include Root Certificate Export
Backup Utilities

Create Local Database Backup Backup Server Config
Logs

View Server Logs Export Server Logs

Additional Details
Server Location: CAProgram Files (x86)\Proxess\Server\
Database Server: {LocalDb)\MS5Ql LocalDB

Database Name: ProxessiQ

PROXESSIQ™ CONTROL CENTER

Server Status

Stop Proxess Service

Server Status: Running

Server Version: 154.1

Client Configuration
Get Client Configuration File — Include Root Certificate Export
Backup Utilities

Create Local Database Backup Backup Server Config

Logs

Additional Details
Server Lacation: |caPragram Files (@8)\Proxess\Server,

Database Server: | (LocAIDBI\MSSQLLocaIDB

Database Name: ProxessiQ




| ¥ % = Logs - O
1 & Cut B x _I T New item ~ 5 wlopen~  HHSelectall
i ‘ I Copy path * 1] Easy access ~ | Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties
e [] Paste shortcut  tg= o= = folder - @History 5 Invert selection
Clipboard Organize New Open Select
™ <« Proxess » ProxesslQServer > Logs v O Search Logs
Bac * Left Arrow) | & [ Name Date modified Type Size
® Zp&be = ServerLog20240920 Text Document
9
& OneDrive | ServerLog20240921 Text Document

67 items

@ OneDrive - Personal

2 Deskiop

a: Documents

2

Email attachments

b Pictures

ul LicensePackage Re

aF LicensePackage_To

= This PC

“J 3D Objects
f Desktop
a: Documents

4 Downloads

D Music

b Pictures

B videos

Local Disk (C:)

&

T item selected 845 K

ServerLog20240922
ServerLog20240923

Serverog20240924
ServerLog20240923
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=] ServerLog20241003
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=/ ServerLog20241005
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[INF]
[INF]
[INF]
[INF]
[INF]
[INF]
[WRN]
[INF]
[VRB]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
[DBG]
[VRB]
rerrl

Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:
Log:

Dnnvace

Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.
Proxess.

Communication.Server.Managers.StandardControllerCommandManager :

Business.Managers.UserCredentialInfoCacheManager :

Communication
Communication.
Communication.
Communication.
Communication.
Business.
Business.
Business.

Business

Business.
Business.
Business.
Business.
Business.
Business.
Business.

Business

Business.
Business.
Business.
Business.
Business.
Business.
Business.

Business

Business.
Business.
Business.
Business.
Business.

Bucinace

Managers.
Managers.
Managers.
.Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
.Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
Managers.
.Managers.
Managers.
Managers.
Managers.
Managers.
Managers.

Mansmanc

.CloudServerProxy.MPDCloudServerProxyManager :
CloudServerProxy.MPDCloudServerProxyManager :
CloudServerProxy.MPDCloudServerProxyManager :
CloudServerProxy.MPDCloudServerProxyManager :
Server.Managers.StandardControllerCommandManager :
Remove door states for all doors connected to controller South of Richmond
Door state change detected - Lock State:LOCKED Door Position DOOR_CLOSED

for Credential 0@-00-0@-00-0@-18-78-52.

DoorStateManager :
DoorStateManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentiallnfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentiallnfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built
UserCredentiallnfoCacheManager :
CardManager : CardUpdate Built
UserCredentialInfoCacheManager :
CardManager : CardUpdate Built

llean nadantis1Tnfal arhaMansaan -

Controller connection is

] X

old - ablabbdd-35a4-444a-94c4-1886a2ec2z ~

Cache expired for 12 physical credentials

Connection closed.
disposing old connection
Trying preferred servers.

Controller disconnected:

Card updated because Revalidation Date

for Credential ©0-00-80-00-80-19-71-00.

Card updated because Revalidation Date

for Credential ©0-00-00-00-00-01-20-98.

Card updated because Revalidation Date

for Credential @@-00-00-00-00-01-40-81.

Card updated because Revalidation Date

for Credential 00-00-00-00-00-10-43-02.

Card updated because Revalidation Date

for Credential 00-00-80-00-80-01-20-97.

Card updated because Revalidation Date

for Credential ©0-00-00-00-00-01-42-37.

Card updated because Revalidation Date

for Credential @0-00-00-00-00-01-24-14.

Card updated because Revalidation Date

for Credential 00-00-00-00-00-01-17-53.

Card updated because Revalidation Date

for Credential 80-00-80-00-80-01-22-56.

Card updated because Revalidation Date

for Credential ©0-00-00-00-00-01-40-53.

Card updated because Revalidation Date

for Credential @0-00-00-00-00-02-10-95.

Fand ndstad harasnes Bawalidstinn Nata

Ln1, Cold

Connecting to proxy at: https:

//proxyl.proxess.com/
South of Richmond (a6labbdd-35a4-444a-94

Revalidation date: 18/9/2834 11:59:59 F
changed. Updating card and setting has ¢
Revalidation date: 18/9/2834 11:59:59 F
changed. Updating card and setting has ¢
Revalidation date: 10/13/2024 11:59:59
changed. Updating card and setting has
Revalidation date: 10/9/2034 11:59:59
changed. Updating card and setting has
Revalidation date: 18/9/2034 11:59:59
changed. Updating card and setting has
Revalidation date: 18/9/2834 11:59:59
changed. Updating card and setting has
Revalidation date: 10/12/2024 11:59:59
changed. Updating card and setting has
Revalidation date: 10/9/2034 11:59:59
changed. Updating card and setting has
Revalidation date: 18/9/2034 11:59:59
changed. Updating card and setting has
Revalidation date: 18/9/2834 11:59:59
changed. Updating card and setting has
Revalidation date: 10/9/2034 11:59:59
changed. Updating card and setting has
Revalidation date: 10/9/2034 11:59:59

rhanmad

AmAmA A

linAds+ina rand and cattina hae

¥y maAa mAa TmA A ToA

100%  Windows (CRLF) UTF-8




| SencerLog20241011 - Notepad
7N\
Fill( Edit bormat View Help

2028-15511 15:01:26.489 -84:08 [WRN] Log: Proxess.Communication.Server.Managers.StandardControllerCommandManager : No key found for e.{.]7%t8=-@=>T-.

2024-18-11 15:081:26.542 -84:80 [VRB] Log: Proxess.Business.Managers.ProxessCloudManager : GetMobileCredentialStatus

2024-18-11 15:01:26.758 -04:080 [VRB] Log: Proxess.Business.Managers.ProxessCloudManager : found @ overlap(s)

2024-18-11 15:01:27.228 -84:80 [INF] Starting IdentityManager configuration

2024-18-11 15:01:27.275 -04:80 [INF] Log: Proxess.Communication.ProxessCloudIntegration.ProxessCloudfpiService : Connected

2024-18-11 15:81:27.291 -04:80 [DBG] Log: Proxess.Communication.ProxessCloudIntegration.ProxessCloudfpiService : Manually check audits

2024-)2=515:41:27 420 04-04 [TNE] Tdantitu Server up and running....

2824{\: nd )) > le found. Skipping license processing.

2824- = — ig file found. Skipping loading.

2024-1 Hgdwh@)' ‘ FndNext  5ry Integration is not configured

gggj:i: — I— E— :gled Begin startup...

2024-1/ [ Match case OUp @ Down t to 8015

2024-1 5 set to True

20241 (W around DESKTOP-UNE@FP@ port: 815

2024-18-11 15:81:27.444 -94:80 [INF] Web API - Base WebAPI Address https://DESKTOP-UNEBFP@:8815/

2024-18-11 15:081:27.444 -04:80 [INF] swaggerOverrideUrl set to

2024-18-11 15:01:27.444 -84:80 [INF] Registered WebAPI Addresses:

2024-10-11 15:01:27.444 -p4:00 [INF] - https://DESKTOP-UNE@FP@: 8015

2024-18-11 15:01:27.444 -04:0@ [INF] - https://localhost:8@15

2024-18-11 15:01:27.645 -04:080 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : WebAPIStartup: Configuration start...

2024-18-11 15:81:27.745 -04:80 [INF] Log: Proxess.Business.Managers.ProxessCloudManager : Ensure Switch Tech Registration result: True

2024-18-11 15:081:28.592 -04:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : Web API base address https://DESKTOP-UNE@FP@:8015

2024-18-11 15:081:28.592 -04:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup f'/;" s-Swagger. .

2024-18-11 15:081:28.613 -084:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup lddress: https://DESKTOP-UNE@FP@: 8815/ swagger/ui/index

2024-18-11 15:81:28.676 -84:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDatarass, v skip inactive credential | 31 Credential | status:Active DeleteFlag:False Blocklis

2024-18-11 15:01:28.676 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 32 Switch MK | status:Active DeleteFlag:False Blocklist

2024-18-11 15:81:28.686 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 1 Bad Math Card | status:Active DeleteFlag:False Blockl

2824-18-11 15:01:28.686 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : adding | 2 Bad Math Mobile

2024-18-11 15:01:28.694 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 5 James Lockdown | status:Active DeleteFlag:False Block

2824-18-11 15:01:28.696 -04:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 13 James Mobile | status:Active DeleteFlag:False Blockl

2824-18-11 15:01:28.696 -84:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 14 Tom Dacey Mobile | status:Active DeleteFlag:False Bl

zmn_m_n 15:01:9% RAA _O1:00 TNRE1 | Aan: Dravacc Rucinace Manamanc ArcTrancnnntNataManaman + clin dnartiva sradantial | 168 Smant Cradantial | ctatuc:Naartivatad nn'\nfnt'len-Tv‘)\ e
Ln 3037, Col 94 100%  Windows (CRLF) UTF-8

7 ServerLog20241011 - Notepad - m] X

File Edit Format View Help

2024-18-11 15:081:26.489 -084:80 [WRN] Log: Proxess.Communication.Server.Managers.StandardControllerCommandManager : No key found for e.{.]7%t8=-@=>T-.

2024-18-11 15:081:26.542 -84:80 [VRB] Log: Proxess.Business.Managers.ProxessCloudManager : GetMobileCredentialStatus

2024-18-11 15:01:26.758 -04:080 [VRB] Log: Proxess.Business.Managers.ProxessCloudManager : found @ overlap(s)

2024-18-11 15:01:27.228 -84:80 [INF] Starting IdentityManager configuration

2024-18-11 15:01:27.275 -04:80 [INF] Log: Proxess.Communication.ProxessCloudIntegration.ProxessCloudfpiService : Connected

2024-18-11 15:81:27.291 -04:80 [DBG] Log: Proxess.Communication.ProxessCloudIntegration.ProxessCloudfpiService : Manually check audits

2024-18-11 15:81:27.429 -04:80 [INF] Identity Server up and running....

2024-18-11 15:81:27.429 -04:80 [VRB] No license file found. Skipping license processing.

2024-18-11 15:81:27.429 -84:80 [VRB] No cloud config file found. Skipping loading.

2024-18-11 15:01:27.444 -84:80 [INF] Active Directory Integration is not configured

2024-18-11 15:01:27.444 -04:00 [INF] Web API is enabled. Begin startup...

2024-18-11 15:01:27.444 -04:0@ [INF] Starting WebAPI...

2024-18-11 15:01:27.444 -04:0@ [INF] WebAPIPort set to 8@15

2024-18-11 15:01:27.444 -04:080 [INF] WebAPIUseHttps set to True

2024-18-11 15:81:27.444 -04:00 [INF] WebAPT host: DESKTOP-UNE@FP@ port: 8015

2024-18-11 15:81:27.444 -04:80 [INF] Web API - Base WebAPI Address https://DESKTOP-UNEBFP@:8815/

2024-18-11 15:081:27.444 -04:80 [INF] swaggerOverrideUrl set to

2024-18-11 15:01:27.444 -84:80 [INF] Registered WebAPI Addresses:

2024-10-11 15:01:27.444 -p4:00 [INF] - https://DESKTOP-UNE@FP@: 8015

2024-18-11 15:01:27.444 -04:0@ [INF] - https://localhost:8@15

2024-18-11 15:01:27.645 -04:080 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : WebAPIStartup: Configuration start...

2024-18-11 15:81:27.745 -04:80 [INF] Log: Proxess.Business.Managers.ProxessCloudManager : Ensure Switch Tech Registration result: True

2024-18-11 15:081:28.592 -04:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : Web API base address https://DESKTOP-UNE@FP@:8015

2024-18-11 15:081:28.592 -04:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : Enabling Swagger..

2024-18-11 15:081:28.613 -084:80 [INF] Log: Proxess.ProxessIQ.WebAPI.WebAPIStartup : Swagger UL addres

2024-18-11 15:081:28.676 -84:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive crodand nt er L letotostActive DeleteFlag:False Blocklis

2024-18-11 15:01:28.676 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 32 Switch MK | status:Active DeleteFlag:False Blocklist

2024-18-11 15:81:28.686 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 1 Bad Math Card | status:Active DeleteFlag:False Blockl

2824-18-11 15:01:28.686 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : adding | 2 Bad Math Mobile

2024-18-11 15:01:28.694 -04:00 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 5 James Lockdown | status:Active DeleteFlag:False Block

2824-18-11 15:01:28.696 -04:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 13 James Mobile | status:Active DeleteFlag:False Blockl

2824-18-11 15:01:28.696 -84:80 [DBG] Log: Proxess.Business.Managers.AcsTransportDataManager : skip inactive credential | 14 Tom Dacey Mobile | status:Active DeleteFlag:False Bl

zmn_m_n 15:01:9% RAA _O1:00 TNRE1 | Aan: Dravacc Rucinace Manamanc ArcTrancnnntNataManaman + clin dnartiva sradantial | 168 Smant Cradantial | ctatuc:Naartivatad nn'\nfnt'len-Tv‘)\

Ln 3037, Col 143 100%  Windows (CRLF) UTF-8
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ProxessIQ™ API

AccessPro

AuditLog

Calendar

Controller

Credential
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User
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} swagger ntp

ProxessIQ™ API

AccessProfile
AuditLog
Calendar
Controller
Credential

Door Show/Hide ~ List Operations  Expand Operations

RN /api/door/getdoors Returns a list of all active doors

/api/door/getdoor/{id} Geta specific door by it's door id

Get a specific door by its door external id

/api/do doorbyexterr

Creates 3 new doar. Al new doars require a unique External I string defined. A UUID/GUID I recommended but any client defned unique string i usable. It i
optimal to use the calling systems id fleld

/api/door/createdoor

/apifdoor/updatedoor/{id} pdates an existing door in the system
fapi/door/updatedoorbyexternali Jpdatas an existing door in the system.

X3 /=pirdoorsremovedoor id)

Removes an existing door by the doors id.This doar willbe soft-deleted in the system by setting the sDeleted flag to true. The door will 10 longer be returned in
any get door API calls.

pirdoor/r b idr{externalldy
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ProxessIQ™ API

AccessProfile
AuditLog
Calendar
Controller
Credential
Door

- /api/door/getdoors

Response Class (Status 200)
oK

Example Value

“UnlockTime™: 8,
“UnlackTimeExtended™: @,

“DoorHeldOpenDetectTime™ :
“BoorHeldOpenDetectTimeExtended”

“FirstPersonIn”: true,
“Calendarld™: @,
“UnlockTimeScheduleld"

“ToggleEnableTineScheduleld

adn| 3 Acc] i Con| ) ten{ [ 15C| (~ 202 ] Trig| % Co| m inte| m The| B Rad| 4 Con|ED Rep ® x @ Swe| + -

G m = @ @

dex#!/D

ShowsHide ~ List Operations ~ Expand Operations

Returns a list of all active doors

o,

Response Content Type | appiicationjson v |

Try it outl

NF| © Doc| | Adn| | Ado|

AccessProfile
AuditLog
Calendar
Controller
Credential

Door

si/index#!/Door/GetDoor

Adn| [ Accf § Con| ) Len] [4 1sC|
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' m ¢ @ B

Available authorizations

OAuth2.0
Operations Expand Operations
ProxessiQ Identity Server

;

Response Class (Status 200)
OK

Example Value

“UnlockTime": 0,

“UnlockTimeExtended™: @,
“DoorHeldOpenDetectTime™
“DoorHeldOpenDetectTimeE
“FirstPersonln”:
“Calendarld”: 0,
“UnlockTimeScheduleld":
“ToggleEnableTimeSchedul

true,

Returns a list of all active doors

Token URL: OP-UNEQFP

flow: application

o

None or other v
ires the folk

e i 0pes. Select which ones you want to grant to Swagger UL

Scopes are used to grant an application different levels of access to data on behalf of the end
user. Each AP may declare one or more scopes. Learn how to use

Authorize

Cancel -

Response Content Type | application/json v |

Try it outt

/api/door/getdoor/{id}

Get a specific door by it's door id

Get a soecific door by its door external id

X



2 ®

« C © Notsecure | bitps//desktop-unefpD:8015/swagger/ul/inds

2 ©

< © © Not secure | hitps://desktop-une0fp0:8015/swagger/ul,

genq

genq

NAE| ¢ Doc| | Adm||  Adm| Con| ) Lene [ 15CH - 202

AccessProfile

AuditLog

Calendar

Controller

Credential Available authorizations
Daor OAuth2.0

ProxessiQ Identity Server

n 4 =

Response Class (Status 200)

Token URL: ht DESKTOP-UNEOF]
flow: application

Setup client authentication,

oK
Type:_None or other v
Example Value APl re scopes. Select which ones you want to grant to Swagger UL
n application different levels of access to data on behalf of the end
[ 4 one or more scopes. Learm how o use
( =

“UnlockTime": 0,
“UnlockTimeExtended™: 8,
“DoorHeldOpenDetectTime™
“DoorHeldOpenDetectTime
“FirstPersonln®: true,
“Calendarld”: @,
“UnlockTimeScheduleld":
“ToggleEnableTineSchedul | Cancel

Authorize

Response Content Type | application/json v |
Try toutt |

/api/door/getdoor/{id}
|

NAE © Doci | Adm|| Adm| | Adw| [ Acce

Con| [ Lene| [ 1sC{ - 202

dex#/Door/GetDoor

AccessProfile

AuditlLog

Calendar

Controller " L
Available authorizations

Credential OAUth2.0

Door ProxessIQ Identity Server

Token URL: https://DESKTOP-UNEOFP

/api/door/getdoors

flow: application

Setup client authentication.

Response Class (Status 200)
OK

Example Value
e ones you want to grant to Swagger UL

Scopes are used to grant an application different levels of access to data on behalf of the end
{ user. Each AP] may declare one or more scopes.
“UnlockTime": @,
“UnlockTimeExtended”: @,
“DoorteldOpenDe
“DoorHeldOpenDetectTimeE

ctTime™

“FirstPersonln”: true,

“Calendarld": 0, Authorize
“UnlockTimeScheduleld”:
“ToggleEnableTimeSchedul

Cancel

Response Content Type | applic:
Try itoutt “

/api/door/getdoor/{id}

Trigd % Clou| m inte| w The|[' Rad| 4 Con{E Rep @ x + = )

Operations  Expand Operations

Returns a list of all active doors

o

Get a specific door by it’s door id

Get a specific door bv its door external id

Operations ~ Expand Operations

Returns a list of all active doors

Geta specific door by it's door id

“ i Get a specific door by its door external id

X
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PROXESSIQ™ CONTROL CENTER

Web API Configuration

Enable API: ® On

Client Configuration Details

File Path: | C\ProgramData\Proxess\ProxessiQServer\Config\WebAPIClientsjson | o

CLIENT NAME CLIENT ID

B ProxessiQ API client proxessiq.api.client

Selected Client Details
Client ID: | proxessiq.api.client

Seaets: | zBJ)9n6CtRRuBTzgBkkWXhQaeby

API Certificate Binding

Binding For: desktop-une0fp0:8015
Thumbprint: 687092402440315ECE6B1D2F40F32B1A6ABAT7196
Subject: CN=DESKTOP-UNEOFPO
/2024 10:56 AM Valid To: 8/24/2074 10:56 AM
=Proxess Root Certificate Authority Remove Binding

S @ = @ufgh ol g gend < NAD Doc Adm| | Adm Adm Acce! Con| [ Lene sC 2024 5 Trig: Clou| w Intef w The Rad| § Con{{l] Rep @ x

&« O © Notsecure | hittps/desktop-une0fp0. e m

Available authorizations

Door
/api/door/getdoors

Response Class (Status 200)

oK 7/ Basicauth v
proxessiq.api client

Example Value  \\_ FCIRRUBT2gBKkWXhQaeby
<l cequi o =

Sele=efhich ones you

[
{

“UnlockTime": 8,

data on behalf of the end '

“UnlockTimeExtended™: 8,
“DoorHeldOpenDetectTime"

“DoorHeldOpenDetectTimet
“FirstPersonln”: true,

“Calendarld”: 8, ( Authorize
“UnlockTimeScheduleld”
“ToggleEnableTineSchedul
Cancel
Response Content Type | applicz
Try itoutt

or id

/api/door/getdoor/{id} Get a specific door by it

I /avi/door/eetdoorbvexternalid/iexternalidh

Get a specific door by its door external id

X
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ProxessIQ™ API

AccessProfile
AuditLog
Calendar
Controller
Credential
Door

/api/door/getdoors

Response Class (Status 200)
oK

Example Value

“UnlockTime": @,
“UnlockTimeExtended” :

8,
“DoorHeldOpenDetectTime": 0,
“DoorHeldOpenDetectTimeExtended"

[

“FirstPersonIn
“CalendarId”: 0,
“UnlockTimeScheduleId": 8,
“ToggleEnableTimeScheduleId": 9,

true,

Pzsponse-Sontent Type | application/jison v

Try it out! }‘

Show/Hide | List Operations | Expand Operations

Returns a list of all active doors

(]

Try itoutl | Hide Response

Curl

curl -X GET --header 'Accept: application/json’ --header 'Authorization: Bearer ey)0eXAiOiJKV1QilLCIhbGciOilSUzIINiIsIngldCI6IillZn

(=
Request URL

https://desktop-une@fp@:8015/api/door/getdoors

Response Body

“"UnlockTime": 5,

"UnlockTimeExtended”

20,
"DoorHeldOpenDetectTime": 3@,
"DoorHeldOpenDetectTimeExtended": 60,

"FirstPersonIn”: false,
"CalendarId": 1,
“"UnlockTimeScheduleId": 2,
"ToggleEnableTimeScheduleld”: 1,
"CardonlyTimescheduleId": 1,
"ToggleMaxDelayTime"

"LockDownMinDelayTime
“EgressDisableLockdown”: false,
"PassThroughCancelslockdoun”: true,
“RecordValidAccessAttempts”: false,
“"RecordInvalidAccessAttempts”: true,
“EnableNocAudits”: true,
“BatteryFailureThreshold": @,

Response Code

200

Response Headers

“content-lengt!
“content-typa":
"date!

39403",
application/json; charset-utf-g",
"Fri, 11 Oct 2024 22:45:15 GMT",
"Microsoft-HTTPAPI/2.8

»



To call the ProxesslQ API in postman, you will need to get an access token using the OAuth 2.0
Authorization type, with the “Client Credentials” grant type.

First, you'll need an “Access Token URL". You can find this as the “Token URL" using with
authorization dialog in Swagger:

1 swagger

e Y vossr o1 bt

ProxessIQ™ API

AccessProfile
AuditLog
Calendar
Controller
Credential

Door

“ fapifdoor/getdaors

Response Class (Status 200)
oK

Example Value

“LockType™: “Unassigned”
“LockMumber: Tstring”,
“Name": “string”,
“notes™: “string”,
“TimeZope™: “string”,
“LockMode™: "Constructie
“BatterylastChanged”: 2
“"InstallationDate™: "282

Available authorizations

OAuth2.0

Proxessi Identity Server

Taken URL: hips .-'J_cul e ann el aken
flow: apglication

Serup client authenticatian.

Type:| Basic auth  ~

CliernTa

Secret

AP reguires the following scopes. Select which ones you want to grant 1o Swagger UL

Scopes are used to grant an application different levels of access to data on behalf of the end
user, Each APT may declare one ar more scopes. Learm bow 10 uss

FLl AP Access

Logout

Cancel

Response Content Type  applicationfjson +

Try out | Hide Response

Operations  Expand Operations

Returns a list of all active doors

e

In Postman you will want to go into the application settings (File > Settings) and turn off “SSL
certificate verification”. If you only do this in the request settings, the OAuth call will still fail. | am
assuming you are using self signed certificates but if you are using a trusted certificate, this step

can be skipped.



General

SETTINGS

Themes Shortcuts Add-ons Certificates Proxy Update Abo
Request Headers
Send no-cache header OFF

HTTP version MNEW HTTP/1

Select the HTTP version to use

for "-‘-'II:!IIIZ] the reguest

Request timeout in ms 0

Max response size in MB 50
size of a response to

Set the maximum

download. To download a response of

any size, setto 0

SSL certificate verification OFF
Language detection Auto -~
Always open reguests in new tab OFF

Always ask when closing unsaved tabs (il ON

Working directory

Collaborate on f

es used in requests by sharing your

Working director Y

Location
C:\Users\boome\Postmanifiles hoose
Allow reading files outside working OFF

directory
A Enabling this will allow any 3rd party
collections to potentially read any file

on your system

Send Postman Token header o8 on

Retain headers when clicking on links OFF

Automatically follow redirects

Send anonymous usage data to OFI
Postman

User interface

Two-pane view OFF

Shiwcicans with tab names

Editor settings

Font Family

IBMPlexMono, 'Courier Mew', monospace

Font Size (px) 12

Indentation count 4

number of indentations to add per

Indentation type & Space

Indent lines of code with either Space or Tab

Auto close brackets

@e o
@ o

Auto close quotes




Now in your postman request, paste in the APl endpoint URL. In my example | will use the
endpoint to get doors, hitps://serverhostname:8015/api/door/getdoors

Navigate to the Authorization tab and select “OAuth 2.0".

Under “Configure New Token”, select the “Grant type” of “Client Credentials”.

Under “Access Token URL", enter the url you got in the first step from Swagger
Fillin “Client ID” and “Client Secret” with the values from the Proxess Control Center
app, or find them in
“C:\ProgramData\Proxess\ProxesslQServer\Config\WebAPIClients.json”

o Under Scope” enter “scope_api_full”

» Click the “Get New Access Token” button. If successful, click the “Use Token” button

You should now be able to click Send on your request successfully call the api endpoint with
proper authaorization.




5 TOKENS

All Tokens Delete - Token Datails

ProxessiQ Identity Server

Token Mame

Access Token

ProxessiQ identity Sarver #

eyJOeXAIDLIKVIQILCIhbGCiDIJSUZNNilsing 1A CIGHZIOGNIMXAFO
GFEdGwdcVRMbBHgxTIpPMjPbylsimtpZCIBIZIOGNIMXdFOGFEDG
widcVRMbBHgxT IipPMjJPby 8 ey lpc3aMi0iJodHRwezovL 3aRod WSk ZX
ItbGFPwdGAwMNDodMjA4L2ZNvemUiLC JhdWQidiJodHRwczovL 3Rod
WSkZXItbGFwdGOwNDod MjA4L 2NvemUvemV zb3Vy'y 2V zliwi 2 X
loxNzMONTQOMZMSLC JuYmYIOEIMzOIMDEXMZESIMMNsaWVLdF9
pZCISInByb3hic3NpcSSheGkuY 2xpIWS0liwiaHROcDovL 3Byb3hic3
MuY 2L WZHVEZS YWShZ2UI0LINY 3RpdmUILC JodH
RwOiBvcHveGVzcy Sjb20vbWkdWid L3V ZXJzL 2ThbmFnZSIGImFj
dGIZZSisimhDdHABLY 9wemBd ZXMNzL mNvbS9tb2ZR1BGUVY 3GV
dGhbGMhemQvbWFUYWdlljohYWhOaXZliwiaHROcDovL 3Byb3hic3
MuY 2L 2 TWIHVSZS9hY 2ZNIc 3NwemBmaWxlcy StYWShZ2UiDiJhy 3
RpdmUiLCJodHRwOiBvcH Jve GV zcy5jb20vbWBkdWixIL 2NhbGVuZ
GFycy9tYWShZ 2Ui0LIhY 3RpdmUILC JodHRwOiBvcH veGVzoySib2
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